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Abstract— Internet of Energy (IoE) is a subset of the Internet of 

Thing (IoT) which covers all aspects of electrical energy systems 

and provides secure connectivity and interoperability between 

power grid and Internet. In this paper, we present a fog-based IoE 

architecture for transactive energy management systems. The 

proposed design consists of three different layers. In the first tier, 

home gateways are employed which collect customers energy 

consumption data and provide necessary interface between 

customers and power grid. In the second layer, there are some 

local fog nodes located at the network edge and provide services 

with low latency. From the transactive energy system point of 

view, the fog node act as retail energy market server which 

provides energy services to the end users. In the third layer, cloud 

servers are utilized to provide permanent and reliable data storage 

and high computing power. The proposed architecture supports 

different communication protocols such as HTTP, COAP, and 

OpenADR. We calculate the required bandwidth and delay 

performance of both fog-based and cloud-based models. We 

present an optimal day ahead energy consumption schedule and 

an inter customer energy trading mechanism for exchanging 

energy between end users. The performance of the proposed 

architecture is evaluated in terms of different power grid and 

communication network metrics. Results confirm the superiority 

of the proposed architecture. 

Index Terms— Internet of Thing, Internet of Energy, demand 

response, smart grid, fog/cloud computing, optimization 

I. INTRODUCTION 

 he electricity system continues to transform from a 

centrally supplied and managed infrastructure to a highly 

distributed system with an increasing variety of distributed 

supply, storage, and responsive demand assets. Distributed 

Energy Resources (DER) are local power sources as such as 

Photovoltaics (PVs), small-scale wind turbines, Combined Heat 

and Power (CHP), gas-fired micro turbines, backup generation 

and energy storages that can be aggregated into the power grid 

to provide required customer energy. DER is typically installed 

by the consumers to supply all, or a portion of, their electricity 

load. Depending on the size and capacity of the DER 

technology used, it may also be able to supply excess power to 

the utility grid. Energy Storage Systems (ESS) is another DER 

technology that covers different storage technologies such as 

mechanical storage, chemical storage, and thermal storage. ESS 

devices absorb power from the grid or local energy generators 

and return it later. When the power grid is under peak load 

conditions, distributed energy resources can be engaged to 

provide part of customer energy requirements which effectively 

reduce the overall load profile in the power system.  

The optimal use of the distributed energy resources to meet 

both business and operational objectives of utility companies 

and customers is still is a great challenge to be addressed. 

Transactive Energy (TE) which is a new methodology and is 

emerging to coordinate the operation of intelligent devices, can 

be utilized to address this challenge. According to the Gridwise 

Architecture Council (GWAC) [1], transactive energy refers the 

use of economic or market-based constructs to manage the 

generation, consumption or flow of electric power within an 

electric power system. It provides joint market and control 

functionality.  Transactive Nodes (TN) are physical points 

within an electrical connectivity map of the system where 

electrical energy flows through on them and are controlled 

based on economic incentives, in real time. Transactive nodes 

exchange information and make transactions in a decentralized 

way to ensure the scalability of the control system. Each 

transactive node utilizes two different signals called 

Transactive Incentive Signal (TIS) and Transactive Feedback 

Signal (TFS), which present the forecasted delivered cost of 

electric energy and the predicted aggregated power flow at a 

particular TN, respectively. Transactive signals are exchanged 

between the neighboring TNs, to balance supply and demand. 

Each TN responses to the system conditions through decisions 

regarding the behavior of local assets. Transactive energy has 

been widely used in many industrial and demonstration projects 

such as The Pacific Northwest Smart Grid Demonstration [2,3], 

Pacific Northwest National Laboratory (PNNL) [4], and the 

other projects given in references [5]-[10]. 

To balance total demand with the amount of supply, Demand 

Response (DR) programs can be utilized. For efficient demand 

response program, the energy consumption and generation 

information should be tracked in real time. To achieve this goal, 

we need to deploy more remote sensing equipment capable of 

measuring, monitoring and communicating. As described in 

[11], the IoT can be used to furnish intelligent management of 

energy distribution and consumption in heterogeneous 

circumstances. In the recent years, by the growth of IoT and 

digital technologies, smart grid has been becoming smarter than 

before. The future power grid needs to be implemented in a 

distributed topology that can dynamically absorb different 

energy sources. Internet of energy is a subset of the IoT which 

cover all aspects of electrical energy system involved in 

generation, transmission, distribution and consumption to 
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provide secure connectivity and interoperability between power 

grid and Internet.  

Handling the volume, variety, and velocity of IoT data needs 

many requirements including minimize latency, conserve 

network bandwidth, address security concerns, operate reliably, 

collect and secure data across a wide geographic area with 

different environmental conditions and move data to the best 

place for processing. Traditional smart grid architectures do not 

meet all of these requirements. The ideal place to analyze most 

IoT data is near the devices that produce and act on that data. 

For this purpose, we need to develop an efficient, high-speed, 

fully integrated, reliable and intelligent communication 

network. This can be met by utilizing the fog computing. Fog 

computing is a decentralized computing infrastructure in which 

data storage and computing power are distributed in efficient 

place between the end nodes and the core cloud servers.  

Fog computing offers many advantages over cloud 

computing such as load balancing, more bandwidth utilization, 

minimal downtime, interconnectivity, enhanced Quality of 

Services (QoS) and low latency. On the other hands, the 

combination of fog computing with IoT will bring many 

benefits, including local data processing, cache data 

management, local resource pooling, load balancing and delay 

reduction. When IoT and fog computing are integrated together, 

the time-critical data are locally analyzed by the fog edge node 

devices resulting in lower latency. It should be noted that fog 

computing facilitates the interactions between things and make 

it possible that things collaborate very effectively with each 

other. By integration IoT and fog computing, the proposed 

model will be able to provide caching to enable information-

centric ability in IoT.  

In this paper, we present a fog-based IoE architecture for 

transactive energy management systems. Internet of energy is 

an aggregation of IoT and smart grid which provides an 

architecture to implement a real-time interface between the 

distributed energy resources and the customer devices such as 

buildings, offices, electrical devices and electrical vehicles. To 

use the distributed energy resources efficiently, we propose an 

inter customer energy trading mechanism for exchange energy 

between end users.  We also present an automated demand 

response program based on transactive energy systems. To 

transfer price signals and demand information between 

transactive nodes, the Open Automated Demand Response 

(OpenADR) standard is utilized. The OpenADR is a 

communications data model for automation of demand 

response developed by Lawrence Berkley National Laboratory 

[12]. We present a convex optimization function to minimize 

both customer and utility company costs by the optimized 

scheduling of shiftable customer demand.  By considering the 

growth of data that should be transferred, stored, processed, and 

movement towards big data we present a distributed fog-

computing architecture which provides low latency 

requirement of energy management systems and prevents high 

bandwidth consumption. As the smart grid components such as 

power generators, microgrid, and distribution substations are 

naturally distributed, the proposed architecture fits in this 

nature. In the proposed architecture, the fog nodes 

communicate with the OpenADR gateway through a Local 

Area Network (LAN) to collect customer energy consumption 

and generation information.  Customers can access their 

detailed energy consumption data securely using their local fog 

node. Besides, fog nodes reduce the search and access time with 

their locality attribute.   

One of our contribution in the current study is the use of fog 

computing capabilities in the smart grid networks. In many 

countries, smart power grid includes millions of users with 

thousands of kilometers of transmission lines which provides 

reliable electrical power to the customers. The modern power 

grid is inherently distributed and decentralized without any 

central controller. Instead of central energy generation, many 

distributed energy resources such as wind turbines and solar cell 

systems are utilized. The smart grid properties make it a prime 

target for fog computing applications. The huge volume of data 

produced by the smart grid sensors and the timing requirements 

of some control loops requires rapid, robust and distributed 

sensor processing decision making that can only be provided by 

the fog computing. Note that the fog computing can be utilized 

for the other related tasks in the smart grid such as Advanced 

Metering Infrastructure (AMI). In the AMI, smart meters are 

developed to transfer electricity information and monitor and 

manage the electricity consumption. When the number of smart 

meters increases, a huge amount of data is generated that is hard 

to process, analyze and store. In this case, fog computing can 

be used to collect, compute and store smart meter data which 

reduces latency, increases privacy and locality for smart grids. 

Knowing that IoT can be utilized for different applications of 

the smart grid and various area of energy production, the current 

study is an aggregation of IoT and smart grid which provides 

an architecture to implement a real-time interface between the 

distributed energy resources and the customer. 

The contributions of the current work are summarized as 

follows: 

- Presenting a multitier communication architecture for 

efficient energy management in the Internet of Energy 

systems. 

- Proposing an inter-customer price function for direct 

energy trading between customers based on the 

transactive energy concepts. 

- Presenting a transactive energy based demand response 

program with a convex optimization function for 

minimizing both customer and utility company costs. 

- Providing a platform for customers data collection so 

that all customers can monitor their instantaneous power 

consumptions, the maximum, the minimum and the 

average consumption of the community and their 

position in the community in term of power 

consumption. This information helps customers to take 

intelligent decision for their energy consumption. 

- Investigating the effect of communication channel on 

the bandwidth and delay performance of the fog and 

cloud-based demand response programs. 

- Implementing and performance evaluating of the 

proposed architecture on a real testbed.  

 

The rest of this paper is organized as follows. Section 2, 
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explain some related work. Section 3, presents the proposed 

architecture consist of the system model, customer model, price 

function, power consumption and PV generation predictor, day 

ahead scheduling, bandwidth requirements and delay 

performance of optimization program. Section 4 presents the 

implementation and simulation results that confirm the superior 

performance of the proposed model. Finally, Section 5 

concludes the paper. 

II. RELATED WORK 

Fog computing extends cloud computing and services to the 

edge of the network where data is created and acted upon. 

Similar to cloud, fog provides data, compute, storage, and 

application services to end users. Fog computing is a term 

created by Cisco that it’s motivation lies in a series of real 

scenarios, such as Software Defined Networks (SDN), smart 

grid, smart traffic lights, connected vehicles, decentralized 

smart building control, wireless sensors, Internet of Things and 

Cyber-physical systems (CPSs). It improves the delay and 

bandwidth efficiency by reducing the amount of data 

transported to the core cloud servers.  

As mentioned in [13], fog computing model relies on the 

assumption that computer tasks can be performed by nodes 

placed at the edge of a network. It provides so many advantages 

for developers. Fog can be distinguished from cloud by its 

proximity to end-users. It supports mobility by its dense 

geographical distribution, low latency, location awareness, and 

improves QoS and real-time applications. Typical examples of 

fog computing include industrial automation, transportation, 

and networks of sensors and actuators. The fog paradigm is well 

positioned for real time big data analytics, supports densely 

distributed data collection points, and provides advantages in 

entertainment, advertising, personal computing and other 

applications. [14] 

While implementing applications for edge computing, we 

face increasing number of sensor devices and surging of cloud 

models that leads us to Internet of everything paradigm which 

refers to an ecosystem of edge devices that share their limited 

resources. We expect that fog computing’s integration with 

Internet of everything bring up a number of new applications 

[15]. For example, smart cities applications are emerging to 

implement fog computing. As mentioned in [16], smart city 

vision brings emerging heterogeneous communication 

technologies such as fog computing together to substantially 

reduce the latency and energy consumption of the Internet of 

everything devices running various applications. The key 

feature that distinguishes the fog computing paradigm for smart 

cities is that it spreads communication and computing resources 

over the wired/wireless access network to provide resource 

augmentation for resource- and energy-limited wired/wireless 

(possibly mobile) things. Fog computing allows to deliver the 

right data at the right time to people on any device. The model 

for data analytics involves a centralized data warehouse manual 

data manipulation and investigation, with the vast amount of 

data of Internet of everything pouring. The smart grid, fog 

computing and the big data are three modern and important 

paradigms.  

Fog computing has been utilized for different applications of 

the smart grid. Authors in [17] stressed the general benefits of 

using big data to design and support smart grid applications on 

the fog computing platforms. In [18] by presenting a 

mathematical model the performance of fog computing and 

cloud computing has been investigated. The tradeoff between 

power consumption and delay in a cloud-fog computing system 

has been studied. Results confirm that fog computing has a 

better delay and bandwidth performance than cloud computing. 

In [19] the use of a combination of the fog computing and 

microgrids with renewable energy sources, and local weather 

forecasting for reducing the energy consumption of IoT 

applications has been investigated. In [20] with the knowledge 

that by increasing the number of smart meters, the centralized 

information processing architecture will no longer be 

sustainable, a fog based data storage-and-processing solution 

for improving the existing smart meter infrastructure has been 

proposed. 

IoT can be utilized for various applications of the smart grid 

including distributed power plant monitoring, power generation 

and consumption prediction, power consumption monitoring, 

energy storage monitoring, smart meter, electric vehicle 

charging, power demand side management and various area of 

energy production. In [21], by combining the constrained 

application protocol (CoAP) with the ubiquitous ID (uID) 

architecture, a new framework has been presented that can be 

used to implement different IoT applications over existing 

embedded systems such as usual consumer appliances. In [22] 

using the IEEE802.15.4 and ZigBee sensor network, a new 

smart home energy management system has been designed and 

implemented which divides and assigns various home network 

tasks to appropriate components. [23] proposes a new 

methodology for the evaluation of wireless smart homes and 

home automation networks. Different wireless technologies 

used to interconnect devices in a smart home environment have 

been investigated and evaluated in realistic indoor scenarios. In 

[24] the concepts of IoT-grid which uses the befits of IoT in 

smart grid is introduced and then the communication aspect of 

IoT-grid is evaluated. The evaluation results confirm that 

processing delays of IoT devices have large impact on IoT-grid. 

To fix this problem, a mechanism based on sending burst 

commands with scheduled responses has been proposed.  [25] 

presents an architecture for customer domain part of the smart 

grid network. The proposed architecture is based on IoT 

platform which can host different smart home applications. [26] 

explains different applications of IoT in industry and then 

reviews some of the existing opportunities and challenges of the 

IoT in the smart building area. [27] presents and deploys an IoT 

software infrastructure for energy management in smart cities 

which enables the interoperability of energy profiles with 

environmental data from building and power grid sensors. 

III. SYSTEM MODEL 

A. System Model 

Fig.1 shows the proposed design which introduces an IoE 

architecture based on fog computing for transactive energy 
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management. As it can be seen in this figure, the proposed 

design consists of three different layers.  

In the first layer, home gateways are utilized which collect 

customers energy consumption information and the other 

related data and send data to the network servers using the 

OpenADR protocol. The OpenADR defines a client/server 

communication model which named server as Virtual Top 

Node (VTN) and client as Virtual End Node (VEN). Nodes are 

organized in a tree and classified to VTN and VEN. Some 

nodes, such as like aggregators could have both roles of VEN 

and VTN at the same time [28]. A human-machine interface 

(HMI) screen is employed as the interface between the 

customer and the power grid. The communication between 

home gateways and home appliances can be done by utilizing 

traditional wired or wireless technologies such as IEEE 802.11 

(WLAN)[29], IEEE 802.15 (WPAN)[30] and IEEE 802.15.4 

(LR-WPAN)[31]. In the proposed architecture, the home 

gateway acts as VEN which monitors customer power 

consumption information in real-time. It provides customers 

useful information such as the instantaneous amount of energy 

uses, the power consumption status relative to the average, 

maximum and minimum consumption of the community, the 

power consumption of each electric device and the optimized 

day ahead scheduling of customer appliances. This information 

helps customers to take intelligent decision for their energy 

consumption. According to the study given in [32], this 

information can affect customer behavior to reduce power 

consumptions.  

 
 

Fig.1. The proposed fog-based IoE architecture for transactive energy 

management 

 

In the second layer of the proposed architecture, there are 

some local fog nodes located at the edge of the communication 

network and provide services with low latency. Fog node is 

considered as a physical that implements fog computing and 

provides resources for services at the edge of the network. As 

the fog nodes are located at the network edges and are close to 

the customers, delay performance is improved. In the proposed 

architecture, the fog nodes have CPU and storage capacities, 

which would be used to process the customer data as well as 

external requests. The main goal of fog nodes in the proposed 

architecture is to improve efficiency and reduce the volume of 

data transferred to the cloud server for processing, analysis, and 

storage. Fog nodes act as VEN/VTNs and communicate with 

the home gateway through a local area network to collect data. 

To reduce stored data in the cloud servers, data aggregation 

protocols are employed at the network edge. Customers can 

access their detailed energy consumption information securely 

using their local fog nodes. Besides, fog nodes reduce the 

search and access time with its locality attribute. From the 

transactive energy system point of view, the fog nodes act as 

retail energy market server which provides energy services to 

the end-users. Energy retail markets provide the interface 

between retailers and their customers. Based on the amount of 

existing sale energy and the grid energy price, the retail energy 

market server determines the inter-customer energy price and 

broadcasts TIS signal to all customers who have a lack of 

energy.  

In the third layer of the proposed architecture, cloud servers 

are employed to provide permanent and reliable data storage 

and high computing power. The wholesale energy market and 

the utility or Independent System Operators (ISO) are in 

connection with the cloud servers. The cloud servers get the 

grid price from the market and broadcast it to all retail energy 

market servers located at the network edge. Note that the 

communication between fog nodes and the cloud servers is 

done through the Wide Area Networks (WAN) such as Internet. 

 

B. Customer Model 

As it can be seen in the bottom of Fig.1, each customer's home 

equipped with some electric appliances, a plug-in electric 

vehicle (PEV) a PV system and an energy storage (battery). 

Customers first try to meet their own required energy and store 

the excess energy into their batteries. However, extra 

customers' energy can be shared amongst the other neighbors at 

the peak load hours.  The home gateway provides interactions 

between customers and the power grid which allows effective 

operation and control of the system from the customer's end. 

The home gateway gets system parameters from the users and 

informs customers of the instantaneous electricity prices, their 

consumptions, their total costs, their energy consumption 

history and the other useful information through the HMI 

screen. Each appliance connects to the home gateway through 

a home area network protocol.  Privacy and data security are the 

main concerns of cloud-based applications in the smart grid. As 

cloud servers are used in a shared environment such as Internet; 

therefore, they suffer from lack of privacy. To solve this 

problem, the fog computing can be employed. The gathered 

data from the customers can be categorized into two different 

categories, private and public. Power consumptions of each 

appliance, type and the number of appliances in each customer's 

home are some examples of private data which should be stored 

in secure and safe data base. Total energy consumptions and the 

amount of renewable energy generation are not highly private 

data and could be considered as public data. Fog computing can 

provide data privacy by separating the public and private data. 

The private data is stored in the local fog nodes while the public 

data is forwarded to the cloud server for further processing. In 

this architecture, customers can achieve their detailed 

information with low latency.  

 The PV system generates electricity and stores it for further 

consumption in the energy storage. The home gateway also 
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monitors the battery state of charge (SoC). Suppose 𝑁 and ℕ 

represent the number of customers and the customer’s set, 

respectively. Let 𝔸𝑖  denote the set of appliances 𝑎 of 

customer 𝑖 ∈ ℕ. Suppose the time is divided into a series of time 

slots of length ∆𝑡. Let 𝑙𝑃𝐸𝑉,𝑖
𝑡  and 𝑙𝑎,𝑖

𝑡  denote the power 

consumption of PEV and appliances 𝑎 of customer 𝑖 at time slot 

𝑡, respectively.  Let 𝑙𝑖
𝑡=𝑙𝑃𝐸𝑉,𝑖

𝑡 + ∑ 𝑙𝑎,𝑖
𝑡

𝑎∈𝐴𝑖
 denotes the energy 

consumption of customer 𝑖 at time slot 𝑡. Suppose 𝑏𝑖
𝑡 and  𝐵𝑖

𝐹  

represent the amount of energy stored in the battery of customer 

𝑖 at time 𝑡 and the nominal battery capacity of customer 𝑖, 
respectively. Due to the limited capacity of local storages, 

 𝑏𝑖
𝑡 should always be less than 𝐵𝑖

𝐹  ( 0 ≤ 𝑏𝑖
𝑡 ≤ 𝐵𝑖

𝐹). 

Let 𝑔𝑖 
𝑡 and 𝑦𝑖

𝑡 denote the amount of energy generation and 

battery consumption of customer 𝑖 at time 𝑡, respectively.  As 

the battery is charged by solar energy (𝑔𝑖 
𝑡 ) and is discharged by 

local consumption (𝑦𝑖
𝑡), we always have: 

 

𝑏𝑖
𝑡 = 𝑏𝑖

𝑡−1 + 𝑔𝑖 
𝑡 − 𝑦𝑖 

𝑡                              (1) 

C. Price Function  

At the beginning of each time slot t, the power grid 

determines the grid energy price, 𝑝𝑟𝐺
𝑡, and forwards it to each 

fog nodes in the system. Also, the fog nodes collect the 

customer energy consumption data and their battery status. The 

utility company informs customers about peak and non-peak 

load times through the local fog nodes. So, at the beginning of 

each time slot 𝑡, fog nodes get the status of the power grid in 

terms of peak or non-peak load conditions and the energy price. 

According to the status of total power consumption, and the 

battery state of each customer 𝑖 at time 𝑡, the following rules 

are applied: 

- The stored energy in the battery of each customer (𝑏𝑖
𝑡) is 

always consumed at the peak load times. All required 

energy at the non-peak load times is bought from the 

power grid with price 𝑝𝑟𝐺
𝑡 . 

- At the peak load times, all (when  𝑙𝑖
𝑡  ≤ 𝑏𝑖

𝑡) or part of 

customer consumption (when  𝑙𝑖
𝑡  > 𝑏𝑖

𝑡) is supplied from 

the local battery. 

- When the power grid is at the peak load times, depends 

on 𝑙𝑖
𝑡 and 𝑏𝑖

𝑡, each customer 𝑖 is energy buyer or energy 

seller. When 𝑙𝑖
𝑡 > 𝑏𝑖

𝑡, customer 𝑖 is energy buyer, 

otherwise, the customer is energy seller. 

Suppose ℕ𝐵 and ℕ𝑆 represent the sets of energy buyers and 

energy sellers, respectively. Note that ℕ𝐵 ∪ ℕ𝑆 = ℕ, where ℕ  

represents the customers set. Let 𝕋𝑝 and 𝕋𝑛𝑝, represent the set 

of peak load and non-peak load times, respectively. Note that 

𝕋𝑝 ∪ 𝕋𝑛𝑝 = 𝕋, where 𝕋  represents the time set. Since the 

energy consumption and energy generation information of all 

customers is instantly available, there is a potential energy deal 

between energy buyers and energy sellers. In the proposed 

architecture, using the benefits of transactive energy systems, 

the energy buyers prefer to buy energy from the energy sellers 

rather than buying from the power grid which is always more 

expensive at the peak load times. At the beginning of each time 

slot, the energy sellers send their estimation of extra energy for 

sale to the retail energy market server located on the fog node. 

Furthermore, the energy buyers also send their required energy 

to the server. At each time slot 𝑡 ∈ 𝕋𝑝, the total energy required 

by energy buyers, 𝐸𝐵
𝑡 , is equal to 𝐸𝐵

𝑡 = ∑ 𝑙𝑖
𝑡 − 𝑏𝑖

𝑡
𝑖∈ℕ𝐵

.Similarly, 

the total energy sales , 𝐸𝑆
𝑡 , is computed as 𝐸𝑆

𝑡 = ∑ 𝑏𝑖
𝑡 − 𝑙𝑖

𝑡
𝑖∈ℕ𝑆

.  

Note that at non-peak time 𝑡 ∈ 𝕋𝑛𝑝, 𝐸𝐵
𝑡 = ∑ 𝑙𝑖

𝑡
𝑖∈ℕ𝐵

 and 𝐸𝑆
𝑡=0. 

We assume that the retail energy market server determines the 

energy price and sends the TIS signal to the all energy buyers. 

Let 𝑝𝑟𝑇𝐸
𝑡  denotes the sale energy price in the TE system at time 

slot 𝑡 ∈ 𝕋 which is determined by the retail energy market 

server on behalf the energy sellers. Based on the supply law, 

when there is not any energy for sale by customers, the energy 

price is high and equal to the power grid energy price. However, 

the customer sale price decreases by increasing the available 

sale energy. The following price function is proposed to 

determine the energy sale price 𝑝𝑟𝑇𝐸
𝑡  at each time 𝑡 ∈ 𝕋. 

 

𝑝𝑟𝑇𝐸
𝑡 = {

𝑝𝑟𝑚𝑖𝑛                                                 𝑖𝑓  𝐸𝐵
𝑡 ≤ 𝐸𝑆

𝑡  
𝑝𝑟𝐺

𝑡 −𝑝𝑟𝑚𝑖𝑛

𝐸𝐵
𝑡  (𝐸𝐵

𝑡 − 𝐸𝑆
𝑡)  + 𝑝𝑟𝑚𝑖𝑛                    𝐸𝑙𝑠𝑒

     (2) 

 

where 𝑝𝑟𝑚𝑖𝑛 is the minimum value of sale energy price. The 

following relationship is always established: 

 

𝑝𝑟𝑚𝑖𝑛 ≤ 𝑝𝑟𝑇𝐸
𝑡 ≤ 𝑝𝑟𝐺

𝑡 , 𝑡 ∈ 𝕋𝑝                      (3) 

 

Suppose 𝐶𝐵
𝑡 , represents the total energy cost of the energy 

buyers at time 𝑡 ∈ 𝕋  . 𝐶𝐵
𝑡  is calculated as follows: 

 

𝐶𝐵
𝑡 = {

𝐸𝐵
𝑡  𝑝𝑟𝑇𝐸

𝑡                                                  𝑖𝑓  𝐸𝐵
𝑡 ≤ 𝐸𝑆

𝑡  

𝐸𝑆
𝑡  𝑝𝑟𝑇𝐸

𝑡 + (𝐸𝐵
𝑡 − 𝐸𝑆

𝑡) 𝑝𝑟𝐺
𝑡                               𝐸𝑙𝑠𝑒

     (4) 

 

The total revenue of the energy sellers at each time slot 𝑡 ∈ 𝕋 

, 𝑅𝑆
𝑡, is calculated as follows: 

 

𝑅𝑆
𝑡 = {

𝐸𝐵
𝑡  𝑝𝑟𝑇𝐸

𝑡            𝑖𝑓  𝐸𝐵
𝑡 ≤ 𝐸𝑆

𝑡  

𝐸𝑆
𝑡  𝑝𝑟𝑇𝐸

𝑡                         𝐸𝑙𝑠𝑒
                    (5) 

 

By substituting the price 𝑝𝑟𝑇𝐸
𝑡  given in equ. (2) into equ.(4)  

and equ.(5)  we have: 

 

𝐶𝐵
𝑡 = {

𝐸𝐵
𝑡  𝑝𝑟𝑚𝑖𝑛                                            𝑖𝑓  𝐸𝐵

𝑡 ≤ 𝐸𝑆
𝑡  

𝐸𝐵
𝑡  𝑝𝑟𝐺

𝑡 − 𝐸𝑆
𝑡2

 
𝑝𝑟𝐺

𝑡−𝑝𝑟𝑚𝑖𝑛

𝐸𝐵
𝑡                              𝐸𝑙𝑠𝑒

     (6) 

𝑅𝑆
𝑡 = {

𝐸𝐵
𝑡  𝑝𝑟𝑚𝑖𝑛                                           𝑖𝑓  𝐸𝐵

𝑡 ≤ 𝐸𝑆
𝑡  

𝐸𝑆
𝑡  𝑝𝑟𝐺

𝑡 − 𝐸𝑆
𝑡2

 
𝑝𝑟𝐺

𝑡 −𝑝𝑟𝑚𝑖𝑛

𝐸𝐵
𝑡                              𝐸𝑙𝑠𝑒

      (7) 

 

D. Power Consumption and PV Generation Predictor 

The proposed architecture can find the optimized day ahead 

power consumption schedule. For this purpose, prediction 

techniques are utilized to predict the power consumption and 

PV generation. The most dominant prediction technique is 

time-series analysis which can be used to find repeating patterns 

in the historical data to forecast future values. Consequently, 

the scaling action is done in advance. Some of the techniques 

used for this purpose in the literature are Moving Average, 
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Autoregression, ARMA, exponential smoothing, and machine 

learning approaches. Among the different prediction 

algorithms, the Normalized Least Mean Square (NLMS)[33] 

predictor is the one providing the best trade-off between 

complexity, accuracy and responsiveness. We consider the PV 

generation and power consumption as a stochastic process 

𝐹(𝑛). The NLMS predictor generates an estimation �̂�(𝑛 + 𝑘) 

of the value 𝐹(𝑛 + 𝑘) that the process 𝐹 will assume k steps 

ahead. In other words, given a vector of 𝑝 observations, 𝐹 =

[𝐹(𝑛), 𝐹(𝑛 − 1), … 𝐹(𝑛 − 𝑝 + 1)], the predicted value �̂� is 

obtained by �̂� = 𝜓(𝐹) where the function 𝜓  is called predictor. 

Based on the previous studies, the linear prediction class 

whenever the function 𝜓 is linear, is the best suited for our aim. 

The problem then is to determine the impulse response 𝑞(𝑛) of 

the linear filter 𝑞 such that: 

 

�̂�(𝑛 + 𝑘) = 𝐹(𝑛)⨂𝑞(𝑛) = ∑ 𝑞(𝑖)𝐹(𝑛 − 𝑖)𝑝−1
𝑖=0            (8) 

 

The NLMS algorithm is based on an adaptive approach. It 

does not require prior knowledge of the autocorrelation 

structure of the stochastic sequence. The filter coefficients are 

time varying and are tuned on the basis of the feedback 

information carried by the error 𝜖(𝑛). In the following, we 

denote the vector of filter coefficients at time 𝑛 with 𝑞𝑛. The 

values of 𝑞 adapt dynamically in order to decrease the mean 

square error. Notice that ℇ(𝑛) = 𝐹(𝑛 + 𝑘) − �̂�(𝑛 + 𝑘). The 

NLMS algorithm operates as follows: 

 

1) Initialize the coefficient  𝑞0; 

2) For each new data, update the filter 𝑞(𝑛) according to the 

recursive equation. 

𝑞𝑛+1 = 𝑞𝑛 + 𝜇
ℇ(𝑛)𝐹𝑛

‖𝐹𝑛‖2                     

where ‖𝐹𝑛‖2 = 𝐹𝑛𝐹𝑛
𝑇 and μ is a constant called step size.  

 

The historical data can be used to tune the filter parameters. 

The NMLS predictor needs the configuration of two 

parameters: the order 𝑝 and the step size 𝜇. These parameters 

should be set correctly so that the best performance with 

minimum error is obtained. In the case of the 𝜇, it is relevant to 

note that one of the main advantage of using NLMS is that it is 

less sensitive to the step size with respect to other linear 

predictor.  

E. Day Ahead Scheduling 

In this subsection, we introduce the proposed day ahead 

scheduling mechanism. Optimizing the energy cost of the 

customers have been already known as an important issue. In 

[34] by using a day-ahead demand-side management 

mechanism, customers are interested in reducing their energy 

cost by producing or storing energy through their local DER 

rather than purchasing their energy needs from the power grid. 

A grid optimization problem using a noncooperative method 

and nonlinear programming approach have been formulated. 

[35] proposes a District Energy Management System (DEMS) 

to control the real-time energy consumption of the customers 

and minimize purchasing energy from the grid. A linear 

optimization problem is formulated which considers a 

microgrid with renewable energy sources, storage systems and 

electric vehicles. In [36] an optimization framework for energy 

management in a cooperative network of micro grids that seeks 

to achieve an efficient tradeoff between low operation cost and 

good energy service for customers has been proposed. 

Suppose each customer has equipped with two types of 

appliances, shiftable and nonshiftable. Let 𝐸𝑃𝐸𝑉,𝑖
𝑡  represents the 

available energy in battery of PEV of customer 𝑖 ∈ ℕ at time 𝑡, 

respectively. Suppose 𝐸𝑃𝐸𝑉,𝑖
𝐷  , 𝐸𝑃𝐸𝑉,𝑖

𝑚𝑖𝑛  ,  𝐸𝑃𝐸𝑉,𝑖
𝑚𝑎𝑥  , and 𝜃𝑐  represent 

the desired charging energy, the minimum and the maximum 

battery capacity, and the cycle charging efficiency of a PEV of 

customer 𝑖, respectively. The following equation is always 

satisfied [37]: 

 

𝐸𝑃𝐸𝑉,𝑖
𝑡 = 𝐸𝑃𝐸𝑉,𝑖

𝑡−1 + 𝜃𝑐 . 𝑙𝑃𝐸𝑉,𝑖
𝑡                         (9) 

𝐸𝑃𝐸𝑉,𝑖
𝑚𝑖𝑛 < 𝐸𝑃𝐸𝑉,𝑖

𝑡 <  𝐸𝑃𝐸𝑉,𝑖
𝑚𝑎𝑥  

𝐸𝑃𝐸𝑉,𝑖
𝑡_𝑒𝑛𝑑

=𝐸𝑃𝐸𝑉,𝑖
𝐷  

 

where 𝑡_𝑒𝑛𝑑 represents the ending charging time of the PEV. 

Let 𝔸𝑖
𝑠, 𝔸𝑖

𝑛𝑠 denote the set of shiftable and non-shiftable 

appliances of customer 𝑖 ∈ ℕ. Note that 𝔸𝑖
𝑠𝑈𝔸𝑖

𝑛𝑠 = 𝔸𝑖 . Let 

 �⃡�𝑖
𝑡 = ∑ 𝑙𝑎,𝑖

𝑡
𝑎∈𝔸𝑖

𝑠  and  𝑙�̅�
𝑡 = ∑ 𝑙𝑎,𝑖

𝑡
𝑎∈𝔸𝑖

𝑛𝑠 , represent the power 

consumption of the shiftable and non-shiftable appliances of 

customer 𝑖 at time slot 𝑡, respectively. The following equation 

is always satisfied: 

 

𝑙𝑖
𝑡 =   �⃡�𝑖

𝑡 + 𝑙�̅�
𝑡 + 𝑙𝑃𝐸𝑉,𝑖

𝑡                                             (10) 

 

Let 𝑙𝑎,𝑖
𝑚𝑖𝑛 , 𝑙𝑎,𝑖

𝑚𝑎𝑥 , [𝑆_𝑡𝑖𝑚𝑒𝑖
𝑎, 𝐸_𝑡𝑖𝑚𝑒𝑖

𝑎] and 𝐸𝑎,𝑖 ,  represent  the 

minimum power level, the maximum power level, the desired 

operation time (start time and end time) and the total energy 

needed for shiftable appliances 𝑎 ∈ 𝔸𝑖
𝑠. Note that for each 

customer 𝑖 ∈ ℕ, the total power consumption of shiftable 

appliances during a day, �⃡�𝑖 , is always fixed and calculated as 

�⃡�𝑖 = ∑ ∑ 𝑙𝑎,𝑖
𝑡

𝑎∈𝔸𝑖
𝑠𝕋

𝑡=1 . 

Without loss of generality, we suppose the amount of energy 

requested by the energy buyers is always more than the energy 

provided by the energy sellers (𝐸𝐵
𝑡 > 𝐸𝑆

𝑡  ). Note that 𝐿𝑡 = 𝐸𝐵
𝑡 −

𝐸𝑆
𝑡 is the total load on the power grid at time 𝑡. The quadratic 

cost function has been widely used to model the cost of energy 

provided by utility companies as: 𝐶𝑈
𝑡 (𝐿𝑡) = 𝑎𝑡𝐿𝑡2

 where 𝑎𝑡 is 

the cost coefficient at time 𝑡  which is determined by some 

elements, such as operating costs, facility construction, and 

ownership cost [38],[39]. Let  𝐶𝑇
𝑡  represents the total cost of 

both customers (for buying energy) and utility company (for 

providing energy). 𝐶𝑇
𝑡  is defined as follows: 

 

 𝐶𝑇
𝑡 = 𝐶𝐵

𝑡 − 𝑅𝑆
𝑡 + 𝐶𝑈

𝑡                            (11) 

 

By setting the values of 𝐶𝐵
𝑡 , 𝑅𝑆

𝑡  and 𝐶𝑈
𝑡  in equ.(11), we have: 

 

𝐶𝑇
𝑡 = (𝐸𝐵

𝑡 − 𝐸𝑆
𝑡) 𝑝𝑟𝐺

𝑡 + 𝑎𝑡(𝐸𝐵
𝑡 − 𝐸𝑆

𝑡)2        (12) 

 

The proposed cost function 𝐶𝑇
𝑡  given in equ.(12) is a 

quadratic cost function. It has been proven that quadratic cost 

function always has an optimum solution if and only if the cost 

function is increasing and strictly convex. It can be seen that the 
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proposed cost function is increasing and strictly convex. It 

means that: 

 

 𝐶𝑇
𝑡 (�̂�𝑡) < 𝐶𝑇

𝑡 (�̃�𝑡  ),   ∀  �̂�𝑡 <  �̃�𝑡                                    (13) 

𝐶𝑇
𝑡 ( 𝜀�̂�𝑡 + (1 − 𝜀)�̂�𝑡) < 𝜀𝐶𝑇

𝑡 ( �̃�𝑡) + (1 − 𝜀)𝐶𝑇
𝑡 ( �̃�𝑡) 

 

With the same goals as previous work presented in [34]-[36] 

to minimize the total cost, the energy consumption of each 

customer 𝑖 at time 𝑡, 𝑙𝑖
𝑡, should be scheduled. The following 

convex optimization problem is defined to minimize the total 

daily cost of both users and utility company: 

 

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒  ∑ 𝐶𝑇
𝑡

𝑡∈𝕋

= ∑ 𝑎𝑡 ( ∑ (𝑙𝑖
𝑡 − 𝑏𝑖

𝑡)

𝑖∈ℕ𝐵

− ∑ (𝑏𝑗
𝑡 − 𝑙𝑗

𝑡)

𝑗∈ℕ𝑆

)

2

𝑡∈𝕋𝑝

+ 𝑝𝑟𝐺
𝑡 ( ∑ (𝑙𝑖

𝑡 − 𝑏𝑖
𝑡)

𝑖∈ℕ𝐵

− ∑ (𝑏𝑗
𝑡 − 𝑙𝑗

𝑡)

𝑗∈ℕ𝑆

)

+ ∑ 𝑎𝑡(∑ 𝑙𝑖
𝑡

𝑖∈ℕ

)2

𝑡∈𝕋𝑛𝑝

+ 𝑝𝑟𝐺
𝑡 (∑ 𝑙𝑖

𝑡

𝑖∈ℕ

)                                                                               (14) 

Subject to:  

𝑙𝑖
𝑡 =   �⃡�𝑖

𝑡 + 𝑙�̅�
𝑡 + 𝑙𝑃𝐸𝑉,𝑖

𝑡  , 𝑖 ∈ ℕ, t ∈ 𝕋                                       (14.a) 

�⃡�𝑖
𝑡 = ∑ 𝑙𝑎,𝑖

𝑡
𝑎∈𝔸𝑖

𝑠  , 𝑖 ∈ ℕ, t ∈ 𝕋                                                  (14.b) 

𝑙�̅�
𝑡 = ∑ 𝑙𝑎,𝑖

𝑡
𝑎∈𝔸𝑖

𝑛𝑠  , 𝑖 ∈ ℕ, t ∈ 𝕋                                                 (14.c) 

𝑙𝑎,𝑖
𝑚𝑖𝑛 ≤ 𝑙𝑎,𝑖

𝑡 ≤ 𝑙𝑎,𝑖
𝑚𝑎𝑥  , 𝑎 ∈ 𝔸𝑖

𝑠 , 𝑖 ∈ ℕ, t ∈ 𝕋                        (14.d) 

∑ 𝑙𝑎,𝑖
𝑡 =

𝐸_𝑡𝑖𝑚𝑒𝑖
𝑎

𝑡=𝑆_𝑡𝑖𝑚𝑒𝑖
𝑎  𝐸𝑎,𝑖   , 𝑎 ∈ 𝔸𝑖

𝑠
  , 𝑖 ∈ ℕ, t ∈ 𝕋            (14.e) 

∑ ∑ 𝑙𝑎,𝑖
𝑡

𝑎∈𝔸𝑖
𝑠𝕋

𝑡=1 =�⃡�𝑖    , 𝑖 ∈ ℕ, t ∈ 𝕋            (14.f)                                                             

𝑏𝑖
𝑡 = 𝑏𝑖

𝑡−1 + 𝑔𝑖 
𝑡 , 𝑖 ∈ ℕ, t ∈ 𝕋𝑛𝑝                                     (14.g) 

𝑏𝑖
𝑡 = 𝑔𝑖 

𝑡 , 𝑖 ∈ ℕ, t ∈ 𝕋𝑝, t ≠ 1                                          (14.h) 

𝑏𝑖
𝑡 = 𝑏𝑖

�́� + 𝑔𝑖 
𝑡 ,t = 1, �́� = 𝑙𝑎𝑠𝑡 𝑚𝑒𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑒𝑡 𝕋𝑛𝑝           (14.i) 

𝐸𝑃𝐸𝑉,𝑖
𝑡 = 𝐸𝑃𝐸𝑉,𝑖

𝑡−1 + 𝜃𝑐 . 𝑙𝑃𝐸𝑉,𝑖
𝑡   , 𝑖 ∈ ℕ, t ∈ 𝕋          (14.j) 

𝐸𝑃𝐸𝑉,𝑖
𝑚𝑖𝑛 < 𝐸𝑃𝐸𝑉,𝑖

𝑡 <  𝐸𝑃𝐸𝑉,𝑖
𝑚𝑎𝑥     , 𝑖 ∈ ℕ, t ∈ 𝕋        (14.k) 

𝐸𝑃𝐸𝑉,𝑖
𝑡_𝑒𝑛𝑑

=𝐸𝑃𝐸𝑉,𝑖
𝐷   ,  𝑖 ∈ ℕ, t ∈ 𝕋              (14.l) 

 

Constraint (14.a) confirms that total load of each customer at 

any given time is composed of two values including shiftable 

and nonshiftable load.  According to Constraint (14.b) and 

(14.c), the total shiftable and nonshiftable load is obtained by 

aggregating the power consumption of each appliance in the 

given appliance's set. Constraint (14.d) shows that the power 

consumption of each shiftable appliances and at each time t is 

between the minimum and the maximum power levels. 

Constraint (14.e) confirms that total energy consumption of 

each shiftable appliances during its desired operation is limited 

to a fixed value. Also, Constraint (14.f) shows that the total 

energy consumption of all shiftable appliances in all-time 

intervals is limited to a fixed value. According to Constraint 

(14.g), at the nonpeak load time, the generated energy by the 

local PV systems is stored in the battery and not consumed. At 

the peak load times, all generated energy by PV system is 

completely consumed by the owner or is sold to the other 

customers. According to Constraints (14.i), at the 1st time 

interval in the peak load times, there is some initial stored 

energy from the previous time slot in the non-peak load. 

Constraints (14.j) confirms that the amount of vehicle energy in 

the current time slot is equal to its previous value plus the 

amount of energy absorbed during charging in the current time 

slot. According to Constraints (14.k), the PEV energy in each 

time slot is always between the maximum and minimum battery 

capacity. Constraints (14.j) confirms that at the end of charging 

process the PEV energy is equal to the desired charging energy. 

The proposed quadratic and convex problem (14) can be solved 

by a well-known and highly efficient algorithm interior-point-

convex[40]. As it has been proven in [41], the most important 

advantage of convex optimization is that the local optimal 

solution is the global optimal solution. 

F. Bandwidth Analysis  

At the beginning of each time slot 𝑡, the home gateway 

collects the power consumption of each customer appliances, 

𝑙𝑎,𝑖
𝑡 , and the battery status, 𝑏𝑖

𝑡, and then transfers them to the 

VTN, regularly. Note that the openADR gateway needs to 

register customers and their appliances in the VTN which is 

done only once at the beginning of the operation. This can be 

done by sending the Registration Service (EiRegisterParty) 

message.   

To evaluate the superiority of the proposed fog-based 

architecture, we consider two different models including fog-

based and cloud-based models. Fig.2 shows the detail of 

message transferring between the OpenADR gateway and the 

VTN in both two models. After registering of VEN, both VEN 

and VTN send their reporting capabilities. Then VTN can send 

its request of periodically automated reading to the VEN. Then 

the VEN start regularly sending messages in specified intervals 

containing power consumption of the individual device using 

the Report Service (EiReport) message. VTN sends customers 

total consumption and costs in semi real-time to the VEN. Also, 

the minimum, maximum and average power consumption in the 

community will be sent to let the customers know their power 

consumption in the community and change their behavior to 

reduce their consumptions. The proposed OpenADR gateway 

implementation is based on Simple HTTP Transport which is 

ideal for simple implementations and essentially represents a 

scaled down Representational state transfer (REST) 

implementation. 
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Fig. 2. Message exchange diagram a) cloud-based model b) fog-based model 

At each time interval ∆𝑡, the OpenADR gateway collects 

power consumption information of each appliances 𝑎 ∈ 𝔸𝑖  and 

also the battery status and transfers them to the VTN located at 

the fog/cloud server.  Suppose 𝑆𝑖 represents the required 

message size for transferring power consumption information 

of customer 𝑖 from the home gateway to the local fog node. 𝑆𝑖 

is calculated by the following equation: 

 

𝑆𝑖 = 𝐻𝑆𝑖𝑧𝑒 + |𝔸𝑖| |𝑙𝑎,𝑖
𝑡 | + |𝑏𝑖

𝑡|           (15) 

   

where |𝔸𝑖|, |𝑙𝑎,𝑖
𝑡 | and |𝑏𝑖

𝑡| are the cardinality of 𝔸𝑖  and the size 

of 𝑙𝑎,𝑖
𝑡   and 𝑏𝑖

𝑡 in bits, respectively. 𝐻𝑆𝑖𝑧𝑒 is the header size of 

the underlying communication protocols including Hypertext 

Transfer Protocol (HTTP), Transmission Control Protocol 

(TCP), Internet Protocol (IP) and the network interface 

protocols in bits. VTN calculates the maximum, minimum and 

the average power consumptions of all customers registered in 

the system and send back them to each home gateway.  

In the cloud-based model shown in Fig.2 (a), the VTN is 

located at the cloud server, and all information is transferred to 

the cloud for further processing and storing. The optimization 

process is run at the cloud server, and the results are feedbacked 

to the customers. The cloud computing systems are Internet-

based and mainly depend on the Internet connectivity. In this 

scenario, the home gateways send customer consumption data 

to the cloud server, resulting in high demand of communication 

bandwidth especially when the communication channel is not 

ideal. Suppose 𝜖, represents the bit error rate of the 

communication channel. If the independent channel model 

employing the Bernoulli function is considered, then the packet 

error probability 𝑃(𝑆) for a packet the size of 𝑆 is calculated 

as 𝑃(𝑆) = 1 − (1 − 𝜖)S. Note that as HTTP protocol uses the 

reliable TCP protocol, the error recovery techniques are utilized 

for reliable transferring the packet between source and 

destination.  If the packet gets lost in the communication 

channel, the destination does not receive the acknowledgment 

signal, and after a period, the sender retransmits the packet. It 

can be easily proved that for a packet with the length of 𝑆, the 

average number of retransmissions (excluding the original 

packet) is equal to  
𝑃(𝑆)

1−𝑃(𝑆)
. Let 𝐵𝑊𝐶𝑙𝑜𝑢𝑑 , denotes the total 

bandwidth requirement for transferring all customer 

information from all home gateways to the cloud 

server. 𝐵𝑊𝐶𝑙𝑜𝑢𝑑 is calculated as follows: 

 

𝐵𝑊𝐶𝑙𝑜𝑢𝑑 = ∑
𝑆𝑖

(1−𝑃(𝑆𝑖))∆𝑡

|ℕ|
𝑖=1   𝑏/𝑠               (16) 

 

As depicted in Fig.2(b), in the proposed fog-based 

architecture, the VTN located at the fog nodes in the network 

edge close to the customers and connected to the customers 

with high-speed LAN connections. The fog nodes are also 

capable of aggregating data coming from the home gateways 

instead of routing all data separately. All power consumption 

information of customer appliances at each time interval ∆𝑡 is 

stored in the fog nodes, and just total energy consumption of 

each customer is forwarded to the cloud server.  The 

optimization process is run at the fog nodes, so it reduces the 

network traffic.  In this scenario, all information needed to run 

optimization process is exchanged between customers and fog 

nodes using local area network connection. After that, 

optimized schedule of each customer’s appliances is stored in 

the local cache of the fog nodes, and only the total optimized 

power consumption schedule of all customers is aggregated and 

transferred to the cloud server for further processing. The 

message size to transfer required information from the fog node 

to the cloud server, 𝑆𝐹𝑜𝑔, is obtained as follows: 

 

𝑆𝐹𝑜𝑔 = 𝐻𝑆𝑖𝑧𝑒 + |ℕ| 𝐿                      (17) 

 

where 𝐿 represents the space required to hold each customers' 

information and his/her power consumption (|𝑙𝑖
𝑡|). The total 

average required Internet bandwidth in this scenario, 𝐵𝑊𝐹𝑜𝑔, is 

obtained as follows: 

 

𝐵𝑊𝐹𝑜𝑔 =
𝑆𝐹𝑜𝑔

(1−𝑃(𝑆𝐹𝑜𝑔))∆𝑡
  𝑏/𝑠           (18) 

G. Delay Analysis 

The main goal of this subsection is to calculate the time 

elapsed from the moment of transmitting the customer’s power 

consumption data to running the optimization program and 

sending back of results to the customers, in both cloud-based 

and fog-based models shown in Fig.2. The total delay of both 

models consists of two major components including 

communication delay and computation delay. Suppose 

𝑇𝑜𝑝𝑡
𝑓𝑜𝑔

, 𝑇𝑐𝑜𝑚
𝑓𝑜𝑔

, 𝑇𝑜𝑝𝑡
𝑐𝑙𝑜𝑢𝑑  and 𝑇𝑐𝑜𝑚

𝑐𝑙𝑜𝑢𝑑  denote the optimization and 

communication delay of the fog and cloud models, respectively. 

Suppose 𝑣𝑓𝑜𝑔 and 𝑣𝑐𝑙𝑜𝑢𝑑  represent the fog and cloud server 

processing speed. As the cloud servers are more powerful and 

richer than fog nodes, 𝑣𝑐𝑙𝑜𝑢𝑑 is much bigger than 𝑣𝑓𝑜𝑔(𝑣𝑓𝑜𝑔 ≪

𝑣𝑐𝑙𝑜𝑢𝑑). Suppose 𝑆𝑖𝑧𝑒𝑜𝑝𝑡  represents the size of optimization 

problem which is equal for both fog and cloud-based models. 

The optimization delay of fog and cloud servers are computed 

as follow: 

 

𝑇𝑜𝑝𝑡
𝑓𝑜𝑔

=
𝑆𝑖𝑧𝑒𝑜𝑝𝑡

𝑣𝑓𝑜𝑔 , 𝑇𝑜𝑝𝑡
𝑐𝑙𝑜𝑢𝑑 =

𝑆𝑖𝑧𝑒𝑜𝑝𝑡

𝑣𝑐𝑙𝑜𝑢𝑑                         (19) 

 

Note that as both fog and cloud server run the same 
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optimization problem, we always have 𝑇𝑜𝑝𝑡
𝑐𝑙𝑜𝑢𝑑 ≪ 𝑇𝑜𝑝𝑡

𝑓𝑜𝑔
.  On the 

other hand, as the proposed optimization problem is central, all 

customer related information should be transferred to the 

server. According to the optimization process given in equ.(14), 

each home gateway, based on historical power consumption 

and generation, should predict the values of 𝑙�̅�
𝑡 , 𝑙𝑎,𝑖

𝑡  and 𝑏𝑖
𝑡. 

Furthermore, for each shiftable appliances 𝑎 ∈ 𝔸𝑖
𝑠, the values 

of 𝑆_𝑡𝑖𝑚𝑒𝑖
𝑎, 𝐸_𝑡𝑖𝑚𝑒𝑖

𝑎 , 𝐸𝑎,𝑖, 𝑙𝑎,𝑖
𝑚𝑖𝑛 , 𝑙𝑎,𝑖

𝑚𝑎𝑥 should be determined by 

the customer.  Suppose 𝑆𝑖
𝑜𝑝𝑡

 represents the required data size 

for transferring optimization information of customer 𝑖 to the 

server. 𝑆𝑖
𝑜𝑝𝑡

 is calculated by the following equation: 

 

𝑆𝑖
𝑜𝑝𝑡

= 𝐻𝑆𝑖𝑧𝑒 + |𝔸𝑖
𝑠| (|𝑆_𝑡𝑖𝑚𝑒𝑖

𝑎| + |𝐸_𝑡𝑖𝑚𝑒𝑖
𝑎| + |𝐸𝑎,𝑖| +

|𝑙𝑎,𝑖
𝑚𝑖𝑛| + | 𝑙𝑎,𝑖

𝑚𝑎𝑥|) + |𝑇|(|𝑙�̅�
𝑡| + |𝔸𝑖

𝑠| |𝑙𝑎,𝑖
𝑡 | + |𝑏𝑖

𝑡|)               (20) 

 

Note that for both fog and cloud-based models, the same 

volume of customer data should be transferred to the 

corresponding servers but at different communication speed. 

Suppose for each customer  𝑖 ∈ ℕ, 𝑅𝑇𝑇𝑖
𝑓𝑜𝑔

 and 𝑅𝑇𝑇𝑖
𝑐𝑙𝑜𝑢𝑑 

represent the Round-Trip Time (RTT) between sending the 

packet and getting its acknowledge, respectively. Let 𝑅𝐿𝐴𝑁 and 

𝑅𝑊𝐴𝑁 represent the channel speed of LAN and WAN network 

connections (note that 𝑅𝑊𝐴𝑁 ≪ 𝑅𝐿𝐴𝑁). 𝑅𝑇𝑇𝑖
𝑓𝑜𝑔

 and 𝑅𝑇𝑇𝑖
𝑐𝑙𝑜𝑢𝑑  

are computed as follows: 

𝑅𝑇𝑇𝑖
𝑓𝑜𝑔

≅
2𝑆𝑖

𝑜𝑝𝑡

𝑅𝐿𝐴𝑁
 , 𝑅𝑇𝑇𝑖

𝑐𝑙𝑜𝑢𝑑 ≅
2𝑆𝑖

𝑜𝑝𝑡

𝑅𝑊𝐴𝑁
                  (21) 

 

As the communication channel is not ideal, the packet may 

be lost. In this case, after the Retransmission Timeout (RTO) 

expires, the packet is retransmitted. Without loss of generality, 

we assume the RTO is equal to RTT. As the channel is not ideal, 

for each customer 𝑖 = 1, … , 𝑁, the average number of packet 

transmission (including the original one) is equal 

to   
1

(1−𝑃(𝑆
𝑖
𝑜𝑝𝑡

))
. Each packet needs RTT seconds to reach to the 

destination. So, the average time required to deliver packet to 

the destination is equal to 
𝑅𝑇𝑇

(1−𝑃(𝑆
𝑖
𝑜𝑝𝑡

))
. It should be noted that this 

delay is not the same for all customers and depends on customer 

distance, message size and channel bit error rate. As the 

optimization problem is central, before running the 

optimization program, all messages containing customer’s 

power consumption information should arrive at their 

destination.  Therefore, in order to calculate  𝑇𝑐𝑜𝑚
𝑓𝑜𝑔

 and 𝑇𝑐𝑜𝑚
𝑐𝑙𝑜𝑢𝑑, 

we must consider the worst case and calculate the maximum 

communication delay between all customers in the system. So, 

to compute 𝑇𝑐𝑜𝑚
𝑓𝑜𝑔

 and 𝑇𝑐𝑜𝑚
𝑐𝑙𝑜𝑢𝑑, from the N different available 

values we find the biggest one as follows: 

𝑇𝑐𝑜𝑚
𝑓𝑜𝑔

= max {  
𝑅𝑇𝑇1

𝑓𝑜𝑔

(1−𝑃(𝑆1
𝑜𝑝𝑡

))
, … ,

𝑅𝑇𝑇𝑁
𝑓𝑜𝑔

(1−𝑃(𝑆𝑁
𝑜𝑝𝑡

))
}                    

𝑇𝑐𝑜𝑚
𝑐𝑙𝑜𝑢𝑑 = max {  

𝑅𝑇𝑇1
𝑐𝑙𝑜𝑢𝑑

(1−𝑃(𝑆1
𝑜𝑝𝑡

))
, … ,

𝑅𝑇𝑇𝑁
𝑐𝑙𝑜𝑢𝑑

(1−𝑃(𝑆𝑁
𝑜𝑝𝑡

))
}        (22) 

 

By substitution equ.(21) into equ.(22), the total delay of fog 

and cloud-based models is calculated as follows: 

𝑇𝑓𝑜𝑔 =
𝑆𝑖𝑧𝑒𝑜𝑝𝑡

𝑣𝑓𝑜𝑔 + 𝑚𝑎𝑥  
2𝑆𝑖

𝑜𝑝𝑡

(1 − 𝑃(𝑆𝑖
𝑜𝑝𝑡

))𝑅𝐿𝐴𝑁

, 𝑖 = 1, … , 𝑁           

𝑇𝑐𝑙𝑜𝑢𝑑 =
𝑆𝑖𝑧𝑒𝑜𝑝𝑡

𝑣𝑐𝑙𝑜𝑢𝑑 + 𝑚𝑎𝑥  
2𝑆𝑖

𝑜𝑝𝑡

(1−𝑃(𝑆
𝑖
𝑜𝑝𝑡

))𝑅𝑊𝐴𝑁
, , 𝑖 = 1, … , 𝑁  (23) 

Note that the output of optimization program (14) is the 

optimal power consumption of each customers and is 

independent of the above communication delay. 

IV. IMPLEMENTATION AND SIMULATION RESULTS 

In this section, using the simulation and implementation 

results, we evaluate the performance of the proposed 

architecture in terms of different power grid and 

communication network metrics. To collect the customer's 

home information, an IoT board containing BME280 

temperature/humidity/pressure sensor, MQ-2 gas sensor, light 

sensor, ACS 712 current sensor, 5 V relay and an ESP 8266 

Huzzah MCU/WiFi controller has been implemented. Note that 

in the current study, we only use the current sensor data. In 

addition to the HTTP, for efficient data gathering and 

transmission, the COAP [42] protocol over WiFi network 

which is a lightweight protocol and follows the REST has been 

implemented. We have developed the home gateway on a 

Raspberry Pi 3 with the Raspbian operating system. An 

HTTP/COAP forward proxy has been implemented on the 

home gateway using the python 3.6.2 and CoAPthon [43] 

python library which supports both COAP (to communicate 

with the home appliances) and HTTP (to communicate with the 

Internet clients). We have implemented a HTTP gateway by 

JavaFX programming language on Rasbery Pi3. We have used 

the ThingsSpeak open IoT platform [44] for our data collecting 

and storage and the OpenADR 2.0b VEN & VTN [45]. The 

implementation testbed and the communication protocol stack 

are shown in Fig.3. As it can be seen, the home gateway 

communicates with the IoT node through HTTP/COAP 

protocol. It provides a web interface for HTTP client to access 

the IoT resources through a user interface. As COAP message 

is different with the HTTP, an HTTP to COAP mapping is 

designed to provide the necessary functionalities. 

 
(a) 

 
(b) 

Fig 3. a) implementation test bed b) protocol architecture and layering 
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Fig.4 shows the detail algorithm of the home gateway in the 

HTTP operation mode. As it is shown in this figure, at a regular 

time interval (15 seconds), the gateway makes an HTTP 

connection to the IoT node and send the GET method. The GET 

method contains the URI of the requested resources. After that, 

the gateway gets the response from the sensor node. If the 

response status is 200OK, it means that the connection has been 

established successfully. Then the payload of the response 

message which contains the sensor data is extracted from the 

message. Now, the gateway makes an HTTP connection to the 

fog/cloud node and sends the POST method which contains the 

sensor data to the server. Then both connections are closed. 

This procedure is repeated each 15 second, periodically. 

The same procedure is applied for COAP protocol. The only 

difference is that as COAP uses the User Datagram Protocol 

(UDP) protocol as transport layer protocol which is unreliable, 

there is no guaranty for a successful connection. For this reason, 

the gateway is programmed to send four consequence requests 

in the hope that one of them will reach the sensor node 

successfully. 

Fig. 4. The home gateway algorithm (HTTP protocol) 

A. Home Monitoring Results 

Fig. 5(a) shows the temperature, humidity and the power 

consumption of a refrigerator and a LCD monitor for a home in 

Toronto, CA, during 12 am to 16 pm on Aug 17, 2017, which 

were gathered by the IoT node. These data are captured by the 

IoT node and sent to the home gateway. However, in the current 

implementation just the power consumption information is 

processed and forwarded to the fog node. To evaluate and 

compare the performance of COAP and HTTP protocols, we 

implemented an HTTP and COAP servers on two different IoT 

nodes. The home gateway starts to communicate with these 

nodes, every 15 seconds and captures 50 consequence samples 

of sensed data. 

 In Fig.6, the bandwidth consumptions of both protocols are 

plotted versus time. It can be observed that HTTP consumes 

more bandwidth than COAP. This is because the HTTP uses the 

TCP as its underlying transport protocol, which needs more 

packet communication than COAP which is a lightweight 

protocol based on connection less UDP protocol. Table I 

presents the performance comparison of HTTP and COAP in 

terms of the number of GET, ACK and IP packets, average 

bandwidth consumption and the packet length distribution. It 

can be seen that both protocols send 50 different GET messages 

and receive 50 ACK messages containing the gathered sensed 

data.  As for each HTTP GET message a TCP connection 

should be established and different TCP segments should be 

interchanged between the end nodes, so HTTP protocol 

consumes more bandwidth and transfers more IP packets with 

different sizes. 

 
Fig. 5. Temperature, humidity and power consumption monitoring 

 
 Fig. 6. HTTP and COAP bandwidth consumptions for 50 samples 

While True: 

1. do 

a. Make an HTTP connection to the IoT node. 

b. Send "GET" request method 

c. R1= get response from the IoT node 

2. while (R1.status !=200 OK) 

3. Read senores data 

4. data=R1.read() 

5. do 

a. Make an HTTP connection to the fog node/cloud 

server  

b. Send "GET" request method 

c. R2= get response from the server 

6. while (R2.status !=200 OK) 

7. Put sensor data in the POST payload  

8. Send "POST" method to the fog/cloud server 

9. Close connections 

10. Sleep for 15 seconds 
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TABLE I. HTTP AND COAP PROTOCOL COMPARISON 

 HTTP COAP 

Number of GET messages 50 50 

Number of ACK messages 50 50 

#of IP packet 502 102 

Average bandwidth (b/s) 390 123 

Packet length 

distribution 

Percentages 
(Bytes) 

0-39 0 0 

40-79 69.7%  50%  

80-159 20.3%  0 

160-319 10%  50%  

320-higer 0 0 

 

B. Power Consumption Prediction 

We implemented the NLMS predictor to predict power 

consumption of some customers using the UCI Machine 

Learning Repository individual household electric power 

consumption data set [46]. Fig.7, for historical records size 

equal to 8760, with 𝜇 = 0.0004 and 𝑝 = 10 and train ratio=10%, 

depicts the predicted power consumption. Results confirm that 

the value of Mean Absolute Error (MAE) is 5.69e-7. 

 

 
Fig. 7. Power consumption prediction results 

C. Power Grid Performance 

In this subsection, we evaluate the performance of the 

proposed TE-based demand response program. For this 

purpose, we have simulated a community with 100 different 

customers. Each customer’s home has equipped by a PV system 

with random solar panel size between 10-30 square meters, a 

battery, a PEV and a random number of appliances. 

We use Time of Use (ToU) pricing where during 11am-17pm 

there is peak load condition and grid energy price is equal to 20 

cents/KWh and the other period, it is non-peak hours and grid 

energy price is equal to 10 cents/KWh. We suppose that 20% 

of customers are energy sellers and the others are energy 

buyers. The energy sellers have been equipped with a solar 

system with a total capacity of twice the energy buyers. We set 

𝑎𝑡 is equal to 0.1 and 0.05 cents during peak and non-peak 

hours, respectively. The 𝑅𝑊𝐴𝑁 and 𝑅𝐿𝐴𝑁 are set to 10Mb/s and 

1Gb/s, respectively.  

Fig.8, shows the total shiftable (including PEV) and 

nonshiftable loads in the power system. The shiftable load has 

been set to almost 40% nonshiftable load. 

 
Fig.8. Total shiftable (including PEV) and nonshiftable loads in the power 

system 

 

Fig.9, for both energy sellers and energy buyers, shows the 

amount of PV energy generation and the battery status during a 

particular day. It can be seen that during peak hours, energy 

buyers consume all energy stored in their battery, so their 

battery state of charge is always zero. Unlike the energy buyers, 

the energy sellers always have stored energy in their battery to 

sell it to the energy buyers. 

In Fig.10(a), the total energy requested by energy buyers (𝐸𝐵
𝑡 ) 

and the total energy for sale by energy sellers (𝐸𝑆
𝑡) are depicted 

versus time. Fig.10(b), shows the price rate of both power grid 

(𝑝𝑟𝐺) and proposed TE system (𝑝𝑟𝑇𝐸). It can be seen that during 

peak hour time, unlike 𝑝𝑟𝐺  , 𝑝𝑟𝑇𝐸  changes with the change of 

total demand and amount of supply. By looking at these graphs, 

we conclude that during time 13 pm-15 pm, where the 

difference between demand and supply (𝐸𝐵
𝑡 − 𝐸𝑆

𝑡)  is small, 

𝑝𝑟𝑇𝐸  goes down, while at time 16 pm where the demand is much 

more than supply, 𝑝𝑟𝑇𝐸  goes up. 
 

 
Fig.9. PV generation and battery status of energy byers and energy sellers  
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Fig.10. a) energy demand of energy byers b) TE and grid price 

 

In Fig.11, the total daily optimized and unoptimized load 

(with and without PV) are plotted versus the time of day. As it 

can be seen in the figure, the optimization process shifts some 

unnecessary consumption from peak hours to the non-peak 

hours to decrease customer costs.  Results confirm that, by 

using the proposed optimization program, the Peak to Average 

Ratio (PAR) which is defined as the maximum daily load 

divided by the average load, is reduced by 0.79.  

 
Fig.11. Total demand before and after optimization 

 

Fig.12 depicts the overall daily cost of both customers and 

utility company using the proposed and power grid pricing. It is 

clear that not only customers but also the utility company 

benefit from the proposed optimization program. Customers 

can reduce their daily cost by as much as 74$ and the utility 

company also save 96$ a day. As we assumed there are only 

100 customers in the power grid, the average daily benefit for 

customers and the utility company is almost 74 and 96 cents per 

customer, respectively. 

In Fig. 13, for two different customers with different 

consumptions, the user interface which plot the average, 

maximum, minimum and user consumption is shown at time 

t=15 pm. This information is prepared by the fog nodes and 

forwarded to each customer’s home gateway. Each customer 

uses this information to evaluate his/her consumption regarding 

the maximum, minimum and average consumption in the 

community. As the fog node has the power consumptions 

statics of all customers in the community, it can compute and 

inform the rank of each customer in terms of total power 

consumptions. High power consumer customers may improve 

their energy consumption based on their positions in the 

community. 

 
Fig.12. Overall cost of customers and utility company before and after 
optimization 

 
Fig. 13. Consumption statics of the community and two different customers 
 

D. Communication Performance 

In this subsection, we evaluate the communication 

performance of the cloud and fog-based models shown in Fig.2. 

Fig.14, for both models, and at two different values of channel 

bit error rate, plots the average message size, the number of 

retransmissions and the bandwidth versus simulation time. It 

can be seen that for both cases, the fog model has better 

bandwidth performance than the cloud model. As shown in this 

figure, the message size of fog-based model is always more than 

cloud-based model (900 bytes vs almost 575 bytes). This is 

because, in the fog-based model, all customers information is 

aggregated at the fog node and forwarded to the cloud server 

through a single HTTP message. So, the fog-based model has a 

higher number of retransmissions with more fluctuations than 

the cloud-based model. But as the fog node aggregates all 
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customers’ information in a single HTTP message, its 

bandwidth performance is much better than the cloud-based 

model.  

 

 
Fig.14. a) packet size b) number of retransmissions c) total bandwidth 
consumptions of the fog-based and cloud-based models at two different values 

of channel bit error rate 

 

Results confirm that by increasing the channel bit error rate, 

the number of retransmission and the total bandwidth is also 

increased.  In the next simulation trials, the convergence delay 

and the total data size for running optimization problem is 

plotted versus communication bit error rate. We assume the 

cloud server is 100 times faster than the fog nodes (𝑣𝑐𝑙𝑜𝑢𝑑 =
100𝑣𝑓𝑜𝑔). Results are displayed in Fig.15. Fig.15(a) confirms 

that at low bit error rate, where the number of retransmissions 

is low, the communication delay is low as well. In this case, as 

the cloud server has more computation capabilities than the fog 

nodes, its computation delay is less than the fog node. So, the 

delay convergence of cloud-based model is less than fog-based 

model. On the other hands, by increasing the channel bit error 

rate, the communication delay of cloud-based model also 

increases. Results shown in Fig.15(b) confirm that when bit 

error rate increases, both cloud-based, and fog-based models 

require more bandwidth. However, as the fog-based model 

aggregates all customer information, its bandwidth 

consumption is always less than the cloud-based model. Note 

that we set the maximum message size to 1500 bytes. In case, 

when total message size is more than 1500 bytes, the message 

is fragmented to the smaller messages. 

 
Fig.15. a) convergence delay and b) required bandwidth versus channel bit 

error rate 

V. CONCLUSION 

In this paper, we presented a multitier communication 

architecture for transactive energy management systems. The 

architecture includes home gateways, local fog nodes and cloud 

server. The home gateway communicates with the IoT node to 

collect sensor data. We implemented COAP/HTTP IoT nodes 

and HTTP/COAP forward proxy on a home gateway which 

collects consumption information and the other related data 

from the customer home and transferred it to the servers 

through a home gateway.  The OpenADR protocol has been 

implemented on the home gateway which provides customers 

useful information such as the instantaneous amount of energy 

uses, the power consumption status relative to the average, 

maximum and minimum consumption of the community, the 

power consumption of each electric device and the optimized 

day ahead schedule of customer’s appliances. This information 

helps customers to take intelligent decision for their energy 

consumption. The fog nodes act as retail energy market server 

which provides energy services to the end-users. We proposed 

an inter-customer energy trading cost function. In the proposed 

system, customers prefer to buy energy from each other rather 

than buying from the power grid which is always more 

expensive at the peak load times.  We also proposed a 

transactive energy-based demand response program which 

employed a day ahead optimization to schedule customer 

appliances. The optimization program has been defined to 

benefit not only customers but also utility company. We 

evaluated the bandwidth requirements and delay performance 

of the proposed fog-based model and compared it with the 

cloud-based model. Results confirmed that the fog-based model 

significantly decreases the total bandwidth and delay especially 

when the communication channel is not ideal. 
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