
Citation: Hamza, R.; Pradana, H. A

Survey of Intellectual Property Rights

Protection in Big Data Applications.

Algorithms 2022, 15, 418. https://

doi.org/10.3390/a15110418

Academic Editor: Fabrizio Marozzo

Received: 20 September 2022

Accepted: 3 November 2022

Published: 8 November 2022

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

algorithms

Review

A Survey of Intellectual Property Rights Protection in Big
Data Applications §

Rafik Hamza 1,* and Hilmil Pradana 2

1 Institute for International Strategy, Tokyo International University, Kawagoe 350-1197, Japan
2 National Institute of Information and Communications Technology (NICT), Big Data Integration

Research Center, Tokyo 184-8795, Japan
* Correspondence: rhamza@tiu.ac.jp
§ This paper is an extended version of our paper published in Hamza, R.; Dao, M.-S.; Ito, S.; Koji, Z. Towards

Intellectual Property Rights Protection in Big Data. In Proceedings of the 3rd ACM Workshop on Intelligent
Cross-Data Analysis and Retrieval, Newark, NJ, USA, 27–30 June 2022.

Abstract: Big Data applications have the potential to transform any digital business platform by
enabling the analysis of vast amounts of data. However, the biggest problem with Big Data is breaking
down the intellectual property barriers to using that data, especially for cross-database applications.
It is a challenge to achieve this trade-off and overcome the difficulties of Big Data, even though
intellectual property restrictions have been developed to limit misuse and regulate access to Big
Data. This study examines the scope of intellectual property rights in Big Data applications with
a security framework for protecting intellectual property rights, watermarking and fingerprinting
algorithms. The emergence of Big Data necessitates the development of new conceptual frameworks,
security standards, and laws. This study addresses the significant copyright difficulties on cross-
database platforms and the paradigm shift from ownership to control of access to and use of Big
Data, especially on such platforms. We provide a comprehensive overview of copyright applications
for multimedia data and a summary of the main trends in the discussion of intellectual property
protection, highlighting crucial issues and existing obstacles and identifying the three major findings
for investigating the relationship between them.

Keywords: Big Data; applications; copyright; intellectual property; security

1. Introduction

Japan’s ‘Society 5.0’ initiative envisions a people-centric society combining economic
progress through the use of artificial intelligence and Big Data capabilities [1]. Under Society
5.0, the Japanese government and industry IT are collaborating to effectively integrate
technological developments, particularly in AI and Big Data, through cloud platforms [2,3].
To develop these technologies, the Japanese government provides various ways to improve
and integrate them from different types of data such as images, videos, historical data,
and signals. These data types are commonly used in various application technologies to
solve their problems. The initiative from Japanese government was launched primarily to
align economic progress with solving social problems. By following the age of 5G and AI,
Society 5.0 is a potential technological framework to revolutionize the world in terms of
information technology, especially in the areas of fin-tech (financial technology), healthcare,
mobility, and other infrastructures. The future goal for Japan is to build the “Super Smart
Society” that will improve people’s lives more sustainably [4].

The integration of cutting-edge technology into all facets of human life is to create
datasets impacting people and institutions in many ways. For the benefit of data, many
researchers can create their models to improve their technologies and achieve significant
impact in all application aspects. All these data are being brought together to create Big
Data that can be used in a variety of industries, such as medicine, banking, and Internet
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advertising. The ability to take in unusually large amounts of information, effectively
analyze and understand it, and then arrive at insights and interpretations is referred to in
this context as “Big Data Analytics”.

Data have a value or an expected value and are documented or should be documented.
This is referred to as “information value” [5]. This area is about techniques such as collecting
data needed for a “service” and sending the information to the appropriate party. It is not
practical to require uniform security methods for all information assets, as it is likely that IoT
devices and the data processed will differ depending on the service offered. Data security
and privacy are key concerns for both the government and corporations when processing
massive data. The majority of IT companies regularly gather, transport, store, and analyze
large datasets, which raises substantial privacy problems [6,7]. The implementation of
the “Society 5.0” initiative is complicated by these issues. A great deal of attention has
recently been paid to data protection in order to improve privacy in use, storage, and
transmission [8–10]. Thanks to cryptographic security approaches, such as homomorphic
encryption and blockchain, datasets of any size can currently be kept secure and effective
as they travel across the network and are stored in the data store [11–13].

In this paper, we examine intellectual property rights protection in Big Data applica-
tions [11]. The main contributions are threefold:

• This paper will take a closer look at the unclear boundaries of intellectual property
rights in Big Data applications and present different viewpoints on copyright in
cross-data platforms.

• This paper addresses real-world case studies of the underlying technology of cross-
data analytics with a security policy framework to protect intellectual property rights.

• This paper highlights the main technical solutions for intellectual property protection,
including the latest copyright algorithms for multimedia data.

• This paper discusses some important aspects of copyright protection and identifies
the main problems and difficulties.

The paper is organized as follows: Section 2 defines, organizes, and interprets related
intellectual property rights protection works. Non-technical solutions for protecting intel-
lectual property rights are discussed in more detail in Section 3. An overview of technical
solutions is discussed in Section 4. We then discuss current copyright applications for
multimedia data in Section 5. In the last section, we conclude this paper.

2. Related Work

In contrast to today’s digital rights management technology, which has evolved into a
systems engineering approach that covers the entire lifecycle of digital works, traditional
data rights management focused exclusively on encryption and authorization. An intellec-
tual property rights protection strategy based on a region of interest with mathematical
polynomial transformation has been described by Murali et al. [14]. In their work, they
investigated their proposed framework and discovered that it can improve the resistance
to image manipulation and other types of attacks and replace the main method of sharing
secret data of the presented property model.

Devi et al. [15] presented a steganography method based on visual cryptography,
shuffled singular value decomposition, and applied it to copyright protection of digital
images. The method was shown to outperform the visual cryptography algorithm in its
ability to independently authenticate the copyright of digital images and resist various
types of image processing attacks. Liang et al. [9] developed a security system with
verification methods that provide effective data protection using the decentralized mesh
node approach and multimedia data security technology. However, few studies have
addressed the copyright protection of information assets, with most current research
focusing on the copyright protection of multimedia datasets or a specific type of data.

We address the problems and difficulties of securing intellectual property rights in
information goods to fill the gaps mentioned above. A review of the literature revealed
various definitions of intellectual property rights and the categories under which they fall.
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The main categories of intellectual property rights are shown in Figure 1: database rights,
patents, designs, performers’ rights, copyrights, and trademarks. Table 1 provides some
examples of information assets that need to be protected. A security asset in this context is
described as “a valuable resource that must be protected” [16].

Figure 1. Intellectual property rights, adopted from [11].

Table 1. Examples of protected information assets, adopted from [11].

Information Assets Description

Contents
Audio, image and visual inputs information (copyright, relevant
information, and confidential information when using economic
material), consumer history.

User information
Private information about the customer (identification, zip code,
contact details, date and place of birth, account number, etc.),
digital information about the customer, previous transactions, etc.

Equipment information

Communication device information (manufacturer, identification,
unique driver’s license, etc.), device account credentials, and so
on. Operating system monitoring (operating statistics, connection
usage status, etc.) specific to each system.

Software settings
Configuration information (procedure setting, connection setting,
authorization setting, version) and other information specific to
each program; computer operating system, middleware, etc.

Design data and
internal logic

In the planning/design processes, design information of the
requirements/design documentation is developed.

When applied effectively, intellectual property rights can maximize the benefits and
value of creativity while supporting the development, protection, and commercialization
of breakthrough technologies, even if they appear to offer only a modest degree of certainty.
For this reason, we chose to focus our study on copyright protection and patent protection
as the two most important types of intellectual property protection.

2.1. Copyright

When a work is created, copyright immediately arises. This has numerous benefits
for the people who contribute or create it, but it also raises problems for those who control
the data and want to see the public’s interest in their creations, which are also available to
the public. Until recently, creators had the option of allowing artists to publish their work.
Customers can freely and securely use the protected content in this domain. Intellectual
property owners always have the option to defend their rights if they are accused by other
users of violating their rights [17].
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As with all new goods, copyright claims should arise naturally once the information
assets are developed [18]. In the case of software protection, it is more likely to be supported
by legislation because the copyright mode of protection takes effect at any time, and the
purpose and role of legal protection is greater [19]. Cai et al. [20] offered a deep learning
strategy using blockchain as an example of the goal of copyright protection for digital
music. The authors claim that their copyright protection system for digital music processes
queries with an error rate of 0% in the presence of multiple concurrent users, ensuring a
high level of intellectual property rights protection.

Computer software is one of the most significant information assets. It must be
protected by copyright because it has been creatively developed, mostly through the use of
terms of use agreements [21]. Additionally, computer scientists define computer programs
using a variety of digital codes and programming languages before simulating them on
computers for consumers to download and use [18]. In order to protect software, copyright
measures must be implemented in the program code.

Software, a type of copyrighted material, is considered high technology, so laws
protecting intellectual property rights in software are often inadequate. Most countries
have copyright laws that protect software intellectual property, and patent protection can
also be sought for software design ideas that are closely related to hardware. The security
of computer software and systems may be largely covered by existing software protection
methods, but gaps in protection do exist.

2.2. Patent

In order to promote innovation and ensure the protection of R & D rights, patent
rights should be preserved. The goal of developing information goods is to perform
information management functions and replace traditional labor with information technol-
ogy. In general, copyright law deals only with the recognized categories of information
goods and is not able to adequately protect the way these goods are used or processed.
Therefore, research and development must use patent-protected techniques to protect its
operating procedures, development processes, and formulated thoughts. According to
Eduardo et al. [22], patent rights are believed to promote both innovation and the diffusion
of knowledge.

Algorithms link various data structures to successfully achieve the desired result
using abstract control approaches, which should fully meet intellectual property protection
requirements [18,21,23,24]. In this section, we would like to describe a security policy
framework for defending intellectual property rights in Big Data. According to the authors,
the three most important intellectual property rights in the context of Big Data are copyright,
database right, and confidentiality. As the name implies, copyright is a legal remedy that
prohibits unauthorized copying. However, copyright can be particularly helpful when
there are widely used message formats, interfaces, protocols, and other standards that
dictate that data must be in a certain format, as is the case in the Big Data world.

3. Non-Technical Solutions for Protecting Intellectual Property Rights

In this section, we address the dimensions of a Big Data value ecosystem, focusing
primarily on the areas of law and compliance. The primary concern is to provide a non-
technical framework for dealing with Big Data intellectual property rights that links data
with various information assets. We believe that one of the most important issues to
be resolved in any Big Data system is copyright. We can clearly state that despite legal
agreements and the use of security policies as administrative methods to protect copyright,
intellectual property rights still present some difficult problems and need to be further
protected [25–28]. Confidentiality obligations associated with the substance of data that
is not in the public domain might occasionally constitute the most valuable intellectual
property right, since copyright and database regulation protect only the expression and
form of information, not its content. A non-technical response could be critical in this case.
In contrast, there are contractual rights with respect to data. People are bound by contract
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law to strong, enforceable obligations and strong, enforceable rights. The financial market
data industry, a USD one billion industry, has evolved around an ecosystem that licenses
and controls data use, with virtually all of the risk associated with the data governed
by contract. From our observations of industry contracts, we can conclude that data
contracts are a reliable and theoretically sound method of defending intellectual property
rights. However, these contracts have limited utility, especially when they do not bind
a user who is not a party to the contract. In a contractual shell, contractual intellectual
property can impose obligations that are similar to rights. The drafter of the contract
must therefore evaluate the two components—the contractual intellectual property and the
actual intellectual property regime—independently. These policy provisions will eventually
conflict with each other. Researchers have addressed these concerns and successfully
resolved several difficulties [26,29]. For example, Hoeren et al. [30] deals with the question
“what happens if the new property rights in data conflict with data protection laws”?

Data protection, which grants rights and establishes rules for the processing of personal
data, is the most important aspect of data regulation. EU competition authorities have
become much more interested in corporate practices, licensing, and contracting for data in
a number of industries over the past five years, particularly industrial market data [31–33].

Many industries are also tightening their privacy policies. These policies governing
client confidentiality and privilege have been a cornerstone of the legal profession. The
computerization of data, on the other hand, has radically changed the picture. For example,
healthcare companies should aggregate only anonymized clinical outcome data from
patients [34] and data collection companies with data localization laws, i.e., cross-border
transfers from non-EU countries [35].

3.1. Legal Compliance

All computer software is original, distinctive, and self-contained, having been created
by researchers. Unlike other legal tasks, a software program conveys the researcher’s
design using a variety of data and coding languages [18]. The researcher’s design, research,
and language skills are critical to software development. Before it can be officially launched,
it must go through countless iterations and rounds of testing and debugging. The computer
researcher identifies intellectual activities in social contexts, develops actionable research
results, and then communicates those results in computer language. The effective use
and understanding of Big Data as a business asset holds tremendous opportunities for the
global economy and society. As shown in Figure 2, created by Cavanillas et al. [36], the
barriers to the development of a Big Data ecosystem in Europe have been categorised into
a number of important factors. To support the development of a Big Data ecosystem, the
world must overcome these various challenges [36]. Of course, the results of exploration
are logical, and eventually a number of mature operating software products did emerge.
Therefore, the intellectual property rights of computer software should be put on par with
the intellectual property rights of other materials, and the legal protection system required
for any artificial Big Data operation should be further built and clarified.

Digital piracy is a major threat to the development of IT businesses and to the expan-
sion of the digital media industry [37]. Software piracy, the unauthorized copying and
use of software in a manner that violates applicable terms of use, threatens the legitimate
rights and interests of researchers. Pirated software, unlike real software, has limited tech-
nical substance; therefore, the cost of citation and further development is comparatively
low. Usually, the development of new software involves immense and time-consuming
effort. If it is pirated, the innovative power of the research and development work is
inevitably destroyed.
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Figure 2. The dimensions of a Big Data value ecosystem (Adapted from (Cavanillas et al. [36])).

3.2. The Intellectual Property Rights of the Various Information Assets

There are different considerations in intellectual property rights based on different
information values. Therefore, we look at the practices we use in the context of Big Data,
including data rights. Table 2 lists common practices in the context of Big Data to ensure
legal rights to databases.

Table 2. Data legal rights in the context of Big Data practices.

Management
Security, practices, policy,
Process standards: example information security management
ISO 27001

Regulation Non-industry relevant: data protection, competition rules
Industry-relevant: commercial, professional services, etc.

Contracting for datasets Contract is priority
Effective but restricted (contractual parties only)

Intellectual property rights
in Big Data

Copyright, database right, confidentiality, patents, trademarks
Weak but extensive, intellectual property rights in data uncertain

First, private information goods: copyright also protects the materials accompanying
proprietary software. The accompanying documents of proprietary software are considered
unpublished works under copyright law because the source code of private software is not
publicly available [18]. The author of the disputed document must have his own privilege,
but he cannot acquire ownership because it has not yet been released for sale. Substantial
similarity and interaction are two criteria that can be used to judge whether software
copyright infringement has occurred in this situation.

Second, public information assets: “Substantial similarity” refers to the availability
on the market of products substantially similar to the documentation describing the pro-
tected software. Substantial similarity does not exist if the required documentation for
the program is not publicly available, and other organizations or individuals are free to
point out the similarities of the application and file separate copyright applications. This is
because open software and open source code not only reduce the cost of developing new
software and promote technological progress in the development of software products, but
also meet the document reading and learning needs of most industries, businesses, groups,
and even individuals in society. Authorities should create a protection system that takes
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into account the method, appropriate fines, and balance of benefits to successfully protect
software copyrights from infringement.

Third, there is patent protection: In establishing a framework for software patent pro-
tection, the two components of private software and public software should be considered.

National governments determine the validity and legality of the protection of software
patents and their use from a legal position [38]. Under current patent law, an innovation
patent must be practical, creative, and unique. The term “novelty” refers to the fact that the
software is not prior art and that there are no competing applications on the market [39].
However, the threats to patent regulation are growing, especially with the advent of
artificial intelligence (AI) [39]. We would like to briefly explain and state the consequences
of intellectual property and patent theft. Currently, central government agencies and offices
control intellectual property. When a rights holder wishes to exercise his rights, it is these
agencies that uphold his claims.

3.3. Limitations

The government or executive agency in the country where a rights holder wishes to
exercise his rights enforces intellectual property regulations. Consequently, the physical
boundaries of the system are the most important. The ease with which these rights are
violated is increasing daily. One of the rights most affected by the development of the
Internet and artificial intelligence is intellectual property [39]. However, certain more
current issues, such as the nexus of privacy issues and copyright issues (sometimes known
as “multi-party copyright disputes”), are rapidly evolving with cross-data. Although there
are numerous non-technical possibilities, databases are protected in much the same way as
strongly other forms of intellectual property are protected. Cross-data and the problem of
overlapping legal and security terms have expanded the problem of intellectual property
protection today. As shown in Figure 3, we therefore intend to provide a clear legal solution
for managing copyrights with cross-information assets via a user agreement.

Figure 3. Manage copyrights with cross-assets using terms of use agreements.

It is a challenge for an integration designer to ensure that all security standards are
met because today’s information resources, and especially software, are not capable of
enforcing or managing security policies and processes. Due to a mistake by the designer or
improperly instantiated software, third parties can gain entry to security resource control
and observation, leading to confidentiality and integrity issues [16]. Moreover, it is difficult
to observe the overlap of intellectual property rights raised during the process of negotiating
legal agreements (see Figure 3), where various security policy conflicts and intellectual
property rights issues may arise repeatedly.

In our opinion, the system of legal agreements is not adequate for managing intellec-
tual property. The need for a comprehensive technical solution is compelling. Nowadays,
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business structures are becoming more and more digital, which means that there are
fewer and fewer geographical and physical constraints associated with them. As a result,
blockchain is seen as a viable alternative for a “legal agreement system” [40–42].

4. Technical Solutions for Protecting Intellectual Property Rights

In today’s world, where cybercrime is on the rise and unauthorized users can easily
access priceless cultural media, preservation of multimedia is one of the most important
issues [43]. There are many researchers who apply watermarking algorithms to protect
their data from theft and to use or modify it without the owner’s permission [44]. In this
section, we explore technical solutions to intellectual property rights protection in two
different applications. First, we study fingerprinting algorithms to protect the privacy and
copyright of digital products from unauthorized distribution and to prevent attacks. Then,
we explain watermarked and non-watermarked copyright protection algorithms to solve
the application of copyright to multimedia data.

4.1. Fingerprinting Algorithms

The use of digital fingerprinting technology has proven to be a reliable way to protect
the privacy and copyright of digital products from unauthorized distribution and to prevent
adversarial attacks [45–47]. It is also used to track the user of multimedia content delivered
via the cloud and its unauthorized distribution. Any design of algorithm fingerprinting
used to generate these fingerprinting codes should consider the following properties:
robustness, discriminability, compactness, and unpredictability [45]. For fingerprinting
algorithms to work, an ensemble of feature vectors must be extracted from the source
content, and these feature vectors must then be compared to a database of known features
vectors associated with copyrighted content. A source pattern and a library pattern are
considered identical if there are enough matches between them. Most audio, image, and
video fingerprinting techniques either extract manually created features or train a neural
network to extract fingerprint features [48].

A digital signature is also defined as a digital fingerprint [49]. Digital signatures are
used to authenticate that a particular entity has submitted or approved a particular piece of
data. Digital fingerprints are used to verify the accuracy of the data provided. However, a
different signature is applied to each copy of the document. It provides the maximum level
of protection that a digital signature can provide and can be used to track down intruders.

Monga and Evans [50] developed a fingerprinting method that uses feature points
for photo identification and authenticity. The authors limited the removal or addition
of relatively large elements in their performance and robustness studies. Their decision
process is based on the idea that the altered image regions represent a mismatch of several
derived feature points. In studies such as (Li et al. [46]), robust fingerprints were created by
training networks on typical distortions such as adding an edge noise or rotating the video.
Such networks are resistant to predefined distortions, but they are no longer robust [48].

Due to the growing number of videos posted on social media and video platforms,
localization of video clips is crucial for practical applications such as detecting copyright
infringement in videos [51]. Lahouari [45] proposed a reliable and perception-based finger-
printing method that can be used for both authentication and identification of video data.
The resistance of the proposed fingerprint codes to content modification and geometric at-
tacks makes them useful for content identification, but their sensitivity to malicious attacks
makes them suitable for forgery detection and verification. A novel sequence normalization
idea based on the circular shift properties of the discrete cosine and sine transforms enables
this dual use (DCT and DST).

Jialuo et al. [47] presented a unique testing method that statistically compares two
deep learning models—a victim model and a suspect model—to protect copyright. To
assess whether a suspicious model is a replica of the victim model, a wide range of test
metrics and effective test case generation algorithms are used to build a chain of evidence.
The authors expect this to have several advantages, including that their proposed work
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is noninvasive because it works directly with the model and does not interfere with the
training process. Second, quick scans of the two models and a limited selection of test
cases make the procedure efficient. Finally, deep learning model copyright protection is
highly resistant to model extraction and adaptive attacks, i.e., it can easily incorporate
additional test metrics or test case generation methods to achieve a more secure and robust
judgment [47]. Through extensive testing on image classification and speech recognition
datasets with a range of model architectures, the authors demonstrate the effectiveness of
deep learning models for copyright protection in three common copyright infringement
cases, including model fine-tuning, pruning, and extraction [47].

To protect digital properties in relational databases for digital privacy management,
Fatima et al. [49] proposed a fingerprinting approach for the cloud environment. The new
fingerprinting method used in the proposed solution makes it reliable and effective. It
can solve problems, such as securely embedding data in the cloud, which is necessary for
relational database security. Fatima et al. [49] claimed that their approach can prevent
unauthorized distribution of intellectual content and copyright infringement.

4.2. Watermarking Algorithms

The process of embedding data into a multimedia element, such as a picture, audio, or
video file, is known as watermarking. For security reasons, this encoded data may later
be retrieved from or discovered in the multimedia. The embedding algorithm, extraction
algorithm, and detection method make up a watermarking algorithm.

Based on the scores of watermarking and non-watermarking algorithms, there are
several approaches, such as precision, recognition, peak signal-to-noise ratio (PSNR),
structural similarity index metric (SSIM), normalized cross-correlation (NC), correlation
coefficient (CC), and bit error rate (BER). PSNR, SSIM, and NC are used to estimate the
differences between the original image and the result after noise reduction or deformable
image. One of the applications of PSNR, SSIM, and NC is to calculate the similarity measure
between the original image and the watermarked image to understand the robustness of the
watermarking method to the invisibility of the watermark, and the unit is dB. To evaluate
the robustness of watermarking in audio applications, SNR [52] and ODG [53] are used.
SNR is a standard evaluation by measuring perceived transparency based on a statistical
standard introduced by IFPI to measure the similarity rate between main and watermarked
signals. ODG is a standard parameter measured by the EAQUAL [53] open source software.

Watermarks can be incorporated into a transform domain or a pixel domain. Embed-
ded watermarks in multimedia applications should be undetectable, reliable, and big.

Most recent works [54–59] applied copyright of multimedia data to the problem of
color image watermarking. Table 3 summarizes the important overview of copyright appli-
cations for multimedia data based on state-of-the-art techniques. Ref. [54] proposed a color
image watermarking algorithm that has high performance and can be applied in various
watermarking schemes based on discrete cosine transform (DCT) and discrete Hartley
transform (DHT). Unfortunately, the effectiveness of this method is low when the loss of
pixel values occurs after a zoom-out attack. Schur decomposition was first proposed by [55]
where it was applied to color image watermarks. The idea of this method is to develop
an algorithm for color image watermarking that has high robustness, large watermarking
capacity, and high security. However, the effectiveness of this method is low when the
image is attacked with salt-and-pepper noise. The multi-watermarking technology for
color images was presented by [56]. His method finds the optimal embedding region solu-
tions with several different embedding methods when applied to a color multi-watermark
using adaptive multiple embedding factors (AMEF), particle swarm optimization and
gray wolf optimizer (PSO-GWO), discrete wavelet transform (DWT), and singular value
decomposition (SVD). The weakness of this method is that the total size of all watermarks
should be smaller than the size of the selected regions in the image, making the method
unreliable for larger watermarks. One of the recent works, ref. [57] focused on simple
geometric attacks, such as cropping, shifting, rotating and distorting, which give good
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results compared to the state-of-the-art methods using fusion domain color watermarking
based on Haar transformation and image correction. However, the size of the input image
and the watermark image must still be the same. To integrate the color domain into the
RGB channel, the quaternion QR decomposition (QQRD) proposed by [58] is used to find
an effective way to apply the watermark. However, the resilience of the proposed method
is limited by Gaussian noise and scaling correction up to 50%.

Table 3. An overview of watermarking algorithms for copyright applications on multimedia data
based on state-of-the-art schemes.

Ref ID Applications Goals Approaches Evaluation
Metric Limitations

[54] Images

To design a color image
watermarking algorithm which
has high performance and can
be applied into different
watermarking schemes.

Discrete cosine transform (DCT)
and discrete hartley transform
(DHT)

PSNR, SSIM,
and NC

The effectiveness of
proposed method is low
when the loss of pixel
value after the
zoom-out attack.

[55] Images

To design a color image
watermarking algorithm which
has strong robustness, large
watermark capacity, and
high security.

Schur decomposition NC

The proposed system
has low accuracy on
salt-and-pepper
noise attack.

[56] Images

To find the optimal embedding
region solutions with multiple
different embedding in
application to a color
multi-watermarking.

Adaptive multiple embedding
factors (AMEF), particle swarm
optimization and gray wolf
optimizer (PSO-GWO), discrete
wavelet transform (DWT),
singular value decomposition
(SVD)

PSNR and CC

The total of the sizes of
all the watermarks
should be lower than
the size of the selected
regions in the image.

[57] Images
To focus on simple geometric
attacks: cropping, translation,
rotation and distortion.

A fusion-domain color
watermarking based on Haar
transform and image correction

PSNR, SSIM,
and NC

the size of both input
image and watermark
image still needs to be
the same.

[58] Images

To integrate RGB channels to
obtain the effective way for
watermark extraction for
increasing computing
performance.

quaternion QR decomposition
(QQRD)

PSNR, BER,
and NC

The resistance of
proposed method is
limited up to 50% by
Gaussian noise and
scaling correction.

[59] Audios
To create a compromise method
by following robustness,
transparency, and capacity.

Fuzzy inference system, singular
value decomposition (SVD), and
discrete cosine transform (DCT).

SNR and ODG

Proposed scheme is
weak againts
Addbrumm_2100
attack type.

In the application of audio watermarking, ref. [59] used the fuzzy inference system,
singular value decomposition (SVD), and discrete cosine transform (DCT) to create a
compromise method for robustness, transparency, and capacity. The results show that the
proposed method has a great advantage over other state-of-the-art methods.

4.3. Non-Watermarking Algorithms

Image correction and eigenvalue decomposition, reported by [60], uses color image
watermarking to design a color image watermarking algorithm that has strong resilience,
large capacity, and high security and can be applied to various geometric attacks. However,
the computational time is high because the proposed architecture is very complex. On the
other hand, ref. [61] uses precision and recall to evaluate the performance of its architecture
for solving code plagiarism copyright protection. Precision is computed by dividing
correctly classified positives by classified positives, while recall is computed by dividing
correctly classified positives by actual positives.

Some recent works [61,62] use code plagiarism detection and video and audio appli-
cations to solve various copyright applications. Ref. [61] used full nodes and lightweight
nodes to solve the problem of copyright confirmation and copyright protection in code
plagiarism applications. Video watermarking has a similar path to image watermarking
applications. Ref. [62] proposed a 2D DFT (two-dimensional discrete Fourier transform) to
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create a simplification algorithm by direct extraction without synchronization for simple
geometric attacks.

On the other hand, blockchain technology has been applied to exclude the attack from
DDOS and a key generation center. Some applications on blockchain, such as images,
music and videos, are presented on Table 4. Ref. [63] applied images, while [64,65] worked
on music and videos. To create the features of de-trusted third parties by combining the
fairness and process automation of smart contracts to make up for the shortcomings of the
zero-watermarking algorithm, ref. [63] used blockchain and zero-watermark to solve the
problem of data loss but relied more on the trusted third party than a traditional digital
watermark, which makes its prospects limited. Ref. [64] addressed the problem of illegal
distribution of copyright-protected music files without the consent of the owners, which
has negative consequences in the music industry, while [65] addressed poor robustness,
weak imperceptibility, and difficulty in traceability of the current protection schemes for
video copyright.

Table 4. An overview of non-watermarking and hybrid algorithms for copyright applications on
multimedia data.

Ref ID Applications Goals Approaches Evaluation
Metric Limitations

[61] Multimedia To solve the problem of copyright
confirmation and protection.

Full nodes and
lightweight nodes

Precision
and recall

Optimizing the process
during extracting eigenvalues
to decrease computation time.

[62] Videos

To create a simplification algorithm
by direct extraction without
performing synchronization for
simple geometric attacks.

2-D DFT
(two-dimensional
discrete Fourier
transform)

PSNR and
SSIM

The effectiveness of proposed
method is low against frame
dropping attacks.

[63] Images

To create the features of de-trusted
third parties with combining the
fairness and process automation of
smart contracts to make up for the
shortcomings of the
zero-watermarking algorithm.

Blockchain and
Zero-Watermark NC

Due to cost constraints, it is
almost impossible to make the
absolute credibility of the
third party in the digital
watermarking technology.

[64] Musics

To address the problem of illegal
distribution of copyright-protected
music files without the consent of the
owners, which has negative
consequences in the music industry.

A public-
permission-less
blockchain

File size vs
uploading
cost

Smart contracts cannot be
able to pull data from
off-chain resources; instead,
that data should be “pushed”
to the smart contract.

[65] Videos

To address poor robustness, weak
imperceptibility and difficulty in
traceability of the current protection
schemes for video copyright

blockchain with
two layers:
“on-chain” and
“off-chain”

NC and
Precision
ratio

The proposed system has low
accuracy on noise attack.

5. Discussion

To promote accountability and responsible data sharing for all stakeholders, a dif-
ferent technical framework based on fiduciary legal concepts is urgently needed. Our
investigation also found that data ownership and protection techniques are limited and
may not solve the problems with cross-data platforms and Big Data applications. As stated
in this paper, we do not believe that essential shared data should be protected as individual
intellectual property because there are no specific rights for cross-database platforms. Data
sharing becomes much more difficult under this type of ownership, especially when using
cross-data services [11].

Small R&D companies may not benefit sufficiently from existing patents and face
various obstacles to using or developing innovative technologies because of the issue of
intellectual property protection for inventions. In this context, the problem that it is difficult
for a R&D company to retain ownership of innovation was raised. The reason is that other
IT companies that have not invested as much in the development could duplicate the idea
and offer the new product at a lower price, putting the inventor out of business.
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The problem of appropriability can be solved with intellectual property rights that
grant companies a reasonable degree of exclusivity in the use of their innovation(s) [23].
This provides both an incentive to innovate and an opportunity to develop new prod-
ucts and processes. Ownership of intellectual property rights also gives companies the
ability to negotiate licensing agreements with other companies to bring new products to
market [66,67]. The ability to raise money from investors, especially business angels and
venture capitalists, can occasionally be critical. The major categories of intellectual property
rights are (1) patents and models, (2) trademarks, (3) databases, (4) valuable trade secrets
or nonpublic information, and (5) copyrights and related rights [11].

Consequently, the basic idea that justifies the protection of intellectual property can
promote innovation [68]. It is clear that intellectual property and innovation are closely
related. As information assets have become the foundation of the knowledge economy,
intellectual property has become increasingly important to companies worldwide [69].
Intellectual property rights have become a critical tool for gaining control over a company’s
information assets, leveraging creative R&D results, facilitating technology licensing, and
promoting improved or new products and services based on innovation and creativity in
cross-platform services.

We have entered a new era in the world of intellectual property, where a whole
new form of constantly emerging partnerships and products allows people around the
world to collaborate in an ecosystem. In general, we can see that there are two main
solutions to intellectual property rights. The first is with non-technical solutions, such
as legal agreements (terms of use, etc.), and the second is with technical solutions, such
as fingerprinting algorithms and cryptographic techniques. Each solution is tailored to a
specific intellectual property problem, and we can clearly see that there is no comprehensive
solution. A new solution based on both solutions is needed.

Blockchain can be revolutionary in terms of proof of ownership and various transac-
tions, as it does not require an intermediary and can store immutable data, including records
and proof of ownership. Centralized registration of intellectual property can be completely
eliminated thanks to blockchain technology. Blockchain-based copyright records can be
incredibly useful for protecting artwork such as images or music. By using this technology,
owners can instantly track their works and maximize their revenue. It is possible for certain
information and data containing trade secrets to be accessible, monitorable, and trackable.
The question is: What makes blockchain technology unique and suitable for intellectual
property protection? Instead of the traditional client–server approach, blockchain uses a
“peer-to-peer” model where there is no central authority. As a result, data in older blocks
cannot be changed, making the blockchain a pure record. Finally, the blockchain focuses on
a decentralized information and data ledger with a high level of security.

The idea of smart contracts is another exciting component of blockchain technology.
Technically, the smart contract is executed on the blockchain rather than through the usual
legal negotiations. You set guidelines for the norms and penalties of the agreement and
execute it automatically. Anyone can specify a particular function, and other computers are
virtualized in intellectual property. However, due to its various shortcomings, blockchain
technology may not be the optimal method for identifying and protecting digital intellectual
property. Comparing digital media is a challenging and individual task. Much more
investigation and creativity is needed to achieve intellectual property rights in cross-
data applications.

6. Conclusions

This paper focuses on intellectual property rights in Big Data applications and ad-
dresses copyright issues in cross-data platforms. We have explored the problem of intel-
lectual property in the context of cross-data platform services. The research in this paper
attempts to look at intellectual property rights from two different angles. In the first part
of the paper, we looked at the dimensions of the Big Data ecosystem, focusing mainly on
legal and compliance issues, using non-technical solutions such as legal agreements (terms
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of use, etc.). The second part deals with technical solutions, such as fingerprinting and
watermarking algorithms, that can be used to enforce intellectual property rights. Here,
each solution should be tailored to a specific intellectual property rights difficulty and
based on a concrete study case. However, the main problem is to provide a non-technical
security framework for dealing with intellectual property rights in Big Data, where data
rights intersect with various information assets.

There is no one-size-fits-all approach to managing intellectual property rights in Big
Data applications. For example, to enable equitable access to Big Data while ensuring
regulatory compliance, any security framework must be able to manage the intellectual
property rights of information assets and enforce those rights through technical processes.
A homogeneous solution based on both is required to enforce intellectual property rights
in cross-data applications. Finally, it is important to consider the elements of copyright
regulations to avoid conflicts with intellectual property rights in cross-data platforms.
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