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Abstract
Named Data Networking (NDN) is a new network architecture, which employs a new content-centric communication model to
replace the traditional host-centric communication model. In TCP/IP network, data packets are forwarded by routers according to
routing table established previously.While in NDN, routing nodes can dynamically make forwarding decisions based on network
status. By considering this forwarding feature, we proposed a novel adaptive forwarding strategy in Named Data Networking
(AFSndn) based on Q-learning to minimize the delivery time. AFSndn is divided into two phases—Exploration phase and
Exploitation phase. The Exploration phase aims to collect information, while the Exploitation phase aims to dynamically forward
interest packets. Simulation experiment results show that AFSndn has better performance compared to others famous algorithms.

Keywords Named data networking (NDN) . Forwarding strategy . Q-learning

1 Introduction

Named Data Networking (NDN) [1–3] has been proposed as a
newmetric in the field of future Internet architecture. Since the
architecture of NDN is different from that of traditional net-
works, the existing mechanisms or methods for traditional
networks cannot be applied to NDN directly. Therefore, new
methods should be studied for NDN, such as caching,
forwarding, routing and congestion control [4–7], where net-
work congestion is a major problem that needs to be solved.
When NDN congestion occurs, its throughput will be reduced
and the utilization of available resources will decrease. If
forwarding packets can automatically keep away from con-
gestion links, network congestions will be alleviated or even
avoided.

In NDN, the forwarding packets not only refer to
Forwarding Information Base (FIB) which is similar to IP
routing table, but also consider the current network environ-
ment and the available communication interfaces of nodes [8].
We call this forwarding mechanism “smart forwarding”,
which enables routing nodes to make the forwarding decision
in real time and dynamically. Meanwhile, the routing can ad-
just network load by controlling the size of their PIT [9–14].
And the routing will maintain a Pending Interest Table (PIT)
to hold all not yet satisfied interest packets that were sent
upstream towards potential data sources [15–17]. Through
the states of interest packets to be processed and the interac-
tion between interest packets and data packets, routing nodes
can detect network congestions and dynamically select appro-
priate forwarding paths. Therefore, designing an efficient
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forwarding mechanism to actively avoid congestion paths can
effectively alleviate the network congestion problem.

In this paper, we employ a transmission mode of one-
interest-one-data to deal with above problem, where the data
packets are returned in reverse direction along the forwarding
path of interest packets. Therefore, if the delay time from
sending an interest packet to receiving its data packet is
shortest, the corresponding forwarding path selected by inter-
est packet is perfect. If a node can choose a path with mini-
mum delay time when forwarding interest packets, so as to
alleviate or avoid network congestion. In consider of the
forwarding characteristics and delivery time of data packets,
we design an interest packet adaptive forwarding strategy in
NDN (AFSndn) based on Q-learning algorithm. The
Reinforcement Learning (RL) method was proposed by
Watkins in 1995 [18]. The basic idea of the method is that
agents interact with the environment autonomously. And then
continuously accumulate the behavior data of each step to
obtain the optimal action strategy. However, for standard
RL, the agent is blind to search. This algorithm will make
the target reward spread very slowly. Considering the draw-
back of slow learning in RL, AFSndn adds a heuristic knowl-
edge function to the standard Q-learning algorithm. The algo-
rithm uses prior knowledge as heuristic information to give
additional rewards for specific actions, so as to accelerate the
learning speed of agent in complex environment. The main
contributions are as follows:

(1) We proposed an adaptive forwarding strategy based on
Q-learning. This strategy introduces heuristic knowledge
into the standard Q-learning algorithm, so that the agent
can get rid of blind search to a certain extent to improve
efficiency. In the process of forwarding, each routing
node is regarded as an agent. It can automatically select
forwarding paths and avoid congestion links.

(2) We consider the process of forwarding interest packets as
two-stage decisions, i.e. Exploration stage and
Exploitation stage, where each routing node needs tomake
a reasonable forwarding decision to achieve the best effect.

(3) The AFSndn strategy is evaluated by comparing with the
MFC and RFA to verify its performance.

The rest of this paper is organized as follows. Section 2
gives a brief description of related work. Section 3 introduces
the proposed AFSndn. Section 4 evaluates our AFSndn by
simulations based on ndnSIM. Finally, the conclusion is pre-
sented in section 5.

2 Related work

In recent years, NDN has attracted wide attention of re-
searchers. There is also a preliminary study on congestion

control which is one of key technologies in NDN architecture.
How to deal with the network congestion has become a focus
in the field. This paper mainly studies the forwarding problem
in DND.

The forwarding strategy can dynamically select one or
more ports from the FIB for forwarding for each interest pack-
et, which can make nodes use the connectivity between nodes
efficiently. Carofiglio et al. [19] proposed a forwarding strat-
egy based on the number of pending interest, where each port
in the FIB entries records the corresponding value of pending
interest, and calculates its weight based on the value of pend-
ing interest. Udugama et al. [20] proposed an effective and
reliable real-timemultipath forwarding strategy, where routing
nodes simultaneously employ multiple ports to transmit inter-
est packets according to the delay of ports. Lei et al. [21]
proposed forwarding strategy based on probability entropy
by combining dynamic port information and static routing
information, where they employ entropy as a standard for port
ordering and selecting. Rossini et al. [22] design a forwarding
strategy considering the corresponding caching strategy be-
cause of the relationship of forwarding and caching. Li et al.
[23] proposed a new flow control algorithm to ensure fairness
for data packets and prevent network congestion. Qian et al.
[24] proposed a probabilistic adaptive forwarding strategy
based on ant colony algorithm, where they employ a statistical
model to calculate the timeout parameter of the retransmission
mechanism. Yi et al. [25] design an adaptive forwarding to
retrieve data via the best performing paths, detect any packet
delivery problems quickly and recover from them.

This paper introduces Q-learning into the forwarding pro-
cess of the network. Each routing node is regarded as an agent,
which improves the forwarding efficiency according to the
information collected by itself. The standard Q-learning meth-
od can get the optimization result after enough learning
rounds. However, the learning time for complex problems
often exceeds the limits of tolerance. Therefore, the heuristic
knowledge is injected into RL to improve the blind search
method of RL. Androw et al. [26] constructs the shaping func-
tion into the RL. And then the heuristic value is added to the
agent’s reward, which effectively improved the convergence
speed. Bianchi et al. [27] proposed a heuristic function based
on the mechanism of case-based reasoning. Before choosing
the action, they first compare the similarity between the cur-
rent status and the existing cases in the case base. And then
choose the action under the guidance of the strategy of similar
cases. Reinaldo et al. [28] design a class of algorithms called
transfer learning heuristically accelerated RL that employs
case-based reasoning as heuristics within a transfer learning
setting to accelerate RL. Ferreira et al. [29] makes use of the
concepts of modularization and acceleration by a heuristic
function applied in standard RL to simplify and speed up the
learning process of an agent that learns in a multi-agent multi-
objective environment.
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In this paper, we design an adaptive forwarding strategy,
which based on the perception characteristics of the routing
nodes. The whole forwarding process of the AFSndn is divid-
ed into two phases, namely Exploration phase and
Exploitation phase. First, we collect information in the
Exploration phase through a Q-learning with inspirational
knowledge. Then in the Exploitation phase, the interest pack-
ages are dynamically forwarded based on the information
gathered during the Exploration phase. Thereby alleviating
the congestion problem of the network.

3 Proposed method: AFSndn

3.1 Overview for AFSndn

We consider each routing node in NDN as an intelligent agent.
It not only has the ability to process information independent-
ly, but also can sense the state of the network..With the change
of time, routing nodes constantly perceive network states, and
improve their intelligence by learning. We consider the
routing process in NDN as a Markov decision process
(MDP). In MDP, each agent has a finite state set S and an
finite action set A. We introduced an evaluation function —
Q function whose Q value is the maximum discounted cumu-
lative reward when the process is beginning from state s with
the first action a, where Q value is Q(s, a), s ∈ S, a ∈ A. The
learning of Q function values is done by the iteration of the Q
value, where each iteration process updates a new Q value.
Therefore, intelligent agents need to constantly interact with
NDN to update all of the Q values. When all the values do not
change much for an iteration process, the Q value function is
considered to be convergent and the Q-learning is over.

Since the speed of standard Q-learning is rather slow, we
employ a Q-learning algorithm with heuristic knowledge
function H : S × A→ R to improve the learning speed of the
agent. Under the guidance of prior knowledge, blind search
can be turned into purposeful search. Assuming that there is
no prior knowledge in the early stages of agent learning, the
agent carries out perform a standard Q-learning process. In the
process of learning, a high-level knowledge table is gradually
established, so that the behavior choice of Q-learning has a
certain bias under the guidance of knowledge. Here, the heu-
ristic knowledge obtained in the initial stage is defined as the
heuristic function H(s, a). The heuristic function H(s, a) is
used to record the experience information about the interac-
tion between the action a and the environment model is re-
corded under the state s. When the high-level knowledge table
is roughly established, the Q-learning behavior of the lower
level is guided. After enough rounds of learning, heuristic
knowledge is gradually introduced to induce learning. The
whole interaction process is shown in Fig. 1. And the loop
process is shown in algorithm 1.

The Q function is stored and represented by a Lookup table
whose size is the number of the cartesian element of S × A.
The heuristic functionH(s, a) is defined in the sameway as the
Q function, whereH(s, a) represents theH value of action A in
state S. We apply the heuristic functionH(s, a) to action selec-
tion shown as

π stð Þ ¼ argmax
at

Q st; atð Þ þ δHt st; atð Þ½ �: ð1Þ

When performing selected actions, we observe the next
state and receive the immediate enhancement signal. The up-
dated formula of Q value is shown as
Qtþ1 s; að Þ← 1−anð ÞQt s; að Þ

þ an rt þ γmax
a0

Qt s
0
; a

0
� �

−Qt s; að Þ
� �

; ð2Þ

an ¼ 1

1þ kn s; að Þ ; ð3Þ

where, s and a are the states and actions updated in the n-th
cycle, kn(s, a) is the total number that state s and action a are
visited in this n cycles (including the n-th cycle).

H s
0
; a

� �
¼ ∑H s; að Þ ð4Þ

The goal of AFSndn is to reasonably select the next hop
node to minimize delay. Therefore, we think this process as an
optimization problem at each node i as

minimize
ai

Di aið Þ ¼ Dv
i aið Þ þ Zd

v ; ð5Þ

where,Di(ai) indicates the delay from node i to destination for
interest packets, ai is the forwarding strategy adopted by node
i, Dv

i aið Þ is the delay from node i to its neighbor node v, Zd
v

represents the shortest delay from node v to destination d.
We assume that an interest packet is forwarded to the pro-

vider d passing through intermediate nodes i and v, where v is
the next hop of node i. According to (2), we can get the update
formula of Q value as

Qtþ1
i ← 1−ω tð Þð ÞQt

i þ ω tð Þ Dv
i þminDd

v

� �
; ð6Þ

where,ω(t) is learning rate,Dv
i is the delay from node i to node

v, minDd
v is the shortest delay from node v to destination d.

From (6), we know that the calculation of the Q value of
node i needs to obtain the corresponding information from the

surrounding environment, that is Dv
i and minDd

v . We consider
that the process of forwarding interest packets is composed of
several interrelated decision stages. Every routing node needs
to make reasonable forwarding decisions, so that the whole
process can achieve the optimal results. In addition, we refer
to the evolutionary algorithm [30] to divide the forward strat-
egy into two phases, Exploration phase and Exploitation
phase.
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3.2 Exploration phase—The information collection
phase

Exploration phase aims to collect information. We calculate
the Q value of the prefix-port pair <prefix, interface> based on
the information carried by packets.

When a node needs to forward an interest packet, it first
employs the longest prefix matching query FIB to obtain the

list of candidate ports. And then the interest packet is
forwarded through all candidate ports.We also need tomodify
the structure of FIB to support routing forwarding. Here, we
add a new “Q-value” field to FIB, which is shown in Fig. 2.
Meanwhile, we also need to modify the structure of the cor-
responding data packet as shown in Fig. 3. Firstly, we add a
new field “minimumQ value” to record the minimumQ value
corresponding to the prefix for packets. TheminimumQ value
is calculated by upstream nodes. Secondly, we add a new field
“departure time” to record the time of the packet leaving the
upstream node. This new field is used to calculate the trans-
mission time from the upstream node to the downstream node.
The calculation formula of Q value is shown in formula (7).

T ¼ Tnow−Tdeparture; ð7Þ

where, Tdeparture is the departure time, Tnow is the time to reach
the downstream node.

prefix

slate time

...

port

Q-value
new attribute

Fig. 2 Modified FIB table

status s

reward r

action a

Q-value

perceive

action

network 

environment 

network 

adjustment 

perceive performance

heuristic 

knowledge

Fig. 1 Q-learning and network
environment interaction process
model
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When a routing node receives data packets at a port, it
calculates the Q value of the corresponding data stream at
the port according to the information carried by data packets.
And then it records the Q value to FIB. After N1 interest
packets are sent, the Exploration phase ends and then goes
into the Exploitation phase.

3.3 Exploitation phase—The forwarding phase
for interest packets

Exploration phase aims to forward interest packets. When a
node forwards an interest packet, it will only select the optimal
port to forward. We employ a probability approach to select
the forwarding port, which may not be the port with the
smallest Q value.

The calculation method of forwarding probability is shown
in formula (8).

Pf
j ¼

kQ
f
j

∑
v
kQ

f
v
; ð8Þ

where, Pf
j is the probability to forward interest packets with

prefix f through port j, Qf
j is the Q value of data packets with

prefix f through port j, k is a constant and k > 0.When the node
receives a data packet, it calculates the Q value according to
the information carried by the packet. The calculation of Q
value is same as the Exploration phase.

When the condition of the formula (9) is satisfied, the
Exploitation phase terminates and then the Exploitation phase
restarts. Formula (9) is shown as

jQf
j −Q

f 0
j j

Qf
j

> θ; ð9Þ

where, Qf
j is the minimum Q value, which is calculated in the

Exploration phase, f is the prefix and j is the port. Qf
j is ob-

tained through constant calculation of updates in the
Exploitation phase. The process of Exploitation phase is de-
scribed as Algorithm3.

Fig. 4 Convergence of standard Q-learning algorithm and improved Q-
learning algorithm

Fig. 5 Convergence of Q-learning algorithm with different number of
agents

name

metaInfo

centent

signature

departure time

minimum Q-vilue
new attributes

Fig. 3 Modified data packet structure
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4 Simulation and analysis

We implemented the NDN protocol stack of NS-3 network
simulator (http://www.nsnam.org/) by using the open source
ndnsim [31] software packages, and evaluated the
performance of the proposed AFSndn through simulation
results. The ndnSIM simulation environment reproduces a
basic structure of NDN nodes (i.e., CS, PIT, FIB, policy
layer, etc.). The proposed enhancement learning method is
implemented by MATLAB software. We employ C++
project which uses the MATLAB compiler to deploy
algorithms. And then the C++ program is integrated with the
ndnSIM environment to adjust in a simulated environment. In
order to compare the difference between standard Q-learning
and improved Q-learning. In each round of learning, we set
the maximum number of search steps for agent to 700 steps. If
the target point is not found after 700 steps, the search for this
round is considered to have failed. Among them, Episodes
refers to the learning period required by the agent from the
initial state to the target state. Steps refers to the sum of the
steps required by the agent from the initial state to the target
state.

Figure 4 shows the convergence between standard Q-
learning algorithm and improved Q-learning algorithm. The
standard Q-learning algorithm achieves convergence at the
43rd cycle, while the Q-learning algorithm with heuristic
knowledge achieves convergence at the 13th cycle. It can be
seen from this that the Q-learning algorithm with heuristic
knowledge can quickly converge to the optimal state and
shorten the learning time of agents. Moreover, the Q-
learning algorithm injected with heuristic knowledge expands
the application space of RL and can be applied in more com-
plex environments.

The goal of Q-learning is to trade off Exploration
(untrained) and Exploitation (trained). We set a reward value
to assess agents. In the process from an initial state to a target
state, if an agent reaches to the target state, we give the agent a
reward with value +100; if the agent encounters a congested
link, we give the agent a reward with value −10. Agents are

evaluated by the average of obtained reward values for a pe-
riod of time. Figure 5 shows the convergence of Q-learning
algorithm with different number of agents, N = 1, N = 2 and
N = 6. It can be seen from Fig. 5 that the number of agents has
certain influence on the convergence speed of Q-learning al-
gorithm. For example, the Q-learning algorithm reaches to
convergence at the 12th cycle with N = 1, while the algorithm
reaches to convergence at the 9th cycle with N = 2 and at the
5th cycle with N = 6, respectively. The main reason is that the
Q-learning algorithm makes agents have higher learning abil-
ity. With the increase of the number of agents, the more shared
knowledge is obtained among agents, which makes agents
reach to the target state faster.

Our experiments focus on evaluating the ability of AFSndn
to stabilize network conditions and adapt multiple paths.
Therefore, we employ a representative network topology
shown in Fig. 6. And then compare average delay and packet
loss rate of AFSndn with those of MFC [23] and RFA [19] .

Figure 7 shows average delays of AFSndn by increasing
link failure rate in comparison with MFC and RFA. Form
Fig. 7, average delays of three algorithms increase with dete-
riorating of link congestion. The average delay of MFC algo-
rithm is 32% and 27% higher than that of AFSndn algorithm
and RFA algorithm, respectively. The main reason is that

Fig. 7 Average delay by increasing link failure rate

Fig. 8 Average delay by increasing request rate

R1 R2 R3

R4 R5 R6

R7 R8 R9

interest 

packets

data 

packets

Fig. 6 Evaluation topology
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MFC algorithm does not control the rate of the forwarding
interest packages. It leads to the excessive number of returned
packets. At this point, the routing nodewill discard the packets
that cannot be processed, which increases the latency of the
data request.

Figure 8 shows the average delays of AFSndn by increas-
ing request rate in comparison with MFC and RFA, where the
overall congestion level is set to 35%. Form Fig. 8, the aver-
age delay of MFC is the largest, while those of RFA and
AFSndn are rather small.

Figures 9 and 10 show the losses of packets by increasing
congestion rate and request rate, respectively. The losses of
packets of MFC, RFA and AFSndn will increase with increas-
ing both link congestion and users’ requests. Furthermore, the
loss of packets of MFC is the largest, while losses of packets
of RFA and AFSndn are rather less. The main reason is that
MFC will rigidly increase network load with increasing users’
requests, and then aggravate network congestion. The RFA
algorithm can select the best link, which is used to forward
interest packets if network congestion occurs. If the optimum
link encounters congestion, the data packets passing by this
link will be discarded. AFSndn can dynamically avoid
congested links based on network status collected to reduce
the losses of packets.

5 Conclusion

According to the forwarding characteristics of interest packets
in NDN, we proposed an adaptive forwarding strategy based
on Q-learning with heuristic knowledge. This strategy regards
each routing node as an agent, which establishes and main-
tains a forwarding table, and selects forwarding objects ac-
cording to the table. Each routing node needs to make reason-
able forwarding decisions, so that the whole process can
achieve an optimal result. Finally, experiments show that the
AFSndn can avoid the problematic path actively, reduce the
round-trip delay of data requests and alleviate (or avoid) net-
work congestion. The simulation results show that AFSndn
has high transmission efficiency and better stability.
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