
An effective network attack detection method based on kernel PCA and LSTM-
RNN

 

Fanzhi Meng, Yunsheng Fu, Fang Lou, Zhiwen Chen 
Institute of Computer Application,  

China Academy of Engineer Physics,  
Mianyang, China 
mengfz@caep.cn 

 
 

Abstract—Intrusion Detection System (IDS) is built to detect 
both known and unknown malicious attacks. Several machine 
learning algorithms are used widely in IDS such as neural 
network, SVM, KNN etc. However, these algorithms have still 
some limitations such as high false positive and false alarm rate. 
To overcome above challenge, we propose a novel effective 
attack detection method based on kernel principal component 
analysis (PCA) and long short-term memory recurrent neural 
network (LSTM-RNN). To achieve high accurate detection 
rate, data preprocessing, feature extraction, attack detection is 
seamlessly integrated into an end-to-end detection method. To 
assess the method, the well-known NSL-KDD dataset has been 
used. The results of experimental show that the proposed 
attack detection strategy greatly outperforms several attack 
detection strategy that use SVM, neural network or Bayesian 
methods. 

Keywords-Network security; Attack detection; PCA; LSTM-
RNN; Deep learning 

I.  INTRODUCTION 
The aim of network attack detection is to distinguish the 

hostile activities from the network traffic. To synchronize 
with new or variant attack, the detection must be 
accomplished in a smart and effective way. Traditional 
attack detection method attempts to model all kind of attack 
or anomaly, which detects the attack based on the known 
knowledge. As new attack appears over time, modeling all 
kinds of attack is difficult to achieve. To overcome this 
challenge, many researchers have devoted their efforts to  
build the attack or anomaly model with machine learning. 
Although there are many researches to solve the attack 
detection problem with machine learning, the detection 
accuracy rate is not high. In network intrusion detection, 
there are many factors that can affect the result of machine 
learning algorithms. One is feature redundancy and non-
linear relationships.  

Principal component analysis (PCA) is a method that can 
transform a number of correlated variables into principal 
components which consist of a number of uncorrelated 
variables. The main goal of PCA is to reduce dimensionality 
of the initial variables, while maintaining as much as 
possible the variance present in the obtained variables. Deep 
learning is suitable to model complex non-linear 
relationships by abstracting multiple levels of data 

representations to form different levels of abstraction. The 
network consists of many layers which is a cascade of many 
non-linear processing units. And the processing units are 
responsible for feature extraction and transformation, .  

Motivated by the excellent performance of long short 
term memory recurrent neural network (LSTM-RNN) in 
natural language processing and speech recognition in recent 
years, we propose an network attack detection method based 
on kernel PCA and LSTM-RNN, which consists of data 
preprocessing, feature extraction and attack detection. We 
use the NSL-KDD dataset to train the model and to evaluate 
the performance. Through multiple groups of experiments, 
an optimal hyper-parameter for kernel PCA and LSTM-RNN 
is found, and the false alarm rate and detection rate 
are obviously improved. 

The organization of the rest paper is organized as follows. 
Section 2 introduces the relevant research work. Section 3 
describes the theoretical knowledge of kernel PCA and 
LSTM-RNN, and the architectures of detection method is 
also presented in this section. Section 4 illustrates the 
training parameters setting and experimental results. Last, we 
conclude this paper in Section 5 

II. RELATED WORK 
The attack detection problem is a typical classification 

problem, machine learning techniques can effectively solve 
the classification problem. Therefore, many researchers have 
focused their efforts on machine learning techniques to solve 
the problem of network attack detection, and make a lot of 
achievements. Here we only review the researches which are 
about machine learning for Intrusion Detection System. 

To create an IDS, Shum et al. [1] applied the feed 
forward neural network to construct the classifier, and used 
the back propagation algorithm to train the network. To 
detect SQL-based attacks, the Jordan recurrent neural 
network was applied in the attack detection method proposed 
by Skaruz et al. [2]. For sensor networks, a lightweight, 
hybrid intrusion detection system was proposed by Maleh 
et.al [3].  To reduce energy consumption, the authors 
designed their intrusion detection system with cluster-based 
architecture, and detected malicious behaviors by anomaly 
detection. The anomaly detection method was based on a set 
of signature rules for determination of deterministic anomaly 
and support vector machine (SVM) algorithm for  
determination of other anomaly. 
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Different from the above one-level classification model, 
some 2-level classification model have also been introduced 
into the attack detection method. One typical example of 2-
level classification model was the use of  naive bayes and 
binary supervised filtering as the base and the second level 
classifiers [4]. Similar to the work above, some study 
combined balanced nested dichotomies and random forest 
for the first and the second level [5]. As expected, a the 
higher detection rate and a lower false alarm rate were 
achieved by the enhanced design. Another 2-level 
implementation using PCA as the first level and SVM as the 
second [6]. The PCA was used for feature set reduction, and 
full 41 dimension feature was reduced to 23 dimension. After 
feature reduction, the SVM  was used for final classification. 
Compared with the method only adopt SVM, the method 
combined feature reduction with SVM can achieve a higher 
detection accuracy in some attack classes. PCA can 
implement only a linear dimensionality reduction. When 
there are more complicated nonlinear relationships in the 
data set, the linear subspace can not represent the original 
data well. As a solution of above deficiency, a non-linear 
kernel method was  introduced by kernel PCA [7] . 

With the enhancement of computing power, deep 
learning is used in the field of network attack detection to  
obtain better accuracy of detection. Kim et.al proposed  an 
attack detection method with the long term memory (LSTM) 
network and trained the LSTM network with KDD Cup 1999 
dataset [8]. The contribution of the paper [9] was to found 
the most suitable optimizer among six optimizes for LSTM 
recurrent neural network model applied in IDS. Roy et.al [10] 
studied the classification capability of deep neural network 
for different types of network attacks. To prediction the 
behavior of user in Tor networks, Ishitaki et.al applied the 
deep recurrent neural networks for user behavior prediction 
[11]. Dong et.al discussed different methods which were 
used to classify network traffic, and used different methods 
on open data set and did experiment with these methods to 
find out a best way to intrusion detection [12]. Tand et.al 
constructed a deep neural network (DNN) for SDN network 
to detect the network attack, and  a good network was 
obtained though training the network with only six basic 
features taken from NSL-KDD Dataset [13]. Kang et.al built 
a DNN structure to improve the security for in-vehicular 
network, and the DNN was trained with probability-based 
feature vectors [14].  

III. PRELIMINARIES AND DETECTION METHOD 

A. Kernel PCA 
PCA is a method that can transform a number of 

correlated variables into principal components which consist 
of a number of uncorrelated variables. The main goal of PCA 
is to reduce dimensionality of the initial variables, while 
maintaining as much as possible the variance present in the 
obtained variables. Kernel PCA expends PCA by 
generalizing PCA to nonlinear dimensionality reduction. 

Suppose there is a input set of m vectors v1,v2,…,vm each 
vector contains n features. Kernel PCA transforms the 
training set into a higher-dimensional feature space by a 

nonlinear mapping function. The formal description of 
relations of the mapping function f and the feature space S is 
as follows: 
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covariance matrix C with nonnegative eigenvalues . The  
nonnegative eigenvalues  should satisfy the following 
equation. 
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Every eigenvector v of C can be easy expanded by  a 

linearly expression, the linearly expanded can be described 
as follow. 
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To calculated the quotiety i , We define a kernel matrix 
K with size m m whose elements are calculated by 
following equation. 

( (v )) (v ) (v ) (v ) k(v , v )T
ij i i i j i jK f f f f     (5) 

Where k(v , v ) (v ), (v )i j i jf f  is the inner 
product of two vectors in space S.  

We substitute  the kernel matrix K with  the Gram matrix 
K’ when the the projected dataset f(vi) does not have zero 
mean. The Gram matrix K’ is defined as follow. 

'K K MK KM MKM  (6) 
Where M is a m m matrix whose all elements are 1/m. 

To solve the eigenvalue issue in Eq. (3), above equation can 
be reformulated as follow. 

'K m  (7) 
Where the vectors are the orthonormal eigenvectors of 

K corresponding to the p largest positive eigenvalues 

1 2 ... p . So we can express the orthonormal 
eigenvectors vi of C as follow. 

1 ( )i i i
i

v f v  (8) 

The mapping function for a new vector sample vnew to the 
feature space is f(vnew), and then the projection of vnew onto 
eigenvectors vi can be expressed as: 

1 2( , ,..., ) (v )T
p newt v v v f  (9) 

The ith transformed feature ti of kernel PCA can be 
calculated by 
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It is important to note that we can construct the kernel 
matrix directly from the training dataset. Researchers have 
proposed a variety of kernel functions, and the Gaussian 
kernel is the most commonly used kernel function. In this 
study, we choose the Gaussian kernel as the kernel function, 
which  can be expressed as follow: 

2

2( )
2(x, y) e

x y

sigmak  (11) 

B. LSTM-RNN 
1) Recurrent Neural Network 
Recurrent neural network (RNN) is an extension of a 

convention feed forward neural network, which is widely 
used in natural language processing. Different from feed 
forward neural networks, RNN is powerful for modeling 
sequences by having cyclic connections. We use 
X=(x1,x2,…,xT) to represent the input vector sequence. The 
hidden vector sequence H=(h1,h2,…,hT)  and output vector 
sequence Y=(y1,y2,…,yT)  are calculated with t belongs to 
[1,T] as follows: 

t 1h ( )xh t hh t hW x W h b  (12) 

t hy t yy W h b  (13) 
where W and b is the weight matrix and bias term, xt is 

the input vector at time t, ht-1 is the state at time t-1,  is a 
nonlinearity activation function.  

2) Long Short-Term Memory 
When the time series is long enough, RNN become 

powerless. Long short-term memory (LSTM) is well suited 
to classify the time series because it employ the LSTM cell 
to learn the historical experience. Fig. 1 reveals the structure 
of a single LSTM cell, and the expressions to calculate the 
values of cell state and three gates are given as follows. 

Figure 1. Long Short-Term Memory Cell.

In LSTM, the information flow is controlled by three 
gates (f, i, o). Firstly, the input gate and the cell state at time t 
are given as follows: 

t 1 1( )xi t hi t ci t ii W x W h W c b  (14) 

t 1 1tanh( )t t c xc t c t cc f c i W x W h b  (15) 

The forget gate decides whether the previous memory 
ht 1 is passed, it can be calculated as follow:  

t 1 1( )xf t hf t cf t ff W x W h W c b  (16) 
The output gate decides whether the output of memory 

cell is passed. The calculation process of ht can be described 
as follows. 

t 1( )xo t ho t co t oo W x W h W c b  (17) 

t tanh( )t th o c  (18) 
In above equations: 
a)  is the function of logistic sigmoid 
b) xt is the input vector at time t. 
c) Wci, Wcf  and Wco are weight matrices. 
d) i and c are input gate and cell state respectively. 
e) f and o are  forget gate and output gate respectively. 

C. Architecture of Attack Detection Method 
The architecture of the proposed attack detection method 

is shown in Fig. 2, which is mainly composed of three parts:  
data preprocessing, feature extraction and attack detection. 
Data preprocessing is a combination of processing steps to 
provide high-quality data, include data sampling and data 
cleansing. Feature extraction is used to extract the different 
type of data feature as vectors. To reduce the amount of 
initial feature, feature extraction is also used to transform the 
set of correlated features into the set of uncorrelated features 
to reduce dimensionality of the initial features meanwhile 
maintaining the variance present in these features as much as 
possible. In training phase, attack detection is used to 
generate classifier based on LSTM-RNN, which preserve 
attack feature of input vectors and classify the attack from 
normal data. After training, the classifier is used to detect the 
attack.  

Network traffic
database

Data preprocessing
(data sampling, data cleansing)

Training
dataset

Testing
dataset

Feature extraction
(Characteristic statistics,PCA)

Training feature
vector

Testing feature
vector

Attack detection
(LSTM RNN)

Training feature
principal component

Training feature
principal component

Classifier Attack Normal

Figure 2. Overview of the effective attack detection method. 
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IV. EXPERIMENTS 
In order to assess the effectiveness of our method, we 

implemented our method in Tensorflow (v1.2) environment. 
To compare the performance of our method with other attack 
detection method, we select popular attack detection methods 
as comparison object (e.g., Bayesian, SVM, KNN, RBNN, 
PNN and GRNN). In the following, we describe the data 
used, hyper-parameters tuned, and present our results and 
analysis. 

A. Datasets  
We use NSL-KDD dataset to train and test our attack 

detection method. The dataset is a benchmark dataset for 
network intrusion detection, which evolved form the KDD 
Cup 99 dataset. There are more than 125 thousand training 
traffic samples and 22 thousand test traffic samples in NSL-
KDD dataset. For training, NSL KDD collected the raw 
tcpdump format network traffic for seven weeks, and for 
testing it collected the network traffic for the following two 
weeks. To make the attack detection task realistic, some new 
attacks appear in the collection phase of testing data. 
According to the characteristic, we classify all attacks into 
four main categories: DOS, U2R, R2L and Probe. The 
details information of the category are shown in Table I. 

TABLE I. TRAFFIC RECORDS IN NSL-KDD.

TRAFFIC TRAINING 
ATTACK 
TRAFFIC 

TEST 
ATTACK 
TRAFFIC 

TR. TE.

Normal normal normal 67343 9711
Att. DoS  neptune, 

smurf, back, 
pod, teardrop, 
land 

neptune, pod, 
apache2, smurf, 
back, ailbomb,   
processtable, 
teardrop,  
udpstorm, land,   
worm 

45927 7458

U2R  loadmodule, 
buffer-
overflow, 
rootkit, perl 

loadmodule, 
sqlattack, 
buffer-
overflow, 
xterm, rootkit, 
ps, perl,   

52 67 

R2L  imap, spy, 
guess-
passwd, 
fpt-write,  
multihop, phf, 
warezmaster, 
warezclient 

imap, fpt-write,  
spy, snmpguess, 
guess-passwd, 
phf, multihop, 
warezmaster,  
snmpgetattack, 
httptunnel,  
xlock, sendmail, 
xsnoop,   named 

995 2887

Probe  portsweep, 
nmap, satan, 
ipsweep 

portsweep,  
saint, ipsweep,  
satan, mscan,  
nmap, 

11656 2421

B. Model Tuning 
We tune our model for obtaining the excellent attack 

classifier. For the kernel PCA, we tune the number of 
principal components (between 3 and 20).  For the RNN, we 
tune the number of hidden layers (between 1 and 5) and the 
hidden layer dimension (between 20 and 200), and fix the 

batch size between 256 and 2048 samples and the learning 
rate to 0.01. We also tune the number of time steps to back 
propagate over (between 3 and 20). The tanh is used for the 
hidden activation function and are trained using the NADAM 
variant of gradient descent. We initialize the weights of 
LSTM-RNN using random number in a normal distribution.  

C. Experimental Results 
In the experiments, the selected evaluation metrics of 

attack detection method are true positive rate (TPR), false 
positive rate (FPR), precision and accuracy. The TPR refers 
a ratio of the attack instances correctly detected by the 
proposed method to all attack instances.  The FPR refers to a 
ratio of misclassified normal instances to all normal 
instances. The precision refers a ratio of the attack instances 
correctly detected to all attack instances detected. The 
accuracy refers a ratio of the instances correctly classified to 
all all instances. The performance of method grows better 
with the FPR decreases and TPR increases. According to the 
confusion matrix, the expressions of the metrics are as 
follows: 

/ ( )TPR TP TP FN  (18) 
/ ( )FPR FP TN FP   (19) 

Pr / ( )ecision TP TP FP  (20) 
( ) / ( )Accuracy TP TN TP FN FP TN        (21) 

Where TP and TN are true positive and true negative 
respectively, FP and FN are false positive and false negative 
respectively. 

To confirm the optimal quantity of principal components 
(PC), We first perform kernel PCA on training set to obtain 
the PC. The quantity of PC determines the dimension of high 
level features. After kernel PCA, We mapping the feature 
space of testing set to the high level feature space spanned by 
these principal components. The target of the 
experimentation is to search the optimal PC which contribute 
significantly in increasing TPR. Fig 2 reveals that, when the 
number of PC is nearby 10, the method can get a highest 
detection rate. 

Figure 3. DR (%) vs. PC 

For training the LSTM-RNNs, we set the hyper-
parameters according to the result above. For testing phase, 
the input data for the proposed method is the same as 
described in datasets section. And we compare the TPR, FPR, 
Precision and Accuracy of the compared method [15] with 
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the proposed method. The comparison results for all methods 
are reveled in Table II.  

TABLE II. RESULTS OF ALL COMPETITIVE METHOD

METHOD TPR FPR  Precision Accuracy 
GRNN 59.12 12.46 87.08 87.54 
FNN 96.33 3.34 92.47 96.66 
RBNN 69.83 6.95 69.56 93.05 
KNN 45.74 46.49 72.35 90.74 
SVM 87.65 6.12 84.08 90.4 
Bayesian 77.6 17.57 63.87. 88.46 
Proposed 99.46 4.86 98.12 98.85 

V. CONCLUSIONS 
In the study, an effective network attack detection 

strategy based on kernel PCA and LSTM-RNN is presented, 
which consists of data preprocessing, feature extraction and 
attack detection. To maintain the variance present in the 
original features while reducing as much as possible the 
dimensionality of the feature variables, kernel PCA is 
introduced. To preserve attack feature of input traffic data, 
LSTM-RNN is introduced to generate classifiers, which is 
used to classify the attack from normal traffic. The results of 
experimental exhibition that the proposed effective attack 
detection strategy achieves higher performance than previous 
strategies. 
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