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A B S T R A C T

Hadoop Distributed File System (HDFS) is one of the widely used distributed file systems in big data analysis for
frameworks such as Hadoop. HDFS allows one to manage large volumes of data using low-cost commodity
hardware. However, vulnerabilities in HDFS can be exploited for nefarious activities. This reinforces the
importance of ensuring robust security to facilitate file sharing in Hadoop as well as having a trusted mechanism
to check the authenticity of shared files. This is the focus of this paper, where we aim to improve the security of
HDFS using a blockchain-enabled approach (hereafter referred to as BlockHDFS). Specifically, the proposed
BlockHDFS uses the enterprise-level Hyperledger Fabric platform to capitalize on files' metadata for building
trusted data security and traceability in HDFS.

1. Introduction

Hadoop distributed file system (HDFS) [1,2], one of the most widely
used file systems in organizations that deal with big data applications, is
mainly used for batch processing of data. It is known for its high
throughput data accessibility with low latency. There are several alter-
natives to HDFS, such as Ceph [3], GPFS [4], and Hydra [5]. Unlike other
file systems, HDFS was developed by the Apache Software Foundation
with the specific aims to store large datasets in a distributed manner to
address hardware failures and to perform Map Reduce [6] operations for
data analytics. MapReduce is a pre-built framework in HDFS. The users
can use one or more files in MapReduce to map and reduce (sort) the data
inside files to obtain the desired output. Java code snippets are, however,
required to be written to perform MapReduce operations. MapReduce
considers a file in the input directory, and the desired output can be made
to write in an output directory. What makes HDFS so popular today is,
perhaps, its architecture. HDFS is similar to UNIX file system architec-
ture, but the data is distributed among several hard disks and can be run
on commodity hardware, making it cheaper to use and maintain. Apache
Hadoop is an open-source framework that runs on top of HDFS.

Being a distributed file system, Apache Hadoop is effective. Right

from the beginning, the motivation of Hadoop has been to build a high-
throughput systemwith fail-safe features. There are two ways to upload a
file into HDFS, namely: through the command line and using APIs. Both
ways can be accessed using SSH if there is a need for a remote connection,
and the command line and API have multiple commands for different file
operations. HDFS supports creating, appending, opening, deleting,
renaming, status, and listing functions. Once a file is uploaded into HDFS,
various ecosystem frameworks (e.g., Spark [7], Hive [8], HBase [9]) can
be used to perform the required data analytics. These ecosystem appli-
cations generally use the Hadoop Main API to perform data operations
from and to the HDFS.

Inspired by the unique security-by-design and tamper-resistant
characteristics of blockchain technology in contemporary application
domains [10–14], we propose a new approach, called BlockHDFS, that
incorporates blockchain functions into the HDFS by capitalizing on file
metadata stored in tamper-proof blocks. In our work, we use Hyperledger
Fabric [15] to get the data from HDFS and store them inside Hyperledger
as an asset. Hyperledger Fabric is a permissioned blockchain with a
distributed ledger that supports smart contracts [16]. Only authenticated
users are able to see the data inside Hyperledger, unlike other public
blockchains such as Ethereum, Bitcoin, or Monero. Using Hyperledger
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Fabric also requires less computation power to run, as everything resides
on a private business network suited for organizations and enterprise
needs. Consequently, this eliminates the necessity of blockchain mining.

Storing metadata of the files into the blockchain can be implemented
on almost every filesystem as every file system needs to maintain meta-
data. HDFS uses CRC32 or CRC32C, a 32-bit Cyclic Redundancy Check
based on the Castagnoli polynomial algorithm to generate the hash of the
files. However, when the same hash is accessed through Hadoops API, the
MD5 version of hash is produced, which is MD5-of-MD5-of-CRC32C. This
hash can be used to check if there is a change in the file after it is stored in
HDFS. To the best of our knowledge, our work is one of the first attempts
in the research community to integrate blockchain into HDFS for better
data security and trusted traceability. Overall, our results indicate posi-
tive impacts on the security and traceability of files in HDFS, which
makes the proposed approach promising and noteworthy.

The rest of this paper is structured as follows. Section 2 introduces the
reader to the required background and provides an overview of the
related approaches. In Section 3, the threat model is presented. Section 4
presents the proposed BlockHDFS. Section 5 discusses the experimental
study and the results. Finally, Section 6 gives the concluding remarks.

2. Background and related work

2.1. Hadoop Distributed File System (HDFS)

HDFS [2], a distributed file system for parallel big data processing,
uses the master-slave architecture to schedule the tasks and manage the
data transfer among different computing nodes. In HDFS, the master
node is called NameNode and the slave node is called DataNode. Multiple
NameNodes can be used to maintain high availability using an
active-passive relationship. NameNodes are responsible for performing
block operations, and they store metadata related to the file system, such
as where each chunk of a file is located. HDFS has been widely used by
distributed data processing frameworks such as Map Reduce [6] to
perform efficient big data analytics jobs. A MapReduce job consists of
Map tasks that perform the same map operation on different data chunks
in parallel and reduce tasks that use shuffling and reducing functions to
generate desired outputs. Different MapReduce jobs can share the same
cluster of machines and are coordinated by a job tracker.

HDFS can be implemented on commodity hardware with decent
computing power. HDFS maintains replicas of a file in the form of blocks.
The blocks are present in different DataNodes in order to recover files in
case of a crash of a DataNode, which makes HDFS highly fault-tolerant.
The read and write operations performed on HDFS are collaboratively
managed by both NameNodes and DataNodes. In addition, NameNodes
maintain logs of all the operations and store them inside an image file at
checkpoints. A checkpoint is a time where all the logs are combined into a
file called fsImage. When a NameNode is turned back on after being
switched off, all the information about the blocks is loaded from the
fsImage file.

2.2. Hyperledger Fabric

Hyperledger Fabric [15] is an open-source and openly governed
collaborative effort to advance cross-industry blockchain technologies
for business and the Linux Foundation hosts it. Hyperledger Fabric is a
blockchain framework implementation and one of the Hyperledger
projects intended as a foundation for developing applications/solutions
with a modular architecture suited for enterprise-level solutions. The
main components of Hyperledger Fabric are briefly described below.

2.2.1. Distributed ledger
The Fabric ledger has two parts: State Data and Transaction Logs. The

ledger is the sequenced, tamper-resistant records of all state transitions.
State transitions are the result of chain code invocations (“transactions”)
submitted by participating parties. Each transaction results in a set of

asset key-value pairs that are committed to the ledger as creates, updates,
or deletes. Each transaction has a unique ID, its time-stamp, and contains
signatures of every endorsing peer, and is submitted to the ordering
service.

The ledger is comprised of a blockchain to store the immutable,
sequenced records in blocks, as well as a state database to maintain the
current Fabric state. There is one ledger per channel. Each peer maintains
a copy of the ledger for each channel in which they are a member.

2.2.2. Nodes
The concept of ‘node’ is common in all blockchain technologies. In a

public blockchain like Ethereum [17], anyone can participate as a node
by downloading the node client software. A node becomes the commu-
nication endpoint in the blockchain network. Peer-to-peer protocols are
used to keep the distributed ledger in sync across different nodes in the
network. In a permissioned blockchain, such as Hyperledger Fabric,
nodes need a valid certificate to be able to communicate to the network,
where the participant's identity is not the same as the node's identity.

2.2.3. Channel
Members can participate in multiple Hyperledger blockchain net-

works. Transaction in each network is isolated and this is made possible
by way of what is referred to as the channels. Channel is a data parti-
tioning mechanism to control transaction visibility only to stakeholders.
Non-registered members on the network are not allowed to access the
channel and will not see transactions on the channel.

2.3. Related work

There are several works [18–20] that discuss the integration of
distributed big data platforms and blockchain in literature. The main
intention of HDFS is to accelerate big data processing. Therefore, very
few security features were embedded in HDFS at its early stage. Later on,
Kerberos Authentication Protocol [21] was created to improve HDFS
authentication. For example, HDFS started to support ACL (Access Con-
trol List) for file authorizations. It also supports auditing for system se-
curity [22], which, however, lacks a format to make such auditing easy to
read or be unified. Some ecosystems running on HDFS, such as Apache
NiFi [23], support system auditing more productively, but there is no
direct way to get hold of the audit logs in a standard format. Coming to
the main security feature in HDFS, which is Encryption, most of the data
sent between the HDFS and its clients is done through RPC (Remote
Procedure Call), which is encrypted using SASL (Simple Authentication
and Security Layer) RPC. There are two types of data encryptions in HDFS
which are data-at-rest and data-in-transit. Data-in-transit refers to the
data being transmitted from the clients to HDFS, and it can be encrypted
using RPC, as mentioned above. However, data-at-rest, which refers to
the data stored in HDFS, is still at high risk. There have been very few
approaches to secure data at rest. Project Rhino [24], for example, is
designed to help encrypt the data-at-rest, but this technique requires
tweaking the components of HDFS such as configuration files, adding
new properties, and changing ports as it is installed system-wide.
Orthogonal to the approach proposed by Rhino [24], our solution tar-
gets providing an immutable set of logs transparently. This approach
does not require any change to the user application code. While such
immutable logs can serve as a trusted source of information to help users
investigate what has gone wrong when the data in HDFS is compromised.

3. Threat model

Many hackers have targeted HDFS mainly because of the values of the
data it holds. The data in HDFS is mostly organizational data that con-
tains much information, such as sales, employees, and analytical market
data. Fig. 1 shows our proposed threat model in HDFS. The dotted line in
this figure represents Trust Boundary. On the left of the dotted line is the
users, who connect to the HDFS, which are on the right side of the dotted
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line, via the API component. Examples of such API components can be
WebHDFS [25], or HttpFS [26], which are responsible for all the data
retrieval and modifications. Thanks to approaches such as SASL RPC,
data being uploaded to HDFS is hard to be altered before it reaches HDFS.

Concretely speaking, Hadoop uses open ports to project the API to the
Internet or a network. Every open port has its own purpose. For example,
open port 23 is used for telnet services. Hackers can exploit such open
ports to perform vulnerability scans, which eventually enables them to
access the data in the DataNodes illegally. However, for data on HDFS, a
hacker can exploit the API and modify the data inside the DataNodes. In
most cases, the attacker performs the footprinting, using software such as
NMap [27] and Zen Map [28], to get the IP address of the target network
and then carries out port scanning to find information such as the
operating systems, the running services, or system architecture of the
machines on this network. Since an open port with a process running in
the background will always listen for input from other processes in the
network, hackers will find these processes and exploit them. For instance,
WebHDFS uses a default port of 50070 for NameNode, and organizations
use this port by default. A malicious user who gains access to such a port
can easily modify the data inside the DataNode, and all it takes is the
name of the user who is using the HDFS.

To tackle such attacks, our solution takes the advantage of blockchain
to create an immutable set of logs for HDFS, which can serve as a trusted
source of information for an effective investigation when something has
gone wrong in HDFS. Even though our solution cannot completely stop a
hacker from attacking the HDFS data via an open port, it provides a way
to log the data modifications in a permanent and tamper-proof way,
which helps to guide the investigators to identify the hackers.

4. BlockHDFS

In this section, we introduce our proposed solution named
BlockHDFS, which enhances the security of HDFS in a user transparent
way by storing metadata of files from HDFS in a blockchain.

4.1. Architecture of BlockHDFS

Fig. 2 presents the proposed architecture of BlockHDFS, which con-
sists of three components: an HDFS cluster including the NameNodes and
DataNodes, a permissioned blockchain network such as Hyperledger
Fabric, and a NodeJS Client which acts as a bridge connecting the HDFS
cluster and the blockchain network.

BlockHDFS is designed in a user transparent way, thus it shares many
features and operations with traditional HDFS. For instance, a user up-
loads a file to BlockHDFS by using either the API or command line, and
the file transfer is secured using DEK encryption [29] when data is at rest.
The file residing in the DataNode is then replicated into a number of
other DataNodes based on the preset replication factor. In our design,
Hyperledger Fabric [30] is used to store file metadata, which includes but
is not limited to the hash value, access time, and modification time of a
file into the blockchain, while HDFS still manages the files themselves. In
addition, a NodeJS client periodically extracts the file metadata from
HDFS using the WebHDFS REST API and then stores them in the ledger of

Hyperledger Fabric. The user can always query the Hyperledger Fabric to
understand what has happened to a given file, as all the related infor-
mation is stored on the blockchain ledger, which provides an immutable
and trusted traceability.

It is worth noting that the client in Hyperledger Fabric is only used to
store the file data, also known as metadata including access time,
modification time, and hash value—note, the current architecture allows
adding multiple metadata beyond those listed here. The files themselves
are still managed by HDFS itself. The file metadata is provided by the
WebHDFS REST API. The client in between is responsible for getting
these three values from the REST API and storing them in Hyperledger
Fabric. The user can always make a query to the Hyperledger Fabric to
read changes that happened to a given file as all the information is stored
in the form of secured transactions on the blockchain, improving security
and traceability.

In BlockHDFS, the blockchain is responsible for storing the metadata
of the files. Overheads incurred by storing the HDFS file metadata into
the blockchain are from two aspects. First, the WebHDFS REST API needs
to read the metadata, such as the hash value, of a file from HDFS.
Retrieving file metadata from HDFS can introduce some latency. How-
ever, as will be shown in the experiments, such latency is not significant.
Second, it takes additional operations to store the metadata into the
blockchain. However, since metadata size is usually small, such overhead
will neither introduce high latency for HDFS operations nor require a
large amount of storage on the blockchain. Hyperledger client compo-
nent is used to communicate between Hyperledger Fabric network and
enable the interaction with the ledger. When a file is added to the file
system, the client will get the filename using LIST A DIRECTORY oper-
ation and retrieve metadata, such as the hash value, access time, and
modification time of a file, from HDFS using WebHDFS API. Then the
JSON data is added to Hyperledger using the NodeJS client. The NodeJS
client will notify users in case of failing to write the metadata into the
blockchain.

Following, we describe the main components of BlockHDFS and its
functions in reaching our security goals.

4.1.1. User
In BlockHDFS, a user is considered an administrator or one of the

employees of an organization who has already been given privileges and
access to the HDFS. A user can add, modify, and delete the data inside
HDFS based on ACL rules. For example, using the WebHDFS API, a user
can add a file to HDFS as follows:

curl -i -X PUT "http://<HOST>:

<PORT>/webhdfs/v1/<PATH>? op¼CREATE"

To add, modify, or delete a file, a user will not be aware of the exis-
tence of the Hyperledger Fabric. All the file operations are performed
using Hadoop's API only. The user will not directly interact with the
Hyperledger unless she/he wants to check the information on the
blockchain.

4.1.2. WebHDFS REST API
This REST API can be used to perform file operations and find in-

formation about the files in HDFS. If the security is turned off on a local
server by disabling the Kerberos or by turning Safe Mode off, the REST
API operations can be performed by anyone on the network without
authentication. If the security is turned on, then the authentication is
taken care of by Kerberos [21]. Authentication using SSH [31] is needed
to access Hadoop API if the NodeJS client is hosted on a remote server
instead of the local Hadoop server.

4.1.3. File checksum
HDFS uses the CRC32 hashing algorithm [32], while the checksum

produced by WebHDFS REST API is the MD5 of CRC32. When a user
uploads a file to HDFS, she/he should check the authenticity of the file by
validating if the checksum in HDFS matches the checksum on her/his
local machine. Even though the file upload is secured by encryption inFig. 1. Data flow diagram of threat model.
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RPC [33], it is usually beneficial to verify if the file is uploaded correctly
without any errors. Therefore, such validation is included in BlockHDFS,
which gets the checksum of a file using REST API by using the below
command:

curl -i -X PUT "http://<HOST>:

<PORT>/webhdfs/v1/<PATH>? op¼GETFILECHECKSUM"

4.1.4. NodeJS client
The NodeJS Client is an application that is used to obtain the file-

related metadata, such as checksum, access time, and modification
time of a file, from HDFS. This application also sends the data received
from HDFS to the Hyperledger Fabric. In practice, this application can be
written in any language which supports REST API operations, while we
used NodeJS. If this NodeJS client runs on a remote server, authentica-
tion is needed to access the WebHDFS REST API server.

4.1.5. Hyperledger Fabric blockchain
Hyperledger Fabric is a permissioned blockchain suitable for enter-

prise applications, which requires user authentication. In BlockHDFS,
only users of HDFS will be given access to Hyperledger Fabric, which
reduces the risk of exposing the blockchain ledger to unauthorized users.
HDFS file metadata sent by NodeJS clients, such as file name, hash value,
access time, and modification time of a file, is stored in the blockchain
ledger in the form of assets. The ledger can be used as an immutable and
trusted source of logs by the user if she/he suspects something has gone
wrong with the file, which provides an easy way to trace what has
happened to a file over time.

4.2. Implementation of BlockHDFS

The client application in between the HDFS and the Hyperledger
Fabric is implemented in NodeJS. We use the Hadoop WebHDFS REST
API client library for NodeJS to support asynchronous functions,
improving the code's performance and responsiveness by enabling par-
allel processing. We are using a client library called webhdfs-npm, which
supports various file system functions. Here in the code, we can use
asynchronous functions to execute the WebHDFS API functions faster
without waiting for other functions. When a file is uploaded to the HDFS,
the NodeJS client checks if a new file has been uploaded to the HDFS
using WebHDFS REST API by executing the LISTDIRECTORY operation.
If there is a new file, then the NodeJS client retrieves the hash value of
this file using GETFILECHECKSUM as well as the access time and
modification time of this file using GETFILESTATUS. All such data is
parsed from a JSON format. The NodeJS client then writes these values
into the Hyperledger Fabric as an asset.

Hyperledger Fabric v1.1 and Hadoop v3.1.2 are used in the prototype.
A script was developed to automate all the tasks needed to get the
BlockHDFS up and running. As an example of how BlockHDFS works,
three files of different sizes are uploaded onto HDFS. The MD5 hash
values of these files are generated by WebHDFS and are written into the
Hyperledger Fabric using a REST API. The NodeJS client is responsible
for sending the GET call to WebHDFS and PUT response to the Hyper-
ledger Fabric. Fig. 3 shows what the JSON data from WebHDFS is like,
where the directory structure along with file names and other data can be
seen. Such data can be received by sending the LISTDIRECTORY API call
to the WebHDFS.

Fig. 4 shows the checksum JSON data from one of the folders inside
HDFS. This piece of data comes from WebHDFS as well.

As mentioned earlier, the metadata of a file is sent to the Hyperledger
Fabric as an asset with the help of the NodeJS client. An example of such
data stored in the blockchain is shown in Fig. 5. If there is a change to this
file, a new asset will be added along with the date and time by the NodeJS
client. Such assets on the blockchain can be used as an immutable and
trusted log by the user to track the history information of a file. In our
design, the NodeJS client checks the file changes periodically using a
feature called CRON JOBS [34] in Linux. Fig. 5 shows the data in the
blockchain ledger in JSON format. The asset Id field contains both hash
value and modification time of a file, while the value field contains the
filename (Note that the actual length of the hash value was trimmed to
make it fit into the figure).

5. Evaluation

This section presents the evaluation results of BlockHDFS in terms of
its performance and security capabilities.

5.1. Experimental setup

We carried out the experiments on a single machine with an Ubuntu
Operating System running on Oracle VirtualBox. The setup was of Single
Node type where there were one NameNode and one DataNode. The
specifications of the hardware used are Intel i9-9980HK CPU@4.8Ghz,
16 GB of RAM, and 350 GB of SSD. The services running during the ex-
periments include Hadoop (i.e., HDFS with MapReduce), Docker,
Docker-Compose, NodeJS, and Hyperledger Fabric. The Hadoop was
installed in a standalone version, whereas the Hyperledger Fabric was
installed using Docker. For the blockchain setup, we used Hyperledger
Fabric. Specifically, we first created a business network with orderers and
peers set to 1 as an experimental setup. With more data or with a need for
more peers, they can be easily added based on requirements. This is a

Fig. 2. BlockHDFS architecture model. HDFS: Hadoop Distributed File System.
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private network where only authenticated users can manage the data on
the blockchain. The NodeJS client acts as a mediator to get data from
WebHDFS and send it to the Fabric Ledger. As for Hadoop, the WebHDFS
REST API is a global client, which means the JSON data is the same
irrespective of the number of NameNodes and DataNodes. We used
different file sizes ranging from 1MB to 100 GB of different types, such as
.txt, .csv and .dat files.

5.2. Performance

To compare the performance difference between the HDFS (i.e., the
baseline scenario) and BlockHDFS, we first ran the Wordcount program
using MapReduce with input data of 5.5 GB when no blockchain-related
services are running. Then, we ran the same MapReduce program in
BlockHDFS, where additional services such as Docker, Hyperledger
Fabric are running along with Hadoop. The results from this evaluation
are shown in Fig. 6. It can be observed that BlockHDFS brings little
performance overhead to the Wordcount job in terms of execution time.
We also measured the memory utilization during the experiment, which
shows that running Wordcount in HDFS consumed 5.46 GB, while that in
BlockHDFS consumed 6.16 GB, which is an acceptable trade-off for
security.

We measured how the NodeJS client performs when BlockHDFS is
under different loads. We uploaded 6 files to the BlockHDFS, the size of
which ranges from 1 MB to 100 GB. The execution time being measured
here includes the total time taken by the NodeJS client to obtain file
metadata from WebHDFS and send it to the Hyperledger Fabric's client.
The performance of the NodeJS client is compared with and without
running the Wordcount job in the BlockHDFS, and the results are pre-
sented in Fig. 7.

In the above figure, the without load case means that no MapReduce
job is running on the BlockHDFS and the with load case has the Word-
count job running. Compared with the without load case, the WebHDFS
took a lot more time to generate the hash value in the with load case,
especially for larger files, i.e., the 100 GB file. This is because for the
mapping process, more disk usage is needed to read the input data file,
and at the same time, WebHDFS is trying to read the 100 GB file from
BlockHDFS, which imposes much pressure on the disk and thus increases
the read time of the file.

In BlockHDFS, the NodeJS client periodically extracts file metadata

Fig. 3. WebHDFS JSON data.

Fig. 4. WebHDFS checksum data.

Fig. 5. File data in blockchain. Fig. 6. Execution time of Wordcount in HDFS (Hadoop Distributed File System)
and BlockHDFS.
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fromHDFS.We were interested in understanding how the NodeJS client's
running frequency can affect the performance of the jobs running in the
same cluster. Therefore, in this set of experiments, we measured the
execution time of Wordcount when the NodeJS client runs every 1 s, 3 s,
and 5 s, respectively. Fig. 8 gives the results of the MapReduce execution
times for theWordcount program for each frequency. As can be seen from
the figure, the execution time of a Map task under 1 s frequency is higher
than the other two cases. This is because when NodeJS runs under 1 s
frequency, the WebHDFS tries to read the filesystem more frequently
than when the NodeJS runs under 3 s frequency and 5 s frequency. But
the reduced task time increased gradually as we increased the execution
frequency. This is because, as mentioned before, the client only executes
again when the current execution is completely finished. Therefore, even
though the frequency is set to 1 s, which is trying to read the filesystem
more, it is not occupying the RAMmore because WebHDFS is taking time
to read the filesystem and vice versa.

While experimenting, we found that setting the execution frequency
to 1 s did not yield better results as the NodeJS client imposed more disk
usage. Each execution of NodeJS client takes around 3 s and executing

the NodeJS client after 1 s is not feasible. Therefore, using an execution
frequency of more than 5 s between executions is reasonable.

5.3. Security implications

BlockHDFS is created to make HDFS more secure by logging the
relevant metadata into the blockchain. Accessing HDFS by API is a
normal practice, but it can be hacked in many ways, such as Reverse
Engineering [35], Man-in-the-middle attack [36], User Spoofing [37],
and Session Replays [38]. One concrete attack is DemonBot which gives
access to Remote Code Execution (RCE) in HDFS. Let us assume that a
hacker has gained access to an HDFS cluster andmodified the files in it. In
order to investigate what has happened to the files in HDFS, currently,
the administrator can only get file metadata such as access time and
modification time in terms of the most recent activity or the last change
to the file, but not in terms of a trusted, complete log. This would not be
enough or feasible to monitor in case of rapid file changes in a span of
time. Furthermore, suchmetadata is also located in the HDFS, whichmay
have already been compromised, thus making it completely unreliable.
To overcome these problems, our solution offers a transparent, reliable,
and low-cost approach to capturing the historical information of the
HDFS files and recording them in the blockchain. As the data on the
blockchain is immutable, these changes are recorded permanently in a
non-repudiation manner, providing an excellent chain of custody. The
HDFS administrator can check these changes by going to the NodeJS
client. Any change to the files inside a specified folder can be recorded to
the blockchain. In this way, BlockHDFS provides a convenient and
trusted way to log the file changes, which makes the investigation job
easier when an administrator wants to check the file authenticity.

If we consider the attack scenario of the Hadoop file system in our
proposed approach, BlockHDFS, the attacker intrusion details are logged
in detail on the blockchain ledger. This serves as a traceback to recover
the file system before the attack and unauthorized changes. Moreover, as
the ledger is impossible to alter, the attacker would be unable to make
any changes to cover up the traces of the attack. The admin of the
BlockHDFS can access the log trace, roll back the changes, and design
recovery strategies according to the attack's impact.

5.4. Current limitations

Although the BlockHDFS has a generic and highly scalable architec-
ture, its current implementation has some limitations. First, it is possible
to create folders and sub-folders inside HDFS to store files. The depth of
the LISTDIRECTORY is only 1 in HDFS, which means only the files pre-
sent inside the top level of a folder are read by the WebHDFS client. All
the files inside sub-folders are therefore ignored. This is because there is
no recursive way to list filenames inside the sub-folders of a folder.
Without the filename, the current implementation of BlockHDFS cannot
pass a request to the REST API to calculate the hash and other required
parameters. Second, the current NodeJs client, which is responsible for
getting the data from WebHDFS and sending it to the Hyperledger fabric
ledger, is set to execute periodically for a set amount of time. Then, the
Hyperledger creates a new asset when there is a change in data of file
values such as modification time, hash, and access time. In the live
production version, the NodeJs client should be made to work in real-
time instead of executing it periodically by integrating it directly into
Hadoop, which is a part of our future work.

6. Conclusions and future work

Integrating blockchain with distributed file systems such as HDFS can
potentially improve security and traceability. In the context of this paper,
the original design of Hadoop is more optimized for file processing
instead of security-by-design. Hence, in this paper, we proposed a new
approach to introduce blockchain (and more specifically, Hyperledger)
to enhance the security of the HDFS ecosystem. In the current

Fig. 7. NodeJS Client execution time with and without Wordcount running in
BlockHDFS (Hadoop Distributed File System).

Fig. 8. Execution time of Wordcount in BlockHDFS (Hadoop Distributed File
System) with different NodeJS client execution frequencies.
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implementation, we have only added minimal metadata to the block-
chain, but with BlockHDFS, one can easily add more features suited to
their application needs. For future work, BlockHDFS can be extended to
work in real-time with the file system and track all data between
NameNode and DataNodes of the HDFS in the secure ledger with mul-
tiple nodes.
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