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Abstract: Despite the rapid expansion in the insurance industry, many issues remain unresolved and
may require immediate action. As the insurance sector continues to evolve with the development
of new technologies, it faces more challenges, especially related to data security and fraud. The
fraud-prevention data and tactics presently used by insurance firms are outdated and ineffective.
Additionally, insurance firms have traditionally handled the settlement of all consumer claims through
lengthy manual processes. These manual processes need to be changed to provide opportunities for
insurance businesses to grow. In the case of vehicles, the information obtained from an automobile
data recorder can be used as evidence. Data from automated vehicles are critical because they can
help the police, law enforcement agencies, and insurance companies to reconstruct the events leading
up to a collision. Insurance companies require the forensic analysis of accident videos, which is
a time-consuming process and involves a large amount of storage. Due to hardware limitations and
associated costs, the current standalone (and often dedicated) computing infrastructures used for this
purpose are quite limited. Previous research focused on simple video analysis tasks within cloud
computing and blockchain technology. The requirements for a large-scale auto-insurance system are
quite high and need more thorough investigation. In this paper, a review of the contribution of recent
approaches to storing accidental data in cloud computing using blockchain is provided. We focused
on the latest cloud and blockchain studies related to auto-insurance along with the related issues
and challenges. Some useful solutions and recommendations are provided to address the identified
issues and challenges in the cloud-based and blockchain-based auto-insurance sector.

Keywords: blockchain; cloud computing; auto-insurance; insurance fraud; smart contracts

1. Introduction and Background

The insurance industry has grown rapidly in the last decade. Due to its rapid growth
and the developing economy, it is a common target for fraud. According to Thomson
Reuters [1], insurance fraud costs approximately USD 40 billion annually. Different types
of vehicle insurance frauds (scams) have been uncovered by The Federal Bureau of Investi-
gation in the United States, including staged accidents, false claims by policyholders, and
falsified records for claims [2–6]. Various mechanisms and frameworks have been adopted
to cope with these scams. In this regard, a number of tamper-proof models have been
created to enhance the overall architectural security for better data management, improved
communication within the network, greater credibility in data sharing among peers, and
decentralized payment models for the automotive industry.
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In the case of an incident, the insurance claimant has to proceed through various steps.
In the past, insurance inspectors had to visit the event/accident site to obtain evidence.
As a result, they had to spend a lot of time gathering and analyzing data before sharing
their reports and supporting documentation with the relevant authorities. However, due
to advances in technology, insurance policyholders have dashboard cameras that record
incidents when they occur and send videos to insurers for immediate action. As these videos
come in a variety of formats, some have copyright issues, which make storage and playback
difficult. Moreover, there is the risk of information leakage during video transfer. These
videos should be accessible to insurance inspectors and other authorized staff members
for review and analysis. Insurance firms, however, find it difficult to save, retrieve, and
analyze these videos. Due to the increased competition in the market, insurers are under
pressure to process claims faster and maintain accuracy to avoid fraud. Therefore, insurance
companies are turning to video-based forensics to overcome the serious challenges posed
by modernizing corporate operations and reducing costs.

These challenges are faced by various organizations in addition to insurance com-
panies. These organizations benefit from cloud computing. Cloud computing provides
services over the Internet, including servers, data storage, databases, networking, software,
analytics, and intelligence. This enables faster innovation, adaptable resources, and cost
saving. Scaling up or down in the cloud allows for lower operational costs and better infras-
tructure management. To access the computing power, storage, and databases, one can use
technological services from a cloud provider as needed, instead of purchasing, running, and
maintaining physical data centers. Although cloud computing provides services using the
Software as a Service, Platform as a Service, and Infrastructure as a Service models, cloud
data security depends on third parties. Blockchain guarantees data protection and integrity
without involving third parties. Companies are now exploring how to prevent fraud in
various sectors using blockchain technology [7]. Blockchain [8–10] is similar to a linked-list
data structure, where each block in a blockchain contains immutable data and is linked to
its predecessor through a verified reference. Every block has a distinct header and body.
The header contains the block version, previous block hash, time stamp, nonce, and Merkle
tree root hash. The body portion contains the transaction counter and transactions. Each
transaction contains an ID, sending address, fee, receiver address, and other pertinent data.
Every blockchain node has access to all completed transactions. Blockchain is not easy to
tamper with because each block contains a hash value of the previous blocks. Blockchain
is more transparent than centralized third-party transactions, as transactions cannot be
deleted once they have been added to the blockchain [11]. This infrastructure supports
data security and prevents tampering attempts.

Rapid advances in technology are making it easier to store and process digital data
in the form of text, audio, or video. These collective data affect every aspect of our lives.
Due to the importance of these data, the aspects of security and authenticity require more
attention. These digital data are stored on local systems or the cloud, which are vulnerable
to attacks and can easily be tampered with. Various technologies and frameworks have
been designed to enhance data security and authenticity. Blockchain is one of the leading
technologies. Emerging technologies based on the cloud and blockchain have a significant
impact on our daily life routines, especially in the auto-insurance sector. To assess the
advantages and disadvantages of the technology itself, it is important to understand the
problems and opportunities in the field. In this regard, different advanced cloud computing
and blockchain auto-insurance models have been proposed. The purpose of this study
was to review and survey the state-of-art existing cloud- and blockchain-based insurance
systems. Several researchers and practitioners have published state-of-art analyses related
to the different factors that have a direct impact on insurance stakeholders (policyholders
and service providers), such as those found in [12–15], and blockchain- and cloud-based
insurance frameworks and techniques have been discussed in [16–28].

The authors of [12] studied the different data-mining techniques used for fraud detec-
tion in auto- and medical insurance. In addition to fraud identification, knowledge related
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to insurance is also important because customers often struggle to obtain enough benefits or
receive inappropriate insurance due to a lack of literacy. From this perspective, Hongbing,
in [13], provided an analysis of the existing research to develop consumers’ insurance
literacy. In this study, the author highlighted the connection between insurance education,
literacy, and the behaviors of different stakeholders. These stakeholders’ behavior and
customer knowledge help the customers to make decisions regarding the continuity or
discontinuity of the insurance policy. Wang, in [14], examined 60,000 vehicle insurance
policies using machine learning techniques and determined the factors that had a direct
impact on the clients’ decision-making processes related to the continuity of the insurance.
Regardless of insurance literacy, Arumugam and Bhargavi, in [15], drew attention to the
driver’s behavior. Driving behavior has a direct impact on the increase in traffic accidents.
The survey in [15] explored many strategies to reduce the likelihood of traffic accidents, as
well as the emotions, behavior, and activities of aggressive drivers.

In addition to the previously mentioned factors, the survey article by Gao et al. [16]
emphasized the significance of telematics, which maintains data in the cloud and employs
convolutional neural networks to classify drivers. Another review article [17] highlighted
the vital role of cloud computing in terms of productivity, finance, business, on-demand
infrastructure, and database applications. Although cloud computing has many significant
impacts on different sectors, there are still security concerns regarding the use of cloud
computing [18]. These security concerns can be tackled by implementing blockchain.
Brophy [19] emphasized the use of blockchain for insurance-related transactions. The
study presented in [20] identified subprocesses of insurance that could be enhanced using
blockchain. In another systematic literature review [21], the authors investigated how
the rapidly evolving blockchain technology will greatly impact multiple stakeholders in
financial services. Chen et al. [22] investigated the challenges and gaps in blockchain-based
smart contract applications. Although blockchain is a potential solution to cloud security
challenges, blockchain also has security concerns, as highlighted by [23]. The combined use
of blockchain and cloud computing can deal with many challenges; Xie et al. [25] focused
on how blockchain can be used for cloud exchanges. Moreover, Artificial intelligence (AI)
could play a significant role in the insurance sector. Eling et al. [26] proposed that AI could
significantly improve and change the risky environment of the insurance industry. The
research study presented in [27] demonstrated the widespread and successful use of data-
mining- and artificial intelligence (AI)-based techniques for the detection of auto-insurance
fraud. Gupta et al., in [28], used deep learning models to classify denial-of-service (DoS)
attacks for security purposes.

The surveys presented in [12–28] highlighted various possible research directions that
could help to enhance the insurance sector.

1. Unfortunately, insurance fraud, which has a detrimental effect on the functioning
of the insurance sector and causes losses of millions of dollars every year, was not
a research focus.

2. This state-of-art review article addressed cloud- or blockchain-based auto-insurance
solutions. To the best of our knowledge, no review article has discussed the use of
cloud- or blockchain-based auto-insurance systems to avoid fraud.

3. The authors of [12–28] discussed different problems according to the scope of each
article. However, the issues and challenges related to existing blockchain and cloud
computing insurance systems were not addressed.

This study’s primary contributions are as follows:

1. Our survey investigates state-of-the-art auto-insurance solutions that are based on
either the cloud or blockchain.

2. We explore and review the pertinent literature, highlighting important characteristics
and challenges for currently available forms of cloud- and blockchain-based auto-
insurance. In this way, our work offers a comprehensive analysis of the existing
research. Based on this, we conducted a gap analysis that identified research gaps to
provide academics and practitioners with potential research directions.
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3. The survey exposes various issues related to auto-insurance and offers suggestions
on how to address these, as well as suggesting areas for future research.

The rest of this paper is structured as follows. The literature review in Section 2 shows
how our study differs from earlier reviews and surveys. Section 3 summarizes the research
on cloud-based and blockchain-based auto-insurance, highlighting both the advantages
and drawbacks. Section 4 lists the major issues and challenges in auto-insurance solutions.
Section 5 presents suggestions for cloud- and blockchain-based vehicle insurance based on
the major concerns and challenges that were identified. Section 6 offers future directions and
recommendations for further learning and research into handling the identified challenges.
Finally, Section 7 concludes the paper. The overall discussion presented in the paper is
divided into three categories for convenience, as shown in Figure 1.

Auto 

Insurance

Blockchain Cloud Hybrid

Figure 1. Categories of selected surveys and review papers.

2. Literature Review

Blockchain and cloud computing technologies appear to be successful in a variety of
fields. In this section, we briefly present prior reviews and surveys related to auto-insurance,
cloud computing, and blockchain technology, in addition to AI and ML techniques that
have been applied in the insurance sector and some other fields.

2.1. Reviews and Surveys of Insurance Systems

The risks and challenges related to the insurance sector have been discussed in the
literature, along with their solutions and frameworks. Many reviews and surveys have
summarized these challenges while considering different factors. Sithic and Balasubrama-
nian [12] summarized several approaches to financial fraud detection in the auto-insurance
and medical domains. They studied the impact of different data-mining techniques on
numerous types of fraud that can occur in these sectors. The main focus of their survey was
to elaborate on fraud detection strategies based on data-mining techniques. They divided
financial fraud into four categories: commodities fraud, securities fraud, insurance fraud,
and bank fraud. One of the disadvantages of the study was the use of artificial data instead
of real data.

The purpose of the study presented in [13] was to review and analyze the body of
existing research in order to develop a more consistent measure of consumers’ insurance
literacy. It also highlighted key constraints in the insurance sector. A theoretical framework
was developed that explained the connections between insurance literacy, insurance educa-
tion, behavior, and well-being. This study provided a framework for ongoing research into
customers’ insurance literacy, which benefited both insurance and financial literacy.

The authors of [15] analyzed several factors, such as driving activities, habitual emo-
tions, and aggressive driving behaviors, that result in traffic incidences. Their survey was
designed to investigate various strategies to lower risks on the road by accounting for the
emotional components that influence driving styles and behavior. They proposed that
insurance companies use drivers’ behaviors and emotional data from personal mobile
devices to develop an ideal usage-based insurance premium package for risk prevention. It
was also suggested that insurance companies can encourage safer driving by offering lower
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premiums to certain clients. The main emphasis of the study was user-based insurance that
considers how people perform and behave while driving.

Arumugam and Bhargavi, in [15], showed that insurance companies can propose
polices according to people’s behavior. However, they neglected the factors that affect
policyholder decisions. In this regard, data from more than 60,000 auto-insurance policies
were collected and examined by Wang [14], who implemented an ML algorithm to identify
the main factors that influence consumers’ decisions to continue using a particular insurer.
The use of ML techniques by businesses to extract potentially useful information has
become a hot topic in research on large insurance firms. The light gradient boosting
machine algorithm, gradient boosting decision trees, and random forest were examined in
this study and found to be the most effective models.

2.2. Reviews and Surveys of Cloud-Based and Blockchain-Based Insurance Systems

A survey on the topic of telematics, which deals with vehicle-driving data stored in
the cloud, was presented by Gao et al. [16]. They discussed car-driving data, outlined
the challenges associated with telematics data cleansing, and emphasized the problem
of car-driving data openness in telematics. The authors of [16] studied different neural
network techniques. The experimental results proved that the convolutional neural network
could successfully classify various car drivers depending on their driving styles with high
accuracy. They proposed two methods for increasing the accuracy of claim-frequency
prediction using telematics data: one based on telematics heatmaps and the other on time
series of individual trips.

Akhosama and Motoori examined insurance companies that employ cloud computing
using a descriptive and analytical survey method [17]. Cloud computing was examined
in terms of its productivity, business, on-demand infrastructure, finance, and database
applications. A total of 33 insurance companies in Kenya were studied. Information
from the respondents was gathered through observation and a standardized questionnaire.
The survey suggested that insurance companies should make additional investments in
infrastructure, capacity expansion, staff training, and cloud computing security.

Although there are many advantages of cloud computing, there are also some issues
related to security. The study presented in [18] explored the security concerns that arise
from the data lifecycle when a company uses cloud computing. A framework for data
management was introduced in [18], which included data classification (business and
personal) and risk management. The study claimed that administrators can identify the
application and data and suggest appropriate security controls.

Security issues in cloud computing can be overcome using blockchain technology.
The potential for blockchain integration in the insurance industry was explored by Bro-
phy [19], who illustrated how transparency and regulatory compliance are facilitated
through auditability. Endorsing the use of blockchain for efficient insurance-related trans-
actions, the developer created an open-source permissioned blockchain platform called
Hyperledger Fabric.

The study presented in [20] described how blockchain-based investments can benefit
the insurance industry. This article covered the basics of blockchain and key platforms,
providing a simple theoretical rationale for the insurance subprocesses that blockchain can
improve. Some of the challenges that need to be overcome before blockchain technology is
fully implemented in the insurance industry were also covered.

Although blockchain is a new technology, it has been used in many applications.
Through a systematic analysis of the literature, the authors of [21] discussed blockchain’s
applications in the financial services sector. Research findings from many studies and
publications revealed that blockchain may be useful to both academics and practitioners
in the financial services industry. The study presented in [21] investigated how rapidly
evolving blockchain technology could lead to a fundamental change in this sector, holding
great potential for numerous stakeholders in the financial services business. Their analyses
were limited to the adoption of blockchain for use in financial technology. Numerous other



Appl. Sci. 2023, 13, 3561 6 of 28

blockchain applications, including Bitcoin, healthcare, advertising, insurance, energy, and
societal uses, were discussed in [22]. This study provided a timely summary for people and
businesses interested in adopting blockchain technology. It comprised an exhaustive study
of real-world smart contract applications using blockchain and the associated challenges,
emphasizing issues and knowledge gaps that need to be filled. The review focused on how
blockchain technology is used in the healthcare industry to address scalability issues and
deliver solutions. The survey was primarily designed to spur the development of more
blockchain applications.

Li et al. [23] explored recent cyberattacks on the Ethereum, Bitcoin, and Monero sys-
tems. They discussed the security challenges faced by blockchain and solutions to hidden
threats. Three types of assault, susceptible attacks, privacy leakage, and double spending,
were mentioned in [23]. The authors suggested blockchain-based 6G network solutions,
including support systems and cryptographic algorithms. They studied the strengths,
weaknesses, opportunities, threats (SWOT) matrix to analyze the benefits, drawbacks,
opportunities, and risks connected with the transition from a traditional account to a
blockchain account. They highlighted the basic reasons for the serious vulnerabilities in
smart contracts, although it should be noted that only the technical aspects were discussed.
Although these strategies are beneficial, little attention has been paid to how developers ac-
tually work with the underlying programming languages, which could lead to the creation
of defective codes [24].

In order to overcome the weakness of both cloud and blockchain technology, many
sectors use a combination of these services in their applications. Xie et al. [25] focused on
the use of blockchain technology in the cloud and the associated issues. They described
how blockchain could be used for cloud exchange (CloudEX). Recently, the concept of
CloudEX was introduced as a possible solution in the delivery of a single cloud service,
where customers and suppliers are allowed to post their demands and offers. The study
discussed the advantages of using blockchain to provide and manage connections between
various cloud services. An overview of CloudEX was provided, and then blockchain tech-
nologies were discussed briefly before addressing the problems associated with blockchain
in regard to privacy, security, transaction management, and reputation systems. Finally, the
advantages of using blockchain to provide and manage the connections between various
cloud services were highlighted.

2.3. Reviews and Surveys of AI- and ML-Based Insurance Systems

In addition to studying and using blockchain and cloud computing, the insurance
sector additionally employs AI and ML. Eling et al. in [26] and Benedek et al. in [27]
provided overviews of big data applications for AI in the insurance sector and evaluated
their impact. The authors of [26] provided some further insight based on their assessment
of the current expectations, derived from these results, for different potential solutions. The
study demonstrated how the insurance industry’s business model is changing from one that
prioritizes loss compensation to one that focuses on cost efficiency and new revenue sources.
The authors suggested that AI may significantly alter the risk environment for the insurance
sector. For this reason, insurance companies must reconsider their conventional insurance
coverages and produce appropriate insurance solutions accordingly. The study presented
in [27] focused on the significance of AI and data-mining techniques for identifying auto-
insurance fraud and highlighted the associated problems caused by data instability, as well
as the lack of cost-sensitive techniques.

In order to implement AI in the vehicular sector, vehicles are being automated. This
automation increases risk from a security perspective. Gupta et al. [28] investigated the
classification of threats from autonomous vehicles by utilizing service availability, account-
ability, and authentication. The deep learning techniques long short-term memory and
deep neural networks were presented in [28] and used to identify DoS attacks. The paper
conducted a comparative analysis of their use against the backdrop of significant 4G and
5G deployments. A critical merit of this study was that it included a taxonomy of au-
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tonomous vehicle attacks. However, in this survey article, safety concerns and applications
for vehicles were not considered.

The goal of these reviews and surveys was to examine several key blockchain and
cloud computing concepts, technologies, and application areas; however, they did not
provide an in-depth analysis of the techniques, current issues, and advancements in cloud-
and blockchain-based auto-insurance. Compared to our work, most of the previous surveys
addressed only one, or a few, of the security and privacy problems, without addressing
security remedies. Therefore, previous surveys were typically more narrowly focused on
a specific challenge or technical issue. To the best of our knowledge, our article is the
first work to provide a brief survey of the current challenges and solutions for cloud- and
blockchain-based auto-insurance.

3. Auto-Insurance Systems Based on Cloud or Blockchain

In this section, we present previous studies from the pertinent literature that inves-
tigated the problems and challenges related to cloud computing and blockchain in the
auto-insurance industry and proposed solutions accordingly. Auto-insurance systems
are being automated to avoid fraud and delays in insurance claims. In this regard, some
insurance companies are storing data (videos related to accidents and information about
policyholders) on the cloud and conducting insurance transactions through the blockchain
network, as shown in Figure 2. The insurance system in Figure 2 can collect traffic-event-
relevant data from the vehicles, user devices, etc.; store or retrieve the data on various
types of storage systems, including IPFS and cloud; analyze the video data; and provide
the data or analysis results to other organizations when they are requested. Each block
in the insurance system can be implemented as an application running on a node with
computing capabilities or as a smart contract in the blockchain.

Figure 2. Systematic graphical representation of a cloud- and blockchain-based auto-insurance model.

In an effort to create fundamental video analytic functions, some recent research efforts
have collected accident videos from dashboard cameras and stored them on blockchain
and the Interplanetary File System (IPFS). The main goal of this section is to introduce the
reader to the numerous image and video storage techniques for the insurance sector based
on blockchain, cloud computing, and hybrid systems.

3.1. Blockchain-Based Auto-Insurance Applications and Frameworks

By establishing coverage between policyholders and insurance companies, blockchain
can automate claims processes and the settlement of claims between parties, reducing
the administrative costs incurred by insurance companies. Additionally, insurance com-
panies can use a blockchain to store and retrieve accident videos that are captured from
vehicles and their surroundings. In this subsection, we present the current blockchain-
based techniques and approaches in the auto-insurance sector. In this section, we discuss
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articles [29–36] and identify various mechanisms, such as data tampering, multiple in-
surance, and transaction-related challenges and their solutions. However, each article
highlights a specific problem with the solution. We identified the advantages and issues in
the aforementioned blockchain-based auto-insurance solutions and summarized them in
Table 1.

A lot of research has been conducted on blockchain and applied to many fields in
recent years. However, blockchain technology has not yet been fully explored in the in-
surance industry [29]. Gattischi et al. [29] discussed insurance businesses that use smart
contracts, emphasizing the strengths, shortcomings, opportunities, and risks of blockchain
technology. This study investigated use cases based on smart contracts in the insurance
sector domain and left the readers to make the final decision regarding the actual benefits
that can result from the use of this technology in a particular context. Demir et al. [30]
presented a blockchain-based car insurance administration system that addressed issues
of collaboration, security, data privacy, transaction costs, scalability, and availability. Ac-
cording to the authors, blockchain could be used to create an insurance record system that
can handle all aspects of insurance transactions. This blockchain-based system includes
drivers, dealers, insurance firms, lawyers, and law enforcement agencies. In this regard,
ref. [31] implemented a blockchain-based pay-as-you-go car insurance application to en-
sure transparency. This application ensured that all data related to the user’s actual journey
were recorded transparently. The research was initially undertaken by IBM Research in
Australia, and all parties involved in the insurance contract were confident that the data
were tamper-proof and traceable.

In the insurance sector, fraud is a major problem that costs a lot of money [32]. Roris
and Pereira [32] proposed a blockchain-based solution to prevent fraud in automobile
insurance. It was demonstrated that blockchain technology could be used to identify
vehicle insurance fraud and reduce insurance company losses. The main objective of the
work presented in [32] was to deal with double dipping, which is defined as follows:
“exploiting multiple insurance policies of the same vehicle in different companies”. To
overcome the problem of double dipping, smart contracts were designed to validate claims
and record the lifecycle of a vehicle in the blockchain. Data tampering is another type of
fraud. A blockchain-based framework for auto-insurance claims and adjudication (B-FICA)
was proposed in [33], a framework based on tamper-proof documents and immutable
blockchain transactions.

Oham et al. [33] provided a complete framework for vehicular network forensics using
blockchain technology. The authors used a permissioned blockchain and online tracking
technique in which data were instantly provided to the registration authority or witnesses
who were present during the data exchange. Using a permissioned blockchain, the system
protected users’ privacy by limiting the transactions that participating companies were au-
thorized to make or view. This privacy-friendly liability model provided untampered proof
for liability attribution and adjudication in the event of an accident. It used anonymous
certificates to provide pseudonymity for a specified period of time. The ubiquitous set of
connected automated vehicles (CAVs) used automotive sensors and communications to
collect data to establish indisputable claims and send them to third parties. Direct communi-
cation without the involvement of a third party is always considered more secure. A mobile
application called Dia-LOG presented in [34] enables communication between vehicles and
authorized devices to collect transactions, and provides integrity and data protection to
support digital forensic investigations. Dia-LOG is a reliable and secure privacy protection
mechanism that effectively creates an automotive logging system specifically for forensic
data collection and storage. Endpoint detection and response (EDR) is recommended as
a way to capture data after authentication using a personal mobile device while accessing
recorded data. Despite this solution, it is clear that analyzing raw controller area network
(CAN) messages requires the reverse engineering of message syntax and semantics, the
reconstruction of vehicle dynamics, and the decontextualization of messages and their
content. This requires the manual inspection of large amounts of data. In the event of an
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accident, EDR stores vehicle data for investigation purposes. Investigators also use forensic
data loggers that continuously store vehicle data, such as speed and accelerometer readings.

Another traffic accident investigation system was proposed in [35], which used the
digital data generated by numerous sensors in a vehicle. The authors adopted blockchain-
based technology to investigate traffic incidents in self-driving vehicles. They mentioned
that it is difficult to evaluate the data in terms of video analysis, because drivers may
damage the video, the recording may not be complete, or the driver may refuse to collect
it. The use of the unique information provided by sensors, as well as digital forensics
analyses with data integrity, could help to overcome the analytical challenges created by
poor video quality. A witness-based data priority mechanism (WIDE) was introduced by
Oham et al. [36] for vehicles in the vicinity of an accident. As soon as an accident occurs,
WIDE assesses the integrity of the data produced by vehicles (referred to as witnesses) to
ensure the trustworthiness of the information that will be utilized to determine the liability
of each driver. In the WIDE model, a two-level integrity assessment is used, which first
verifies the reliability of the sensors that provide the data before ensuring that the data are
not changed during transit. It also prioritizes witness data and ensures that only the most
reliable witness information is used.

A blockchain-based architecture for the vehicle insurance sector was presented in [37],
which manages and automates the claims payment process. The proposed car insurance
policy model (CAIPY) was an ecosystem for vehicle insurance. This model was based on
the IPFS and blockchain-based infrastructure of the vehicle insurance sector, which makes
insurance claims transparent and tamper-proof using Ethereum smart contracts. Smart
contracts can assist parties in establishing the required trust by safeguarding the contract
inside a blockchain [38]. The physical insurance policies between consumers and insurers
served as a model for the pieces used in the creation of CAIPY. To store vehicle health
information, smart contracts are installed separately and communicate with sensors.

In addition to auto-insurance, many blockchain models have been proposed to deal
with insurance fraud in the health sector. A blockchain-based application [39] was de-
veloped to improve current health insurance business practices. The technique aimed to
detect fraud in health insurance using data collected from all insurance firms [40]. Amazon
Web Services (AWS) and BigchainDB were used to create a blockchain system wherein
MongoDB stored the blocks in each node of BigchainDB. The proposed system was evalu-
ated with unit testing, integration testing, system testing, smoke and regression tests, and
performance testing.

Table 1. Advantages and limitations of existing blockchain-based insurance models.

Ref. Advantages Issues/Limitations

[29] A shared ledger technique is
presented, which has low risk and
great reliability and can assist
insurance firms and third parties in
calculating premiums.

The authors of the SWOT analysis
summarized the benefits and
drawbacks of blockchain technology.
The SWOT analysis produced
a one-dimensional model, in which
each problem attribute was classified
as a strength, weakness, opportunity,
or threat. Each attribute had only one
effect on the problem under
consideration, although, in actuality,
it may have both strengths
and weaknesses.
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Table 1. Cont.

Ref. Advantages Issues/Limitations

[30] i. A blockchain technique based on
Hyperledger Fabric was used to
collect insurance data, and all the
transactions and related smart
contracts were validated.
ii. The suggested approach used
public keys to keep users’ identities
safe.

i. IoT data volumes and timely
communications were major
challenges for the proposed system.
ii. There was no discussion about the
implementation or about the results
achieved by the proposed system.

[31] Pay-as-you-go auto-insurance was
offered, whereby drivers are charged
based on the distance they travel and
are protected against newly emerging
hazards such as cyberattacks.

There were suggestions regarding
the handling of some off-chain
transactions through the adoption of
permissioned ledgers. This type of
ledger has a control group of users
but no incentives; therefore, mining
incentives would have to be
determined.

[39] i. A blockchain-based approach was
proposed to detect health insurance
fraud that utilized the data acquired
by all insurance companies.
ii. The suggested approach improved
current business processes for health
insurance.

i. Certain users could change blocks,
which goes against the core BC
fundamentals.
ii. Furthermore, the authors did not
evaluate the proposed system.

[40] The proposed system was discussed,
along with its design artifacts and
implementation.

This work was too complex, owing
to the use of many different tools.

[32] i. The authors demonstrated how
blockchain may be used to construct a
vehicle insurance system that
prevents certain sorts of fraud.

i. This study was a preliminary study
based on a prototype.

[33] i. To create unquestionable assertions
and convey them to external parties,
this study made heavy use of CAVs to
gather data from automobile sensors
and communications.
ii. Due to its immutable blockchain
transactions and tamper-proof
records, B-FICA was shown to be
secure. It provided temporary
anonymity certificates.

i. To establish data consistency, the
authors relied on data from
witnesses; however, they did not
evaluate the authenticity of the data
obtained from the witnesses, or the
possibility of the exploitation of data
created by a vehicle after being
forwarded as evidence.

[34] i. A robust and secure
privacy-preserving mechanism was
introduced to construct a
vehicle-logging system to store
forensics data.
ii. The experiments could help other
researchers to better comprehend the
semantics of CAN signals.

i. Such approaches frequently
necessitate the reverse engineering of
CAN communications.
ii. The main issue with this research
was that the vehicle’s driver knows
and decides which data will be
stored.
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Table 1. Cont.

Ref. Advantages Issues/Limitations

[36] Data integrity was guaranteed with a
two-level integrity evaluation
approach.

i. WIDE did not consider privacy
issues, with witness vehicles
supplying information to expedite
responsibility judgments.
ii. The proposed work did not
consider issues such as scalability,
execution times, and storage
limitations.

[35] i. The authors provided information
on numerous functional facets of the
vehicle ecosystem that could benefit
from blockchain technology.
ii. As every transaction was tracked
and tamper-proof, the proposed
framework proved to be successful in
automatically handling insurance
claims and resolving conflicts among
different stakeholders.

No proper mechanism was defined
to deal with double dipping, which
must not be ignored [33].

[38] CAIPY could be expanded to include
more robust access control. Smart
contracts were utilized to determine
insurance premiums, and blockchain
was used to store encrypted driving
data.

Symmetric encryption keys were
used, but a major problem was the
need to disclose the key to the person
with whom the data were exchanged.
Since just one key was used for
symmetrical encryption, it was
known by both the sender and
receiver.

3.2. Cloud-Based Auto-Insurance

Cloud computing has the potential to benefit insurance companies in a number of
different areas. The cloud makes it possible to access new promotional strategies and
methods, as well as to boost customer loyalty and retention. In this subsection, we discuss
the recent attempts to store data consisting of videos or images of accidents taken from
dashboard cameras to perform video analytic operations for insurance and other purposes.
The benefits and issues of the related cloud-based vehicle insurance frameworks [41–48]
are listed in Table 2, and their working infrastructure is discussed below.

Table 2. Advantages and limitations of existing cloud-based auto-insurance models.

Ref. Advantages Issues/Limitations

[41] i. A cloud-hosted, dynamic, front-end
visualization was presented to assist rel-
evant authorities in conducting holistic
data analyses.
ii. Through an evaluation of the stored
and processed data, companies could
make decisions.

i. A stored accident video was accessible
without authorization.
ii. The message-passing mechanism was
not elaborated in detail.
The suggested program was complex
due to the involvement of many sen-
sors and technologies, such as edge and
cloud computing.

[42] An app allowed for users to record real-
time videos using AES-128 encryption
and save them to the cloud for backup.

i. The application was limited to
Android-based mobile devices.
ii. Drivers record live video, encrypt ev-
idence, and save it to the cloud.
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Table 2. Cont.

Ref. Advantages Issues/Limitations

[45] i. The project focused on the application
of cloud computing in accident response
systems, such as hospitals and drivers.
ii. The web browser could provide a va-
riety of services that are necessary in
vehicles, hospitals, and on the roadside.

i. Smart gadgets and sensors must be
installed inside every on-road vehicle
for real-time protection.
ii. It was difficult to gather original data.

[46] i. MATCH provided a straightforward
technique for using a smartphone to
take images of a damaged car and trans-
mit the initial notification report to the
insurance company.
ii. Additionally, a map with the phone
numbers of neighboring medical facili-
ties and towing companies was shown.

i. During serious accidents, mobile
phones might break, or their batteries
can die.
ii. An accident could occur in a location
with poor, or no, mobile signal.

[47] The car instantly uploads its auto-
insurance history to the cloud. More
importantly, a car involved in an in-
cident must immediately provide the
insurance provider with the necessary
paperwork and vehicle information, so
that it may be processed.

i. The development of the centralized
parking system was not covered in this
study.
ii. There was little discussion of the auto-
insurance process.

[48] i. AES is a faster and more secure al-
gorithm because it has a comparatively
large secret key.
ii. AES is open-source and resistant to
hacking attempts due to its longer key
size (128, 192, and 256 bits).

i. The algebraic structure used in the
proposed work was extremely simplis-
tic, and each block was encrypted with
the same pattern.
ii. The software implementation of AES
in counter mode was difficult, especially
when performance and security are con-
sidered.
iii. The randomization efficiency of the
proposed system was about 70%.

In [41], accident alerts from all vehicles equipped with OBUs were collected and sent
to the nearest hospital using an open-source web server program. Following the rescue
procedure, the collected data were transmitted to edge and cloud storage. The stored data
could be retrieved and thoroughly evaluated by the police, courts, and insurance companies.
In addition to data transfer, data reliability is also important for the prevention of data
tempering or loss. A mobile application for Android phones was designed to store real-
time video and a Google Maps journey as evidence [42]. The data were protected against
loss and tampering by unauthorized users in the cloud using the advanced encryption
standard (AES)-128 encryption method. Car owners, insurance companies, and other
investigation agencies could benefit from this application. Authorized individuals could
view the recorded data, whereas encryption prevented unauthorized individuals from
editing or manipulating these data. Similarly, using cloud computing techniques, the
research presented in [45] provided solutions for life-critical systems following an accident.
Sensors in an automobile system were employed to increase safety and relax the driver.
Another mobile application called MATCH [46] offered a simple method for taking pictures
of a damaged car and sending an initial notification to the insurance company from
a smartphone. Additionally, a map with contact information for neighboring hospitals was
displayed. The authors claimed that this application would be quite helpful in reducing
human labor by allowing people to file insurance claims with just one click.
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In addition to accidental information storage, Magsino [47] proposed a centralized
cloud-based smart parking system in addition to the storage of accident information for
insurance reports. If necessary, real-time reporting can be used when autonomous vehicles
require repair work or assistance. Using either roadside infrastructure or a cellular network,
an intelligent vehicle can establish a connection to the cloud. Essentially, a vehicle involved
in a collision must send the necessary paperwork and vehicle information to the insurance
provider right away, and only once, for processing. The car immediately uploads its
auto-insurance history to the cloud. More importantly, a vehicle involved in a collision
must immediately provide the insurance company with the required documentation and
vehicle details for processing. Cloud-based infrastructure has security threats that cannot
be ignored. To ensure data security, a vehicle information management system [48] stores
data in an encrypted form in the cloud. The client component provides a variety of forms
and reports to present various plans and satisfy the needs of vehicle insurance management.
The data are encrypted with an AES algorithm so that no one else can read them.

3.3. Hybrid Auto-Insurance

As discussed in the previous sections, cloud- and blockchain-based solutions have
been proposed for the insurance sector to solve the problems of the existing manual
systems. However, blockchain and cloud computing have their own advantages and
disadvantages; thus, when combined, they could overcome each other’s shortcomings
and provide a better solution. A blockchain-based solution for vehicular forensics was
introduced in [49], which integrated the involved entities and facilitated the provision of the
data needed to settle disputes. This framework was used to collect vehicle data from drivers,
maintenance centers, manufacturers, and other agencies and then upload them onto the
cloud. Blockchain was adopted to monitor vehicle-related data, including maintenance
information and vehicle diagnostics reports. The authors utilized driving data from the
on-board diagnostics (OBD) port and EDR to provide valuable complementary evidence to
resolve traffic accidents and disputes among parties. The solution proposed in [49] stored
data in the cloud without considering data privacy. In this regard, the authors of [50]
investigated and examined the numerous elements needed to protect privacy, as well as the
privacy problems faced by CAVs. Singh et al. [50] proposed a hybrid cloud- and blockchain-
based model in which the cloud was used to store data and the blockchain helped to secure
data exchange due to its reliability and trustworthiness. In this approach, a consensus
algorithm called proof of driving was used to authenticate the car within the network.
The framework improved the privacy and secrecy of communication between vehicles by
offering a rapid and safe infrastructure. All authenticated transactions were summarized
in a Merkle tree, which was produced by repeatedly hashing the data and producing new
Merkle roots. For each specified time slot, a hash value was assigned to each string collected
in a local database. The Merkle tree was updated, and this hash value was added as a leaf
node, resulting in the creation of a new block in the blockchain. This approach led to an
intelligent data transmission system based on blockchain technology, smart connected
vehicles, and vehicular cloud computing. Although vehicle automation helps in many
ways, such as by establishing a faster and more accurate means of information storage and
transmission, the dissemination of fake information cannot be ignored.

The issue of security problems in smart cars was examined by Oham et al. [51]. A per-
missioned blockchain-based reputation system was employed to prevent the dissemination
of false information throughout the network. The authors introduced the B-FERL protocol,
which monitored each vehicle’s internal state and looked for instances of vehicle compro-
mise. This system used a challenge–response data-exchange mechanism between RSUs
and vehicles to keep track of the vehicles’ internal health and spot any malicious activity
in the network. Furthermore, only the previous and current transactions of each vehicle
were stored in the network node to ensure scalability and forward other transactions to the
cloud so that the previous record could be accessed when required. Health insurance is
also an emerging field. A basic design for a cloud- and blockchain-based health insurance
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system was proposed in [52] using sequence diagrams, a data management framework,
a smart notification system, and a smart claims processing system. This work suggested
a blockchain-based alternative to improve the National Health Insurance System (NHIS)
in terms of financial sustainability in Ghana. The authors emphasized the significance of
information quality, service quality, and user satisfaction as essential components in the
adoption of an effective cloud- and blockchain-based solution. In this research, the authors
discovered a significant relationship between user satisfaction and information quality. The
benefits and issues in the aforementioned hybrid (i.e., cloud- and blockchain-based) vehicle
insurance options are listed in Table 3.

Table 3. Advantages and limitations of hybrid (cloud- and blockchain-based) auto-insurance solutions.

Ref Advantages Issues/Limitations

[49] A lightweight object application
blockchain framework was proposed,
which integrated DF processes and
data privacy to provide efficient
vehicle-related digital investigations.
The stored data were only disclosed
to an authorized party.

Block4forensic (B4F) was proposed
with 100% support by a VANET
blockchain; however, practically
speaking, this is not realistic. Therefore,
it is necessary to find out how much
a blockchain system’s performance is
affected by the nodes’ mobility in
a VANET.
B4F employed blockchain to achieve
data integrity; therefore, it was prone
to selective data sharing and data
alterations, because the vehicle was in
charge of determining which data were
used as evidence to determine liability,
and the integrity of the sensors that
contributed the data was not
considered.

[50] The suggested system used crypto
IV-TP and was based on rewards that
provided records in case of accidents.
The data were validated and audited
using a smart contract.
Vehicles were linked to the blockchain
and had a special crypto number.
Consistency in BC was guaranteed
through distributed consensus
mechanisms.

The strategy was not ideal for large
datasets, such as multimedia data,
because it would raise the cost of the
vehicle’s calculations and storage,
which would eventually decrease
system performance [53].
A malicious vehicle may purposefully
transmit misleading information and
confuse other vehicles to exploit the
vulnerabilities of VANETs.

[51] A permissioned BC-based reputation
structure was introduced to prevent
the spread of misleading information
across the network.
The records of automobiles were only
handled by trusted parties.

The system was complicated as a result
of the hybrid cloud environment,
which consisted of both internal and
external clouds.

[52] Designing and implementing a
blockchain-based solution to prevent
the NHIS from going bankrupt was
the goal of this effort.

The authors claimed that “the system
achieves its objectives because all the
write, delete, and modification
operations were successfully executed
in the worldstate and blockchain
systems”, but this was unclear, because
blockchain does not permit alterations
or deletions.
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Thus far, we have identified and mentioned the primary issues (and challenges)
related to blockchain- and cloud-based auto-insurance. The relevant studies are compared
in Table 4 on the basis of the aforementioned issues and challenges.

Table 4. Research studies and their handling of current challenges.

Ref Type Security Privacy Access
Control Storage

[29]

B
L
O
C
K
C
H
A
I
N

X X X

[30] X

[31] X

[49] X X X X

[39] X X X

[40] X X X X

[32] X

[33] X

[34] X X X X X

[37] X X

[38] X X X X

[36] X X

[45]

C
L
O
U
D

X

[41] X X

[42] X X X

[46] X

[47] X X

[48] X X X

[49]
H
Y
B
R
I
D

X X X

[50] X X

[51] X X

[52] X X X X X

Table 4 demonstrates that storage (rather than security) is the primary focus of most
research on cloud-based auto-insurance. Many insurance organizations consider using the
cloud for storage to be fairly easy, because they do not have to worry about managing and
expanding their storage. Additionally, cloud platforms have eliminated the requirement for
local devices and many other services. Many organizations entirely rely on cloud service
providers to keep their data secure and accessible. However, cloud infrastructures still
face several internal and external threats to data integrity, and even well-known cloud
providers suffer from outages and data loss [54]. In order to maintain their clients’ faith
and confidence, cloud service providers generally hide the issues with their cloud storage
servers. Integrity issues in cloud computing can occasionally be caused by architectural
problems [55]. However, the inability to ensure data confidentiality, integrity, and avail-
ability may limit the cloud’s use by insurance companies. Table 3 demonstrates that the
primary areas of most investigations related to blockchain-based vehicle insurance are
access control, security, and privacy. Blockchain is more secure than cloud storage, but
it has limited capacity. Decentralized blockchain storage takes advantage of the unused
hard disk space derived from their users, which can also address several issues present
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in a centralized system and is an alternative to centralized cloud storage. It would be
helpful to take advantage of both systems (that is, blockchain and cloud computing). For
example, it is difficult to store all video records in blockchain nodes, since they have
a limited storage space compared to the cloud. Therefore, one option is to keep links
to the original videos (along with other accident data) in blockchain nodes and to store
the original videos themselves in the cloud (for example, on an IPFS or on YouTube with
appropriate access privileges). In this way, auto-insurance companies can benefit from both
cloud computing and blockchain technology (for example, gaining both immutability and
sufficient storage space).

4. Challenges for Insurance Systems

Auto-insurance is an emerging sector that generates a huge amount of annual revenue.
According to the statistics, the worldwide cloud computing market is expected to reach
USD 250.05 billion in 2021 and USD 791.48 billion by the end of 2028 [56]. Although
cloud computing and blockchain have provided excellent support for the management
of many diverse and complex problems, both technologies still face many hurdles and
challenges. The main challenges are related to security, data privacy, resource access control,
data storage, energy consumption, etc. In this section, we will discuss these challenges in
more detail.

4.1. Security

Security refers to protection against anything that can harm the system. In the cloud
and blockchain contexts, various types of malicious attacks are possible. The security of
insurance data needs to be further enhanced and standardized as some of the nodes can be
compromised, which can interfere with the data [57]. Therefore, it is necessary to employ
security in both blockchain and cloud computing to prevent the unauthorized access to and
disclosure, copying, or editing of insurance data. The security and privacy of consumers’
records is crucial in auto-insurance and requires a number of standards to be maintained.
Some of the most common security and privacy concerns for vehicle insurance and the
relevant data are presented below.

4.1.1. Confidentiality

Confidentiality ensures that no unauthorized party has access to insurance-related
information. One of the most important concerns with cloud computing and blockchain is
data confidentiality, which ensures that data are only available to authorized users on the
network. As a result, the service provider must ensure that unauthorized users do not have
access to customer data. When a data owner shares confidential information with others
via blockchain or the cloud, he or she usually loses control over those data due to the lack
of physical control. In cloud computing, multiple jobs run at the same time, and clients
use shared resources. As a result, there are concerns regarding confidentiality and the
possibility of data leakage. Attackers might use methods such as packet spying, password
attacks, port scanning, wiretapping, keylogging, and social engineering to compromise
cloud confidentiality. Blockchain can ensure confidentiality at a particular stage. The data
elements are transparent to every person who shares them with others in a single blockchain
because of the blockchain’s decentralized nature [58]. As a result, it is challenging to
enforce confidentiality using blockchain. The decentralized nature of blockchain has
major implications; for example, it becomes possible for anybody to view the transactions.
Therefore, organizations maintain confidentiality and integrity in blockchains with the help
of cryptography. Blockchain technology employs cryptography to sign communications
and encrypt data using a private/public key scheme. Scams and illegal transactions
can be identified using blockchain data. As a result, blockchain can effectively protect
pseudonymity while also providing some level of confidentiality.
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4.1.2. Integrity and Immutability

The process of conserving data and ensuring consistency is referred to as data integrity.
By informing customers about the status of their stored data, the service provider must
ensure data integrity. A Sybil attack can be initiated to threaten the integrity of the cloud, in
which an attacker creates a large enough number of bogus identities to influence the actual
system and take control of the network. This can be conducted by either introducing new
devices or subverting existing ones. An integrity management service is used by cloud
providers to ensure data integrity through a third party. However, a fundamental weakness
of this approach is the data owner’s willingness to submit data integrity verification to
a third party. Cloud computing must ensure reliability and prompt access for platform
users, in addition to providing the usual services. If there is a problem on the server, the
applications will not run, and data will not be available. Due to the increasing frequency
of network failure in recent years, people have been worried about the reliability of cloud
computing [59].

In a blockchain, the integrity of the saved data can be preserved due to the reliability of
the P2P network, its well-formed transactions, and its authentication and auditing features.
A Merkel-tree-based data integrity verification mechanism is also used in blockchain. If
an attacker tries to change the data stored in the blockchain, he or she must first change
the metadata. All peers maintain the same data based on the addition of new blocks
to the blockchain, making the network impervious to subversion attempts. Moreover,
a transaction that was registered in the blockchain cannot be removed or modified. The
immutability of data is one of the most essential blockchain features, which improves
its robustness, accuracy, and reliability. Immutability is accomplished with blockchain
because data cannot be changed without the consent of the entire network. Usually,
smart contracts are employed in blockchain to implement integrity, in which data are first
locally encrypted and then synchronized with the data in all nodes throughout the entire
network. The dependability of the records may be jeopardized if an open-source blockchain
software contains bugs or weaknesses. The source code of many blockchains has significant
bugs, which might cause an unintentional hard fork if exploited [60]. However, because
a blockchain is distributed and decentralized, it is safer than the cloud. Since there is
no single point of failure in a blockchain, fraud is much more difficult than it is in cloud
computing. However, there is a trade-off between immutability and performance when
using blockchain. In summary, many different factors contribute to the loss of integrity in
insurance data (whether in a blockchain or in the cloud): (1) the number of devices; (2) the
number of participants (data owners, insurance firms, security agencies, cloud service
providers); and (3) the dynamic data sources.

4.1.3. Availability

The term availability means that data are available when needed. Data availability
is critical for a range of stakeholders, including insurance firms, data owners, and law
enforcement organizations. However, unscrupulous actors may misuse the same data
to generate major social and ethical problems. The more prevalent forms of cyberattack
for insurers include DoS, data exfiltration, malware infections, financial transaction theft,
zero-day exploits, and phishing emails [61]. The main effects of these cyberattacks on
insurers include huge or significant expenses for customers and the company, as well
as business interruptions. Distributed DoS is one of the most popular methods used by
attackers to reduce system availability. The basic purpose of this attack is to bring a system
down. Furthermore, availability attacks are commonly used as a prelude to spoofing or
authentication threats. Another form of attack in the auto-insurance industry is to disable
or restrict physical access to devices that are already dispersed across the network. In
blockchain networks, the availability issues increase with the volume of transactions.
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4.2. Privacy

According to the general data protection regulation (GDPR), data privacy refers to the
degree of control that individuals have over who has access to their personal data. Privacy
is a serious issue for many organizations and applications [62]. Insurance companies and
clients are both very concerned with data privacy. In the insurance industry, there are no
clear norms for data ownership. Although a driver’s record may be her or his property
alone, an insurance inspector or police officer may also request access to those data. The
privacy challenge motivates insurance companies to create rules and standards that clearly
identify ownership boundaries. There should be a means to identify and minimize negative
privacy implications, and decision-makers should be informed of these so that they can
take appropriate measures. Privacy is a critical concern for cloud computing in terms
of both legal compliance and user confidence and must be prioritized. Keeping vehicle
records safe from each other, other insurance companies, and cloud service providers is
a challenging task. In order to protect their own data, all insurance companies require
specific access to records.

Due to legal and insurance issues, a vehicle’s identity is usually tied to its owner. As
a result, tracking a car may intrude on the privacy of its owner on a regular basis. The
accident data used by insurance companies are based on vehicles that are in motion in
several places and therefore pose serious and unique privacy concerns. When insurance
companies conduct a video analysis for forensics investigations, the investigators may face
privacy concerns. The video footage should be analyzed without breaching the privacy
of the customer or organization. In a blockchain, data can be accessed with or without
permission. In a private blockchain, a legal authority normally ensures the security, validity,
and integrity of the blockchain. The majority of independent peers defend the blockchain’s
security and integrity within a public blockchain. The chain ledger in blockchain stores
sensitive data in the form of transactions, which can be shared with and examined by
authorized users. Although transactions can be made anonymously in blockchain, traceable
clues can disclose identities and other associated information [63,64]. Transactions can
be linked to IP addresses to reveal even more information about a user, and third-party
programs that track users’ various accounts (as well as their data) can be hacked and
subverted. The real-time transfer of enormous amounts of information is essential to
a blockchain network and its applications. Therefore, the next most important issue in
blockchain technology is how to preserve user anonymity even when a malicious party
has access to all transaction data inside the blockchain [65]. Another major concern with
blockchains is transaction leakage, because block data are exposed to everyone on the
network. Securing the driver’s privacy is a key issue in the exploitation of vehicle and
driving data in the auto-insurance sector.

4.3. Access Control

Access control is a security technique that restricts who has access to certain resources
in a computing environment. It is a fundamental security rule that lowers organizational
risk and regulates access to resources after issuing a user’s credentials and authorization.
It prevents unwanted users from gaining access to the system. There are many access
control issues in auto-insurance-related data owing to the diverse and increasing number
of distributed devices. Therefore, identification is always necessary before accessing any
system, service, or device. With the emergence of cloud computing, data access is becoming
increasingly critical, because the provision of secure network file storage and access control
is a challenging task for cloud-based auto-insurance [66–68]. There is no perfect access
control model among the currently available security models [69]. In cloud computing,
the difficulties regarding access control are associated with availability and confidentiality.
When a valid user is refused access, there is a loss in availability, and unauthorized access
results in a loss in confidentiality. Furthermore, an unauthorized user who reaches the
control network can learn the communication protocol, launch different attacks [69], and
make changes to the data that compromise data integrity. Therefore, access control is the
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most significant challenge, because it has a direct impact on all security principles, such as
privacy, confidentiality, integrity, and availability.

4.4. Storage

The digital recording of data, files, and documents for future use can be defined as
storage. A storage system can protect data using electromagnetic, optical, or other media
and restore the data if necessary. Cloud storage [70] provides easy, affordable, and very
reliable storage. Using cloud computing, insurance businesses and insurers can quickly
access data, and they can use the data and patterns to develop new solutions that meet
the needs of their customers [45]. Although cloud storage provides many advantages,
insurance companies face other challenges, such as a lack of control, internet dependency,
and even difficulties in migration. Blockchain technology offers immutable storage by only
allowing for transactions to be added, never modified or withdrawn. Large amounts of
data cannot be stored efficiently in a blockchain due to the replication across all nodes.
Furthermore, as more data are processed, transferred, and stored, the computational
complexity of running blockchain nodes increases, i.e., data storage in blockchain has a cost
model that is different from traditional data storage.

4.5. Other Challenges

In the next sections, we discuss the additional challenges that the auto-insurance
industry can face with the use of the cloud or blockchain networks.

4.5.1. Energy Consumption

A significant amount of energy is needed to provide consistent power for the hundreds
of servers in data centers. Additionally, sending data over a long distance requires more
energy compared to local storage. Research from 2012 claimed that 30 billion watts of
electricity were used annually by cloud computing [71]. The annual energy consumption
by data centers in the U.S.A. is equivalent to that of 6.4 million average houses. Optimizing
and utilizing energy is a primary issue with cloud computing. This also serves as an
inspiration for green cloud computing. Many blockchain techniques rely on a proof-of-
work consensus mechanism to validate transactions, as complex computations consume
a lot of power from the participating machines. Blockchain depends on hundreds of miners
using heavy electric power equipment to validate and add transactions. The amount
of energy that is consumed depends on how many miners are working. As a result,
204.5 terawatt-hours of electricity are used by blockchain alone each year. At present,
Bitcoin consumes approximately 150 terawatt-hours of electricity annually, which is more
than the consumption of Argentina, with a population of 45 million [72].

4.5.2. Dependency on Other Tools

As blockchain technology is still in an early stage, most of its associated systems have
infrastructure issues. The current methods used for development, testing, and performance
evaluation raise questions regarding their decentralized characteristics due to their de-
pendency on third-party tools and technologies. Due to the use of third-party storage,
insurance companies and data-owners are still hesitant to trust in the data security and
privacy provided by cloud computing and blockchain.

4.5.3. Scalability

Scalability issues have emerged with the increasing numbers of nodes and transactions
in blockchain. This issue is common in public blockchain applications, since each node
must store data and perform computations to validate each transaction. Therefore, public
blockchains always require a large amount of storage space, low latency, and a lot of
computational power.
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4.5.4. Lack of Definitions and Standards

Major cloud service providers have started to release their own cloud computing
products or solutions. There are no unambiguous technical standards for cloud computing
at present, despite the fact that its definition and range of applications are constantly
expanding. There are no suitable laws or rules for insurance companies. This includes
the absence of insurance policies and transmission criteria for accident videos. As a result
of this shortage, further complications and problems may arise, as well as legal, social,
and ethical concerns, especially when working with sensitive data that might present
ethical challenges.

5. Potential Solutions Regarding Challenges in Cloud- and Blockchain-Based
Insurance Systems

In the previous section, we highlighted the key problems and challenges related
to cloud- and blockchain-based auto-insurance systems. In this section, some useful
recommendations are provided to overcome these issues and problems. Figure 3 presents
the aforementioned auto-insurance challenges in quarter circles, together with suitable
recommendations in rectangles.
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Figure 3. Auto-insurance challenges and recommendations.

5.1. Confidentiality

1. It is important to ensure that data related to the accident are not disclosed. Otherwise,
clients may lose confidence in their service providers. Service providers can enhance
the privacy of their insurance data by combining two or more methods (for example,
reversible data hiding and discrete cosine transform provide a strong encryption
algorithm in the encrypted domain [43,44], along with public–private key encryption
with a secret sharing scheme).

2. It is preferable to secure data by employing a robust encryption method, especially
before storing the data in the cloud.

3. Off-chain transactions between users and the server can be protected using times-
tamps, an authentic user token, or a private key [42].

4. Cryptography and signature generation techniques can be used in blockchain to
ensure confidentiality. The use of distributed ledgers for trusted authentication,
public key encryption using Cecoin distribution, etc., for security purposes have
already been investigated in the literature [57].
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5. It is also important to develop a scalable, AI-based privacy approach that can handle
all privacy-related (confidentiality) issues.

5.2. Integrity/Immutability

1. The immutable ledger can be used to ensure data integrity [73], as any kind of modifi-
cation to the data or information requires the consensus of the network members [74].

2. Digital signatures can be used to preserve network integrity in public key encryp-
tion methods.

3. One should avoid storing blockchain keys on one’s computer or mobile device as
text files.

4. Routine system assessments should be performed and nodes, applications, processes,
accessed devices, and their behavior should be monitored.

5. Blockchain can be used to store important information, such as the hash values of multi-
media files or information regarding the history of system access and message exchanges.

6. Modifications require network member consensus.

5.3. Availability

1. To ensure the consistency and availability of shared data, blockchain uses a consensus
mechanism. The liveness attribute of a consensus method in blockchain ensures that
all consensus rounds are completed. Even if an agreement could not be reached, the
consensus mechanism should not be left inactive indefinitely to ensure its availability.
The consensus mechanisms are designed to ensure that all participants are in the same
state following a consensus round, ensuring consistency. It is crucial to remember
that enough research is being conducted to strengthen network architectures and
guarantee that transactions are recorded in blockchains in a way that preserves their
secrecy, integrity, and privacy [75].

2. Source authentication and encryption can be utilized to solve issues with an accident
video’s confidentiality, availability, and integrity.

3. The following guidelines should be used to prevent cyber-attacks [65].

- Avoid saving keys/passwords as text files on a PC or mobile device.
- Boost browser security by adding a trusted add-on that alerts you to potentially

dangerous and harmful websites.
- Increase device security by installing reputable antivirus software and malicious-

link-detecting tools.
- Open only trusted hyperlinks. If you receive an email asking for login informa-

tion regarding the problem, verify it before opening.
- Do not use open Wi-Fi networks while performing certain critical or financial

operations.

5.4. Privacy

1. In a blockchain, privacy is protected with a variety of measures, including the em-
ployment of pseudo-identities in place of genuine ones, the asymmetric encryption
of transaction data, and the use of proxy re-encryption technology when looking up
a vehicle’s history [76]. With this approach, data exchanges between several authori-
ties ensure data privacy. Therefore, the blockchain-based auto-insurance system has
a high level of secrecy compared to other competitors.

2. Improved security algorithms and lightweight security schemes are essential to reduc-
ing the response time. A balance must be obtained between security protection and
cost, as effective security protection and procedures require substantial processing
and transmission costs.

3. The security system must be scalable to manage the ever-changing number of vehicles
with respect to their positions. Regular and unusual traffic, such as the large volumes
of traffic generated by special events, should be handled by security mechanisms.
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4. To remain anonymous, a pseudonym can be used to replace the vehicle identifica-
tion number. After a certain period of time, the pseudonym should expire. After
the previous alias expires, a new one will be assigned, i.e, it must be updated on
a regular basis.

5. Digital license plates or electronic license plates, which are wireless devices that
broadcast a unique identifying string on a regular basis, have been offered as solutions.
Temporary public keys can be used as digital license plates to protect privacy while
allowing for wireless broadcasts [77].

6. It is important to determine the cryptographic techniques used for block verification
and writing, authentication techniques, digital certificates, and transaction signa-
tures. It is preferable to encrypt any keys associated with video data or third-party
storage. In the event that encryption fails to protect data from attacks, data access
must be monitored (or machine learning tools must be used) to track unusual data
access patterns.

5.5. Access Control

1. It is important to ensure that the cloud service provider or its employees do not have
access to client information or other information related to insurance. Therefore,
it is preferable to use fine-grained access control at the trusted authority level by
integrating the blockchain with the control system and data [69].

2. To prevent network attacks (especially routing attacks), secure routing protocols
should be implemented (with certificates), data should be encrypted, and secure
passwords should be used and updated frequently.

5.6. Storage

1. Alternative off-chain data storage is required for various blockchain-compatible appli-
cations. However, a lack of access control is a key issue with these systems, especially
if they are used in operational and sensitive areas, such as the financial sector. Each
block in the blockchain is interlinked to the one before it, making it hard to change
the data that are contained, because editing every previous block and its replications
is impossible.

2. Additionally, the stored data are protected with a digital signature based on hash
functions, as well as a time and date stamp. Any effort to tamper with the data will
be detected, because the new digital signature will be different to the old one. The
stored data will become immutable and transparent as a result of the interconnection
of the hash values of the consecutive blocks.

5.7. Other Challenges

1. The energy problem can be solved by adopting measures such as renewable en-
ergy sources, using the heat generated by computer servers for other purposes, and
shutting down hardware that is no longer functional [71].

2. An efficient task-scheduling algorithm should be used for the efficient utilization of
resources, avoiding resources that consume energy and have no assigned task.

3. To increase user trust in the case of a dependent tool, control over the data should
be given to their owner. To prevent malicious attackers, it is important to encrypt
insurance-related data, including accident videos and other relevant information.

4. Many other solutions, such as proof-of-work and block size, can be used to deal with
blockchain scalability [78].

5. Laws such as the GDPR need to be implemented worldwide. According to the GDPR
passed by the European Parliament in 2016, which took effect in 2018, organizations
must not process personal data unless they satisfy all legal criteria and state regu-
lations [62]. The GDPR codified the updated and unified data privacy rules of the
European Union.
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6. Future Research Directions

Researchers, practitioners, and business experts are always looking for better and more
innovative ways to transform the conventional auto-insurance industry into a modern one.
They are transforming the entire infrastructure by implementing new and innovative tech-
nologies to enhance security, privacy, data management, and storage. In Sections 4 and 5,
we discussed the potential issues and possible solutions to these challenges. In the current
section, we discuss possible future research directions.

1. No fully reliable methods and frameworks have been proposed or implemented to
date for cloud- or blockchain-based auto-insurance systems to ensure the availability
of the necessary forensic data. The absence of a reliable dataset can lead to incorrect
decisions [27]. Therefore, more research is required from both researchers and insur-
ance organizations to ensure the complete availability of these data without any loss
of information.

2. Data security and privacy are key concerns in the auto-insurance sector. “Cloud
services lack data security” [79]: compared to cloud computing, blockchain technology
offers the opportunity to provide secure data transformation using public and private
key encryption. Due to the immutable nature of blockchain technology, blockchain-
based data exchange can save an insurer the expense of obtaining a public data
subscription to reduce fraud. Kishor et al., in [79], mentioned that “implementing
blockchain will make data more secure”. Moreover, the study presented in [69] proved
that blockchain has the potential to deal with all possible privacy-related threats. More
research by academics and insurance firms based on simulations is needed to ensure
safe communication in the insurance sector.

3. It is necessary to study and investigate the data storage problem, particularly in
blockchain, because data accessibility depends on both private and shared storage.
Permanent data storage on every block and the exponential increase in size are the
main reasons for the scalability issue [74]; researchers have a responsibility to ensure
that a significant amount of secure storage can be provided.

4. Researchers and practitioners should focus on the development of attestation methods
and procedures to ensure the precision, dependability, and integrity of the data
provided by CAVs as evidence.

5. Encrypting data before storing or uploading them and creating an access policy based
on user identity for decryption are standard solutions for data sharing and collabora-
tion. If data are encrypted, they will be unusable, even if leaked to an unauthorized
party. Consequently, it is important to recognize and assess the weaknesses and
vulnerabilities of encryption algorithms. Increased trust in the cloud, combined with
cryptographic approaches, can aid in the implementation of dependable controls,
resulting in real business intelligence benefits for stakeholders. Therefore, a suitable
encryption technique needs to be developed to meet the privacy requirements [69].

6. AI, big data, and data-mining techniques can be applied to auto-insurance to handle
the various associated challenges, as illustrated in Figure 4. These can be used to
monitor user activity in the auto-insurance sector and to keep track of stored data.
Auto-insurance companies can benefit from AI by reducing process errors, predicting
risks, and identifying fraud [26]. Because of this, the insurance provider will be better
able to recommend insurance to customers based on their needs. Consumers can
also benefit from enhanced AI-based claims processing. Auto-insurance companies
can exploit big data in a variety of ways. For example, telematics provides insurers
with the ability to collect information about driver usage and behavior to offer usage-
based insurance and premium discounts. Auto-insurance firms can be protected from
many types of fraud using big data [27]. For example, prediction models can be used
to compare an individual’s information to previous fraudulent profiles, facilitating
further investigation. ML approaches enable insurers to verify the captured data
and conduct more accurate risk assessments by analyzing the potential client’s past
behavior and the behavior of other clients with similar demographic characteristics.
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Figure 4. Emerging technologies in auto-insurance.

7. Automotive forensics aims to generate data to aid in criminal prosecutions, accident
investigations, and root cause analyses. For example, a digital forensic system can be
created that compares the analysis results with video records to determine drivers’
responsibility for accidents using percentages (e.g., driver A is 90% responsible,
and driver B 10%). This system could identify critical aspects of an accident video,
guiding the decision regarding the percentages. After examining a video of a newly
submitted crash, the system provides human inspectors with a predicted percentage
of responsibility for each driver and the decisive moments in the video so they can
make quick and accurate decisions.

8. In digital forensic investigations conducted by insurance companies, blockchain can be
used for evidence collection, archiving, evidence validation, and analysis. Blockchain
is a better option, as it allows for records to be traceable as well as immutable. The
development of and advances in forensic techniques require the various challenges in
existing forensic techniques to be overcome.

9. It is important to improve the legal and regulatory environment so that the access to
data is in the best interest of both consumers and insurance companies, maintaining
privacy. A comprehensive international legal framework is needed because each
country’s electronic and cyber footprints change over time. Therefore, investigators
need to follow formal procedures, in accordance with local laws and standards, to
ensure the integrity of the obtained evidence.

From the above discussion, it can be seen that several potential solutions exist that
use AI, blockchain, and cloud computing to resolve the various challenges related to auto-
insurance companies. All the challenges and their potential solutions are interrelated,
and an optimal, robust, and well-established auto-insurance application requires a system
based on AI, blockchain, and cloud computing. Despite the fact that cloud computing and
blockchain can have security (and other) flaws, cyber-security experts can greatly mitigate
these issues. Blockchain can be most safely deployed by professionals and practitioners
with good analytical and technical skills. It is important to inform users and employees of
the risks associated with information security.

7. Conclusions

The primary goals of this study were to introduce the possibility that blockchain
and cloud technologies could improve the auto-insurance sector and to understand how
this might work. State-of-the-art approaches to auto-insurance systems were investigated,
particularly those based on cloud and blockchain technology. We analyzed, synthesized,
and presented all the challenges in cloud- and blockchain-based auto-insurance systems
found in the literature. Our survey provided a comprehensive overview of all the potential
pitfalls in the various forms of cloud-based and blockchain-based auto-insurance. This
survey highlighted issues in the auto-insurance sector using gap analysis, identified areas
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for further analysis, and provided academics and practitioners with guidance for further
investigations. We anticipate that this survey will provide a roadmap for the auto-insurance
sector when using cloud or blockchain technologies with AI and help researchers and
practitioners to identify relevant avenues of study for the future. Based on our gap analysis,
we believe that it is important to set standards for digital forensics. The aforementioned
issues call for several fundamental modifications to the use of digital forensics in insurance
companies, as well as more concerted efforts in this area. Insurance companies’ digital
forensics solutions should be able to learn from usage patterns by monitoring vehicle logs
and user actions and by applying advanced ML and deep learning algorithms. Digital
forensics could be helpful in assessing and calculating each driver’s liability in percentages,
especially in multi-vehicle accidents.

In addition, data storage and security are crucial and cannot be neglected. Different
sources of data, their dynamic behavior, and the lack of trust between different stakeholders
are the primary challenges in the insurance industry. Therefore, cloud and blockchain
technologies should be thoroughly investigated by finding security holes and ways to
enhance security. Although the auto-insurance sector is still at an early stage in the adoption
of these methods, there is an opportunity to make auto-insurance services more effective
and efficient.

From this discussion, it is concluded that, by using cloud- and blockchain-based auto-
insurance systems with technologies such as AI, big data, and IoT, insurance management
could be made more efficient and insurance fraud could be detected and prevented. When
an accident occurs, blockchain technology can accurately record the time, location, and
other factors that can prevent insurance companies from being defrauded. AI can help
with customer interactions and speed up the claims process. Big data technologies facilitate
data monitoring and analysis. Blockchain and IoT can be used to track a car’s operational
data, driving history, and other relevant information.
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