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a b s t r a c t 

The wireless sensor network (WSN) is a multi-hop wireless network that comprises multi- 

ple sensor nodes arranged in a self-organized manner. It is usually deployed in unattended 

areas where sensor nodes can easily be infiltrated by attackers who can affect the detec- 

tion results by injecting false data. This paper proposes a malicious-node identification 

method based on correlation theory that prevents fault data injection attacks. First, anoma- 

lies among similar types of sensor data are detected based on time correlation. Second, 

malicious nodes are identified based on spatial correlation. Third, the identified malicious 

nodes are verified based on event correlation. The experimental results and their compari- 

son with those of existing methods show that the proposed scheme has better recall with 

lower false-positive and false-negative rates than those of the traditional fuzzy reputation 

model and weighted-trust-based methods. 

© 2021 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY-NC-ND license 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 

1. Introduction 

Wireless sensor networks (WSNs) integrate many advanced 
technologies (e.g., microelectronics, embedded tools, modern 

networks, and wireless communications). WSNs have been 

widely applied to environmental monitoring ( Martin et al., 
2015 ; Tamandani and Bokhari, 2016 ), scientific observation 

( Spachos and Hatzinakos, 2015 ; Wang et al., 2015 ), and traf- 
fic monitoring ( Gao et al., 2019 ) tasks. A WSN comprises many 
nodes that are low-cost and small-volume. These nodes can 

WSN, Wireless sensor network. 
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be generally divided into three types: sensing, cluster head, 
and gateway. A sensing node collects environmental informa- 
tion in the area of coverage and processes it through the clus- 
ter head. The gateway collects the processed information and 
provides responses. 

In WSNs, environments can be monitored via the coop- 
eration between nodes, which are usually placed in an un- 
controlled external environment. Hence, energy, computing 
resources, storage capacity, communications, and other ma- 
terial properties are limited. Therefore, they are vulnerable 
to environmental factors and malicious attacks. A WSN di- 
vides abnormal nodes into two types according to anomalous 
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cause. Nodes that work abnormally owing to failure or mishap 
are called “faulty nodes”. The other type is called “malicious 
nodes,” which refer to those that are compromised by attack- 
ers. These attacks include challenge collapsar, distributed de- 
nial of service, false data injection (FDI), and witch attacks, 
among others. 

This paper focuses on malicious FDI attacks, wherein at- 
tackers manipulate node detection and system decisions by 
injecting incorrect data. Therefore, it is very important to de- 
tect these attacks in WSNs. For this reason, this paper pro- 
poses a method of identifying FDI attacks in WSNs using 
features of correlation theory, because the data collected by 
sensing nodes are related to temporal, spatial, and event- 
based correlations. Temporal correlations are those in which 

sensing data (e.g., environmental information) generally has 
long correlations; hence, past sensing data can affect future 
and present interpretations. Spatial correlations are those in 

which there is similarity among the data collected by adja- 
cent sensing nodes in the monitoring area. Event-based cor- 
relations are those in which the occurrence of an event (e.g., 
fire) causes the nodes at the event location to change in terms 
of correlation capability. 

This study uses temporal, spatial, and event-based corre- 
lations to detect and prevent malicious nodes in WSNs. First, 
based on the principle of temporal correlation, the sensing 
node establishes a local fault data detection mechanism on 

the collected environmental information using divided differ- 
ence filtering (DDF) ( Nørgaard et al., 2000 ) to identify abnormal 
data. Second, the cluster head leverages data uploaded by the 
sensing nodes to detect malicious nodes based on the prin- 
ciple of spatial correlation. Third, the gateway uses the infor- 
mation uploaded by cluster heads to verify malicious nodes 
based on event correlation to improve detection accuracy. 

The contributions of this paper can be summarized as fol- 
lows: 

• To improve the accuracy of detecting anomalies, the DDF- 
2 algorithm is used to construct the iterative state esti- 
mation model of the prediction model, and the predicted 
value of the model is modified and evaluated. 

• To solve the problem of inconsistent event judgment when 

detecting anomalies on neighbor nodes, this paper im- 
proves the method of allocating attribute weights to the 
AdaBoost algorithm. Additionally, a method to calculate 
correlations is designed, and the max–min approach is 
used to calculate a correlated fused value of nodes. This 
helps weaken the influence of a fault node on malicious- 
node detection and improves detection accuracy. 

• An event correlation method is proposed to accurately de- 
termine malicious nodes, which considers the advantages 
of temporal and spatial correlations and verifies the iden- 
tified malicious nodes in the WSN by locating events and 
its developing trend. 

The remainder of this paper is arranged as follows: the cur- 
rent status of research in the area is summarized in Section II, 
and Section III introduces the FDI attack model. Section IV in- 
troduces our proposed method. Section V describes the exper- 
imental results, and an interpretive discussion is presented in 

Section VI. Section VII presents the conclusions of this paper. 

2. Related works 

The mobile edge computing sensor network is a promising 
service provision platform for all types of users ( Liu et al., 
2020 ). WSN node intrusion detection is an example service. 
Several researchers have studied WSNs in light of common at- 
tacks on the routing layer, such as denial of service, black-hole, 
forged routing, and routing table overflow attacks. However, 
malicious-node attacks are destructive to the data collected, 
which affects detection results. Therefore, a great deal of at- 
tention has been paid to WSN attack detection. Recent works 
on node intrusion detection are divided into three categories: 
credit-, reputation-, and acknowledgement-based systems. 

The main idea of credit-based systems is reward node 
cooperation. Nodes receive credits for providing services to 
other nodes, such as helping them with packet forwarding. 
Nobahary and Babaie (2018) proposed a credit-based method 
of clustering network nodes to vote on the identification of 
potential malicious nodes. 

In reputation-based systems, each node randomly listens 
to messages from its neighbors to generate corresponding 
degrees of trust for their forwarding behaviors. For exam- 
ple, Karthigadevi et al. (2019) proposed a sinkhole detection 

mechanism using a network density estimation technique 
that leveraged neighbor details to estimate the network den- 
sity and identify the presence of malicious nodes in the re- 
gion. Acknowledgement-based systems send acknowledge- 
ment packets in the opposite direction to confirm their cor- 
rectness when receiving or sending packets. 

2.1. Detection schemes against WSN threats 

Owing to the limited resources of WSNs, secure routing is a 
difficult challenge. Previous research organized WSN threats 
into black-hole, Sybil, FDI, random poisoning, and sinkhole at- 
tacks. We discuss those in this subsection. 

Kalkha et al. (2018) proposed a hidden Markov 
model (HMM) that identifies malicious WSN nodes to 
prevent black-hole attacks. This method is based on 

end-to-end delays and packet-delivery rates and uses 
HMM’s empirical measurement method. Alternatively, 
Hammamouche et al. (2018) solved black-hole attacks using 
node reputation and multiple verification techniques. The 
value of node reputation is determined by situation and 
observation conditions. This method detects and eliminates 
simple and cooperative black-hole attackers while strength- 
ening cooperation among nodes. In most studies, the energy 
consumption of trust acquisition and diffusion was very 
large, negatively affecting network lifetime. 

With the Sybil attack, the attacker analyzes related 
costs and benefits before launching the attack. Kumar and 
Bhuyan (2020) proposed a game-theory method to resist Sybil 
attacks. According to its characteristics, the Kumar mecha- 
nism sets a global trust threshold to maintain node persis- 
tence in the network while identifying its trust level, making 
the attack expensive. Additionally, the author defined the util- 
ity functions of attacker and defender. 

FDI attacks inject false data into nodes to control their de- 
cision outputs, which then affects the judgment of the entire 
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system. Owing to the mobility of internet-of-things (IoT) de- 
vices, it is more difficult to detect these kinds of malicious at- 
tacks in WSNs. Hence, Yaseen et al. (2018) proposed an IoT- 
device-tracking model based on fog computing to detect mali- 
cious attacks. Compared with the traditional WSN model, this 
model reduces the computing cost of aggregation nodes to a 
greater extent. 

Hua et al. (2020) studied three different distributed de- 
layed least-mean-square algorithms based on the Kullback–
Liebler divergence (DLMSKLs) to weaken the impact of FDI at- 
tacks and analyzed their performance. The simulation results 
showed that the most effective DLMSKL algorithm was the 
Durbin–Watson (DW) version. Compared with other anti-FDI 
attack algorithms, the DLMSKL-DW algorithm weakens the 
impact of FDI attack more effectively. 

Random poisoning attacks can change node behaviors to 
prevent detection by the system, hence attack uncertainty 
must be accounted for. Meng et al. (2016) proposed a high- 
level conspiracy attack that invades cooperative intrusion 

detection networks using random poisoning attacks. Meng 
et al., showed that the trust mechanism must account for the 
assumption that malicious nodes randomly send malicious 
feedback. They can also send false information without sig- 
nificantly reducing their trust values. This poses additional, 
more subtle challenges. It further indicates that a combina- 
tion of detection techniques is necessary to defend against 
more sophisticated attacks. 

Sinkhole attacks target IoT networks, and they are easy to 
launch and difficult to defend against. Liu et al. (2018) pro- 
posed a pit-attack defense scheme based on a detection route 
to resist these attacks. The defense utilizes a routing mech- 
anism that combines reverse, equal-hop and minimal-hop 
routing of remote sinks, effectively avoiding the attack mode 
to find a safe route to the real sinks. The scheme utilizes the 
characteristics of network energy consumption, and the de- 
tection path mainly occurs in an area where remaining energy 
exists. Therefore, the proposed scheme has little influence on 

network lifetime. 

2.2. Detection schemes based on different WSN 

dimensions 

The methods discussed in this paper are based on node behav- 
ior assessment through which researchers have examined the 
detection of malicious nodes by using cooperative intrusion 

detection systems. However, the combination of their variety 
is insufficient. To determine the malicious nodes and make 
full use of feature information, it is instead necessary to iden- 
tify malicious nodes from within temporal, spatial, and event 
dimensions. 

Kumar et al. (2021) proposed a detection scheme based on 

spatial dimensions and event procedures. The scheme im- 
proved a deep convolutional neural network designed to find 
and isolate malicious nodes during the detection phase. The 
scheme clustered trusted nodes in the energy-efficient phase 
to achieve a balance between security and energy-savings. 

Bhuiyan and Wu (2016) proposed a temporal and spatial de- 
tection scheme that identified malicious-node attacks in time 
and space. In the time dimension, attack-related behaviors 
were determined by detecting mutations in correlation. In the 

spatial dimension, differences in the behaviors of nodes were 
determined by detecting correlations among multiple nodes. 

Li et al. (2020) proposed an event-based scheme that in- 
cluded a distributed filtering algorithm for linear systems un- 
der unknown input and FDI attacks and an event-based dis- 
tributed estimator to ensure satisfactory estimation perfor- 
mance, even under attacks. The estimator uses the state esti- 
mation information from target and adjacent nodes to obtain 

the filter gain by minimizing the upper bound of the estima- 
tion error covariance. 

Although several studies have focused on identifying ma- 
licious nodes, most schemes based on trust do not con- 
sider the reliable evaluation value of sensor nodes. To over- 
come this limitation, efforts to achieve accurate trust val- 
ues have become a new driving force. Yao et al. (2014) pro- 
posed a multi-level fuzzy trust model that considers the multi- 
dimensionality of trust to improve its accuracy and reduce the 
number of rules. Jaint et al. (2018) proposed a weighted-trust 
method that frequently assigns trust values to nodes. With 

adaptable weight as the evaluation value, this method reduces 
erroneous evaluations. However, there is still plenty of room 

for improvement in both accuracy and computation cost. 
Other schemes combine a variety of network intrusion 

detection mechanisms but do not consider how different 
dimensions of sensor-node data can achieve satisfactory 
performance. Our scheme combines the temporal, spatial, 
and event-based dimensions and their correlations to im- 
prove malicious-node identification. In our experiment, we 
compare our method to a traditional credit-based method 
( Nobahary and Babaie, 2018 ), two weighted-trust methods 
( Yao et al., 2014 ; Jaint et al., 2018 ), and the most recent FDI 
attack ( Tufail et al., 2021 ) to prove our method’s effectiveness. 

3. FDI attack definition 

When a FDI attack occurs, the attacker attempts to take con- 
trol of the system or influence its judgment by injecting spu- 
rious information into the network ( Xie et al., 2010 ). In WSNs, 
the nodes are vulnerable to FDIs because they are usually po- 
sitioned in uncontrolled environments. An attacker tampers 
with a node’s sensing data to force the greater system to make 
an incorrect conclusion about the current environment. For 
example, with a WSN used for fire monitoring, temperature, 
humidity, and smoke information can be manipulated to cre- 
ate a false positive. Additionally, such an attack can cause a 
false negative in which a real fire is not detected. The false 
scenario generated by this attack is constructed with Eq. (1) : 

D Fa lse = D real + α, (1) 

where, α represents the data inserted by an attacker, D real are 
the real data, and D Fa lse are the falsified environmental infor- 
mation caused by the injection attack. The FDI attack assumes 
that the attacker only attacks the sensing node, and the clus- 
ter head and gateway are not subject to FDI. In reality, the clus- 
ter head and gateway nodes are strongly protected. The goal 
of attackers is usually to cause the entire WSN to misjudge 
the current environment. Hence, the attack behavior includes 
tampering with data of abnormal or normal states. 
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Fig. 1 – Distributed detection mode. 

4. Correlation theory applied to 

malicious-node detection 

This paper leverages the correlation between nodes to detect 
malicious ones. We now describe methods of detection and 
principles of malicious nodes that drive the FDI attacks. 

There are two ways to detect malicious nodes: central- 
ized and distributed means. Centralized detection relies on all 
sensing nodes that transmit data to the gateway, and they are 
summarized and analyzed. The centralized detection method 
consumes a large amount of energy as all data are uploaded. 
Distributed detection requires the assignment of detection 

tasks to the sensing nodes, cluster heads, and gateways to 
understand the hierarchical processing of data. Therefore, 
the distributed detection method consumes less energy and 
is suitable for detecting FDI attacks. The detection model is 
shown in Fig. 1 . The sensing node collects environmental in- 
formation, and the cluster head performs the relevant calcu- 
lations on the collected data. The cluster head then uploads 
the calculation results to the gateway, which responds accord- 
ingly. 

Based on this method of detection, we can detect mali- 
cious nodes using the principle of correlation detection. First, 
anomalies in data from sensors are detected based on tempo- 
ral correlations. In a WSN, an anomalous event’s impact on a 
single node will be reflected in the time series of the node’s 
perception data. The working state of the node can then be 
judged by observing the historical data of the node along- 
side the changes in the perceived data at the next time slot. 
Second, spatial correlations can be used to detect malicious 
nodes. Because environmental events that cause changes to 
sensing nodes in adjacent areas that are highly similar, the 
spatial correlation between nodes can be used to determine 
the working states of nodes. Finally, event correlation can be 
used to verify malicious nodes. Because the occurrence of 
events (e.g., a fire) leads to changes in node correlation, event 
correlations can help verify malicious nodes in only the first 
two steps. 

Regarding the FDI model proposed in this paper, the corre- 
lation theory combines the above correlations to detect mali- 
cious nodes, as shown in Fig. 2 . As stated in Section III, the at- 
tacker’s purpose is to influence the entire system to make an 

incorrect judgment about the current environment. The ad- 

versary injects incorrect environmental data, potentially af- 
fecting all sensing nodes in the system. From the correlation 

between nodes, those with low correlation can be identified so 
that abnormal nodes can be detected. A few problems remain 

in the detection of each correlation and are discussed below. 

4.1. Detection of abnormal data based on temporal 
correlations 

This study uses temporal correlations to detect abnormalities 
among nodes. Owing to the long correlation of the information 

collected by sensing nodes, the normal range of data at the 
next time can be estimated by modeling the historical data. 
If the data collected by the sensing node exceed the normal 
range, they are determined to be in an abnormal node. This 
method accuracy mainly depends on the prediction model. 
However, the sensing node is vulnerable to interference from 

external factors that can lead to fluctuations in the collected 
data, such as temperature and humidity, which may lead to 
inaccurate predictions. The DDF algorithm can reduce the un- 
certainty of predictions by calculating the prior estimation of 
the node state and the Kalman gain of the collected data. Here, 
the autoregressive integrated moving average (ARIMA) model- 
ing method is adopted to establish a mathematical model that 
can accurately reflect the dynamic dependencies contained 
in the sequence according to the limited size of the collected 
data. This helps us predict the data at next time slot. Specif- 
ically, the DDF-2 algorithm is used to construct an iterative 
state estimation model to modify and evaluate the predictive 
state value of the ARIMA model. The sensing node constructs 
the next normal range of the collected data by the predicted 
data state and preset threshold. By constantly updating the 
above steps on the sensing node, an iterative detection mecha- 
nism for erroneous data based on a threshold is formed for the 
correction and evaluation of the predicted state of the model. 
By using the collected data and the posterior estimation to cor- 
rect the direction of the evolution of the system, the estimated 
error can be reduced. 

4.2. Detection of malicious nodes based on spatial 
correlation 

Malicious nodes are detected based on the spatial correla- 
tion between them. If there is an FDI attack in the WSN, the 
correlation fusion value of the attacked node in the cluster 
head will deviate from those of nearby cluster heads, help- 
ing identify malicious nodes. We detect malicious nodes by 
analyzing their abnormal conditions and calculating their as- 
sociated fusion value. First, the cluster head uses Dempster–
Shafe (D–S) evidential reasoning to fuse the abnormal condi- 
tions of each attribute datum to obtain the abnormal condi- 
tions of the nodes. D–S evidence theory is a generalization of 
Bayesian reasoning, which does not need prior knowledge and 
can deal with uncertain problems. It can express the uncer- 
tainty of research problems through upper and lower proba- 
bilities. Thus, it is widely used to deal with uncertainty prob- 
lems. Second, the cluster head calculates the similarity be- 
tween nodes based on each abnormal condition to obtain the 
associated fusion value. The malicious nodes are detected by 
observing the changes in correlation fusion values between 
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Fig. 2 – Detection of malicious nodes based on the correlation. 

neighboring nodes, but each detection algorithm has limita- 
tions, which are described next. 

The detection of exceptions in single-attribute data in the 
prior stage is often insufficient for detecting node exceptions. 
According to D–S evidence theory, the cluster head can fuse 
the abnormal situation of multi-source data to determine 
whether a node is abnormal. However, it encounters the prob- 
lem of conflicting evidence (i.e., the Zadeh paradox) when the 
cluster head uses D–S evidence theory for information fusion. 
This paradox occurs when 100% of the trust is assigned to a 
proposition having a small possibility, which produces a re- 
sult contrary to intuition. With actual data processing, evi- 
dence conflicts such as this are often encountered; hence, we 
should avoid the error to avoid reaching false conclusions, 
which seriously affects the accuracy of the judgment results. 
This study uses the AdaBoost learning algorithm to deal with 

such conflicts arising from D–S evidence. Because AdaBoost 
has a strong ability to fit and classify data, it classifies the data 
and processes conflicting evidence by combining weak learn- 
ers to form a strong learner. Therefore, conflicting evidence is 
regarded as difficult to categorize and classify, owing to noise 
and faulty data. 

WSN nodes may be affected by the detection of malicious 
nodes caused by node-fault transmissions because of interfer- 
ence from the environment. In this paper, a method to calcu- 
late correlation coefficients and weights is designed to solve 
these problems. The method is characterized by its severe 
punishment of abnormal-node occurrences, where the pun- 
ishment is reduced in case of a fault. Thus, the influence of 
faulty nodes on detection can be reduced. In real monitor- 
ing scenarios, the method used to calculate the correlation 

coefficient changes with the monitoring data in each period. 
To optimize the weight of the correlation coefficient between 

nodes in the comprehensive judgment, nearness degree the- 
ory is used. Different nodes within the same time around the 
same target are correlated to find relevant central values. If 
there is a malicious attack behavior among nodes, the target 
object will be recognized, owing to its obvious deviation from 

the central value. Hence, the attack behavior will be given a 
small weight, which effectively weakens the impact of mali- 
cious attacks. 

4.3. Verification of malicious nodes based on event 
correlation 

Because temporal and spatial correlation theories do not con- 
sider trends of variation in data from the perspective of events, 
misjudgments or missing judgments will occur. Based on 

event correlation, taking a fire event as an example, the gate- 
way can determine the location of the fire based on informa- 
tion of faulty nodes and can observe the development trend of 
the event by the temperature field near the fire to verify mali- 
cious nodes detected in the first two steps. 

5. Implementation of proposed method 

Malicious nodes can be detected adequately based on corre- 
lation theory because various problems occur in the data pro- 
cessing algorithm referenced by each correlation module. This 
section discusses the inaccurate prediction model in terms of 
temporal correlation, the inability of D–S to deal with a con- 
flicting evidence, the calculation of the association fusion val- 
ues of nodes in terms of spatial correlation, and the identifi- 
cation of malicious nodes in verifying event correlation. The 
corresponding solutions are also presented. 

5.1. DDF algorithm modifies prediction model based on 
temporal correlation 

The DDF-2 algorithm is introduced in this paper to construct 
an iterative state estimation model of the prediction model to 
modify and evaluate the predicted state values of the ARIMA 

model. The estimation error is reduced because the collected 
data and the posterior estimation are used to correct the di- 
rection of the evolution of the system. 

The pseudocode for the detection of abnormal data based 
on temporal correlation is as follows: 
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5.2. Spatial correlation—Improved detection algorithm 

based on near and long-distance correlations 

This paper improves D–S evidential reasoning in terms of near 
spatial correlation and the algorithm to determine the associ- 
ation fusion value of nodes in remote spatial correlations. 

5.2.1. Improved D–S evidence theory based on AdaBoost 
When cluster heads use D–S for information fusion, they en- 
counter the Zadeh paradox, which seriously negatively affects 
the accuracy of judgment results. 

For each node, sample data X (sequence of abnormal sit- 
uations in the previous stage) contains T sets of behavioral 
data; each set has n attributes, and the weights are ρn , (n = 

1 , 2 , · · · , N) . Suppose that in the initial situation, the weight of 
each set of data is ω 

1 
i = 

1 / T , and the change in the weight of the 
sample after piterations is ω 

p 
i , (i = 1 , 2 , · · · , T ; p = 1 , 2 , · · · , P) . 

Therefore, the sensor can generate T sets of behavioral 
data, and each set has n attributes. 

X = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

x 11 x 12 · · · x 1 N−1 x 1 N 
. . . 

. . . 
. . . 

. . . 
. . . 

x i 1 · · · x in · · · x iN 
. . . 

. . . 
. . . 

. . . 
. . . 

x T1 x T2 · · · x TN−1 x TN 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

. (2) 

In Eq. (2) , each column of the matrix represents an at- 
tribute, and each row represents the abnormality of each at- 
tribute at the given moment. Therefore, the values in the ma- 
trix represent whether the attribute data are abnormal. Ab- 
normality is represented by “0,” and the normal is “1.”

Using the weighted average method shown in Eq. (3) , the at- 
tribute weight of each sample, ρn , is multiplied by the weight 
of the set of data, ω 

p 
i , and the sample data, x in , under the given 

number of iterations. It is then divided by a normalization fac- 
tor, which is a sample score vector: the gravity center of x in . It 
is the feature representation of each sample attribute in the 
next set of data in the p − th iteration. 

x p n = 

∑ T 

i =1 
ρn ω 

p 
i x in / 

∑ T 

i =1 
ω 

p 
i , (3) 

where n = 1 , 2 , · · · , N, p = 1 , 2 , · · · , P. 
According to the Euclidean distance, after two adjacent 

pand p + 1 iterations, the offset in the gravity center of the sam- 
ple, d p+1 , is 

d p+1 = 

√ ∑ N 

i =1 

(
x p+1 
i − x p i 

)2 

, (4) 

where p = 1 , 2 , · · · , P − 1 . 
Eq. (4) expresses the difference between the same set of 

data under two iterations. 
Let d be the threshold of the Euclidean distance. 

1) If d p+1 > d, there is conflicting evidence, and the modified 
AdaBoost algorithm is used to judge it. 

Let l be the correction factor. Then, 

l = 

⎧ ⎨ 

⎩ 

d p+1 −d 
d p+1 + d , d p+1 > d 

1 , d p+1 ≤ d 
. (5) 

As shown in Eq. (5) , l increases as distance d p+1 increases 
because d is constant, indicating that the weight assigned to 
the “difficult” data in the p − th iteration is extremely large. 
Thus, the weight of the p − th observational data should be 
adjusted according to l. 

The equation for the AdaBoost-adjusted weight is Eqn 6 

ω 

p+1 
i = ω 

p 
i α

1 −l g p ( x i ) y i 
p . (6) 

The index in this equation, αp , is modified, and the weight 
is determined by l. If the value is large, the weight, ω 

p+1 
i , will 

reduce in the next iteration, meaning that the conflict in this 
iteration is large; the conflicting data should be weakened, and 
the impact of the conflicting evidence should be reduced. 

The strong classifier is Eqn 7 

g(x ) = arg max 
y ∈ Y 

∑ P 

p=1 
log 

1 
αp 

g( x i ) , (7) 

where g( x i ) is a weak classifier for x i . 
The AdaBoost algorithm ensures that the accuracy of most 

classifiers is greater than half to guarantee that the final 
classification error of the combined classifier set tends to 
zero. Therefore, when e = 0 or e > 

1 / 2 , the iterations should be 
stopped. 

The abovementioned method uses the correction coeffi- 
cient, l, to reduce the weight of conflicting evidence so that 
some extremely conflicting evidence is obscured and does not 
affect the overall judgment of the AdaBoost model. This re- 
duces overfitting and leads to a more accurate classification. 

2) When d p+1 < d, there is no conflicting evidence, and the 
basic probability assignment of each attribute is calculated 
directly by the D–S method. 

The improved algorithm for node association fusion value 
is based on nearness degree theory. Whether a node is mali- 
cious depends on the evaluation of other nodes in the given 

cluster. Thus, the evaluation of node j is based on the fusion 

of its associated value by other nodes in the cluster. (shown in 

Eqn. 8 

� ch, j (�t) = 

∑ n −2 

k =1 
ω k G k, j , (8) 

where ω k is the weight of the correlation between nodes. G i, j is 
the correlation coefficient between nodes, and � ch, j (�t) is the 
associated fusion value of the given node. 

The methods to calculate the correlation coefficient, G i, j , 
and weight, ω k , are designed as follows. The method to calcu- 
late the correlation coefficient is shown in Eq. (9) . 

G i, j (�t) = 

⎡ 

⎢ ⎢ ⎢ 

10 × r i j (�t) 

r i j (�t) + u i j (�t) 

⎛ 

⎝ 

1 

r i j (�t ) 
√ 

u i j (�t ) 

⎞ 

⎠ 

⎤ 

⎥ ⎥ ⎥ 

, (9) 
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where r i j (�t) is the number of normal data in a period of time, 
and u i j (�t) is the number of abnormal data in a period of time. 

As the number of exceptions increases, 1 / r i j (�t) 
√ 

u i j (�t) can 

gradually tend to zero and a small number of error data trans- 
missions of nodes will not greatly impact detection. Therefore, 
the above method reduces the impact of fault nodes on detec- 
tion. 

To optimize the weight of the correlation coefficient be- 
tween nodes in a comprehensive decision, this paper intro- 
duces the proximity degree theory. The maximum and min- 
imum criteria are introduced to measure the similarity be- 
tween each evaluation node, which is in the same monitoring 
period. Therefore, the weight of node j is evaluated using all of 
the information of the correlation proximity degree between 

node j and other nodes, as shown in Eq. (10) : 

ω j = 

∑ n −2 
l=1 σ j,l ∑ n −2 

j=1 
∑ n −2 

l=1 σ j,l 

, (10) 

where σk,l = min { G k, j , G l, j } / max { G k, j , G l, j } , and ω j satisfies ∑ n −2 
j=1 ω j = 1(0 ≤ ω j ≤ 1) . 
The average value, τ , and the standard deviation, o, of all 

� ch, j (�t) is obtained to calculate the minimum threshold, τ−o. 
If the associated value of node fusion is less than the mini- 
mum threshold, the node is judged to be malicious. 

The method to calculate the similarity between nodes in 

the cluster is designed to reduce the impact of node faults on 

detection, and the proximity degree is introduced to optimize 
the weight of the correlation coefficient between nodes in the 
decision and improve the detection of malicious nodes. 

5.2.2. Verifying malicious nodes based on event correlation 
Taking a fire event as an example, we locate the fire loca- 
tion and malicious nodes by the detection results of the above 
scheme and verify the findings by combining them with infor- 
mation about the surrounding temperature field. 

Regarding the abnormal event location, if the Euclidean 

distance between nodes is less than their sensing radii, the 
two nodes are neighboring nodes in the WSN. If node S m 

is 
a neighbor of S k , and S m 

is a normal node, then S k is a faulty 
node and can be used as the dividing point between the fire 
area and the area with no fire. The area formed by multiple 
dividing points is where the fire occurs. 

1) Calculate the center coordinates of the coverage area ac- 
cording to the dividing point as shown in Eqn. 11 : 

( x c , y c ) = 

( ∑ M 

l=1 x l 
M 

, 

∑ M 

l=1 y l 
M 

) 

. (11) 

2) Calculate the distance between the center node and each 

dividing point and use the maximum distance as the ra- 
dius as shown in Eqn. 12 .

r = max ( d ( x l , y l ) )l ∈ ( 1 , 2 , · · · , M ) . (12) 

Therefore, the fire zone is a circular area with ( x c , y c ) as the 
center and r as the radius. 

Kriging interpolation is used to establish the temperature 
field, which can be used to determine the range of the fire. 

Table 1 – Experiment parameters. 

Parameter Value 

Experiment Location Huahai Grassland in Qinghai Province 
Number of nodes 600 
Temperature Threshold 5 °C 
Humidity Threshold 10% 

Smoke Threshold 30 ppm 

Transmission Technology ZigBee 
Transmission distance 200 m 

Fig. 3 – Prediction results of DDF-2. (For interpretation of the 
references to colour in this figure legend, the reader is 
referred to the web version of this article.) 

For S k ∈ S i , i = { 1 , 2 , · · · , n } , if node S k detects the fire, its tem- 
perature and that of its neighbor nodes should be high. If the 
above correlation is not satisfied, then node S k is judged to be 
a malicious node. 

6. Experimental results 

First, 600 sensing nodes are distributed in the experimental 
environment to collect environmental information, including 
temperature, humidity, and smoke concentrations. The ex- 
perimental environment is set to have malicious attacks at 
the same time of fire. Supposing that among the 600 scat- 
tered sensing nodes, nodes R4–R9 are nodes in the event area, 
and there are some malicious nodes in this group. Each sen- 
sor node collects 1000 groups of environmental information. 
A group of data is collected at each time point, t, and every 
10 time points is a time period, T . Assuming that the time of 
the fire event is in time 300–400, malicious WSN nodes are de- 
tected through the above detection steps. The specific experi- 
mental parameters are shown in TABLE 1 . 

According to the actual situation of the grassland, an 

ARIMA prediction model was established based on the humid- 
ity of node R7, as shown in Fig. 3 . 

In Fig. 3 , the green line represents the fitted value, the blue 
line represents the predicted value, the red line represents the 
actual value, and the gray shows the predicted confidence in- 
terval. 

Analyzing the first 1000 sets of data of node R7 and in peri- 
ods of time T , the ARIMA prediction model is built. In Fig. 3 , 
a large difference is observed between the predicted value 
and the actual value from times 6000–7000, which shows that 
the humidity of node R7 was abnormal at this time period. 
This situation is consistent with the experimental hypothe- 
sis, which demonstrated that the ARIMA model improved with 
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Fig. 4 – Malicious-node detection results. 

Fig. 5 – Event location. 

the DDF-2 algorithm could adequately detect the abnormal 
nodes. 

Under the premise of the above experimental scenario and 
prediction model, the detection of malicious nodes is realized, 
and the detection results are shown in Fig. 4 . It can be seen 

from the figure that the correlation value of nodes R4–R9 dif- 
fers from other nodes. Thus, it can be preliminarily judged 
that there may be some accidents in the region of nodes R4–R9. 
Moreover, through the above calculation, it can be seen that 
in the accident area, the association fusion values of nodes 
R5 and R7 are quite different from those of others. There- 
fore, nodes R5 and R7 can be initially determined as malicious 
nodes. 

These results can be represented as a plane, as shown in 

Fig. 5 . The maximum distance between the center of the circle 
and each dividing point was taken as the radius of the region, 
and the range of coordinates of the fire area was determined 
according to Eq. (10) . The black dots in Fig. 5 are normal nodes, 
the blue area is the fire area, and the red dots in the fire area 
are nodes around the fire event. The red pentagon located in 

the fire area shows the location of the fire source. As shown in 

Fig. 5 , R4–R9 are in the fire area, and R1–R3 were in the non- 
fire area. The results of detection are consistent with the ex- 
perimental hypothesis. Therefore, the proposed algorithm is 
accurate in terms of calculating the scope of the fire. 

We then used Kriging interpolation to establish the tem- 
perature field. Through this information, the correctness of 
the fire-related information and the scope of the fire site were 
determined. Kriging interpolation was used to transform the 
discrete points into a continuous 3-dimensional plane. The 

Fig. 6 – Temperature field. 

results are shown in Fig. 6 , from which we can see the tem- 
perature range of the region. The light-blue color represents 
the region where nodes R5 and R7 were located, which had a 
low temperature. The red color shows the region where nodes 
R4, R6, R8, and R9 were located, which had a high tempera- 
ture. Nodes R4–R9 were in the fire area, but the temperatures 
of R5 and R7 did not increase significantly. Therefore, R5 and 
R7 were verified as malicious nodes. 

7. Performance analysis 

To better illustrate the advantages of the proposed method, 
ours with and without improvement were compared to each 

other, to the fuzzy trust algorithm proposed by Nobahary and 
Babaie (2018) , and to the credit-based method proposed by 
Yao et al. (2014) . Assuming that there are FDI attacks in the en- 
vironment, the ratio of malicious nodes to all nodes was taken 

as the experimental variable. Recall, false-positive rate (FPR), 
and false-negative rate (FNR) were used to evaluate the effec- 
tiveness and reliability of the system. The evaluation equa- 
tions are as follows Eqn 13, 14 and 15 : 

Recall = 

T P 
T P + F N 

, (13) 

F PR = 

F P 
T N + F P 

, (14) 

F NR = 

F N 

F N + T N 

, (15) 

where TP is the number of true positive samples that are clas- 
sified as positive, FP is the number of negative samples that 
are classified as positive, TN is the number of negative sam- 
ples classified as negative, and FN is the number of positive 
samples classified as negative. 

Our method with and without improvements in Recall and 
FNR are shown in Fig. 7 . Fig. 7 (a) represents the results of the 
comparison, and Fig. 7 (b) represents those of D–S evidential 
reasoning with and without improvements. Fig. 7 (c) shows 
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Fig. 7 – Comparison results with and without improvement. 

the results with and without the improvement to the method 
used to calculate the associated fusion values. They all show 

that improvements in the prediction model and values of cor- 
relation fusion have a significant impact on the experimental 
results, whereas the improvement in D–S evidential reasoning 
has a smaller impact. 

According to the results in Fig. 8 , the recall of six meth- 
ods showed a downward trend with the increase in the ra- 
tio of malicious nodes, where our method lacking improve- 
ments recorded the steepest decline. Compared with the 
methods proposed by Tufail et al. (2021) , Yao et al. (2014) , and 

Fig.8 – Our method’s comparison results vs. other methods. 

Jaint et al. (2018) , and Nobahary and Babaie (2018) , our method 
based on correlation theory was superior because it has the 
advantages of correlation detection for malicious nodes. This 
can be seen from Fig. 8 (b) and (c), in which the FPR and FNR 
detected by malicious nodes are in positive proportion to the 
proportion of malicious nodes. Under the same ratio of mali- 
cious nodes, the proposed detection method based on correla- 
tion exhibited lower FPR and FNR than those of the other five 
methods. 
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The correlation among nodes was used to detect malicious 
nodes. The FPR of the proposed scheme was lower than that of 
the other five methods, and all were lower than 3%. The FNR 
was less than 30%, which is lower than that of other meth- 
ods. This shows that the proposed method yielded efficient 
performance in terms of detecting malicious nodes based on 

correlation. 

8. Conclusion 

This paper proposed a method to detect FDI attacks based 
on correlation analysis. In terms of time correlation, owing to 
the instability of data collected by nodes, the DDF-2 algorithm 

was used to modify the prediction model, effectively reduc- 
ing the estimation error over previous methods. Because the 
fault transmission of nodes and the attack-related behavior of 
malicious nodes affect detection rates in WSNs, we designed 
two malicious-node detection methods. First, the cluster head 
uses the detection results of the previous stage and improves 
the AdaBoost algorithm to optimize the weight allocation of 
each attribute by comprehensively considering the abnormal 
situation of each attribute data. The algorithm also reduces 
the impact of node-fault transmission on detection. We also 
designed a method to calculate the correlation coefficient and 
used the max–min approach to calculate the correlation fu- 
sion values of nodes. This is helpful in weakening the influ- 
ence of the fault node on the detection of malicious nodes and 
improve the accuracy of detection. 

An event correlation-based detection method was pro- 
posed to improve detection performance. A fire event was 
used as an example. By locating the event and utilizing infor- 
mation on the temperature field around the event node, we 
identified and verified malicious nodes in the WSN. The com- 
parative analysis of experiments found that both the fuzzy 
and weighted-trust algorithms must calculate the coefficient 
according to a manually configured weight by subjective con- 
sciousness, resulting in a lack of stability and reliability of 
trust evaluation results. The credit-based methods did not 
consider the complexity of the relevant indicators, which lim- 
ited their applicability. Artificial-intelligence-based method 
considered nodes in isolation, which made it impossible to 
cope with changes of node data caused by the current envi- 
ronmental changes. This reflects the advantage of detecting 
malicious nodes based on correlation theory. The experimen- 
tal results showed that the proposed method in this paper is 
superior to other methods in recall, FPR, and FNR. Therefore, 
the scheme proposed in this paper shows good performance. 

Although the proposed method is better than the com- 
pared method according to the above three indicators, the pro- 
posed method also has some limitations. For example, with 

the increase of the proportion of malicious nodes, the recall 
of the proposed method has a downward trend. When the 
proportion of malicious nodes is 50%, the recall is less than 

90%. Therefore, in future works, we should further optimize 
the method to improve the recall of malicious nodes and re- 
duce the FPR and FNR. For actual environmental monitoring, 
the possibility of misjudgment caused by malicious attacks is 
overall minimized. 

Algorithm 1 

Algorithm 1 – Introduction of DDF-2 ( ̂  X 

+ 
k −1 , 

ˆ S + k −1 ) . 

Input: ˆ X + k −1 : the prior estimation of the ( k -1)-th state; ˆ S + k −1 : the 
associate covariance of prior estimation error of the ( k -1)-th state. 
Output: ˆ X + k : the prior estimation of the ( k )-th state; ˆ S + k : the 
associated covariance of prior estimation error of the ( k )-th state. 
1 //compute the corresponding first- and second-order divided 
differences 

2 S (1) 
X ̂ X ,k −1 

= 

1 
2 h (F ( ̂  X 

+ 
k −1 + h ̂ S + X,k −1 , W k −1 ) − F ( ̂  X + k −1 − h ̂ S + X,k −1 , W k −1 )) ;

3 S (1) XW,k −1 = 

1 
2 h (F ( ̂  X 

+ 
k −1 , W k −1 + hS W 

) − F ( ̂  X + k −1 , W k −1 − h S W 

)) ;
4 S (2) XW,k −1 = √ 

h 2 −1 
2 h 2 

(F ( ̂  X + k −1 , W k −1 + hS W 

) + F ( ̂  X + k −1 , W k −1 − h S W 

) − 2 F ( ̂  X + k −1 , W k −1 )) ;
5 S (2) 

X ̂ X ,k −1 
= 

√ 

h 2 −1 
2 h 2 

(F ( ̂  X + k −1 + h ̂ S + X,k −1 , W k −1 ) + F ( ̂  X + k −1 −h ̂ S + X,k −1 , W k −1 ) −2 F ( ̂  X + k −1 , W k −1 )) ;
6 //compute the ̂ X −k and ˆ P 

−
X,k 

7 ˆ X −k = 

h 2 −1 
2 h 2 

F ( ̂  X + k −1 ) + 

1 
2 h 2 

(F ( ̂  X + k −1 + h ̂ S + X,k −1 ) + F ( ̂  X + k −1 − h ̂ S + X,k −1 )) ;
8 ̂ S −X,k = [ ̂ S (1) 

X ̂ X ,k −1 
ˆ S (1) XW,k −1 ̂

 S (2) 
X ̂ X ,k −1 

ˆ S (2) XW,k −1 ] ;
9 ˆ P −X,k = 

ˆ S −X,k ( ̂ S 
−
x,k ) 

T ;
10 //compare the Euclid distance, D k , with the threshold, τ ;
11 D k ← | Z k − ˆ X k |;
12 If D k > τ , then 
13 judge false; 
14 else 
15 judge true; 
16 end if 
17 //compute the first- and second-order divided differences 

18 S (1) 
Z ̂ X ,k 

= 

1 
2 h (g( ̂  X 

−
k + h ̂ S −X,k , V k ) − g( ̂  X −k − h ̂ S −X,k , V k )) ;

19 S (1) ZV,k = 

1 
2 h (g( ̂  X 

−
k , V k + h S V ) − g( ̂  X −k , V k − h S V )) ;

20 S (2) ZV,k = 

√ 

h 2 −1 
2 h 2 

(g( ̂  X −k , V k + h S V ) + g( ̂  X −k , V k − h S V ) − 2 g( ̂  X −k , V )) ;
21 S (2) 

Z ̂ X −,k 
= 

√ 

h 2 −1 
2 h 2 

(g( ̂  X −k + h ̂ S −X,k , V k ) + g( ̂  X −k − h ̂ S −X,k , V k ) − 2 g( ̂  X −k , V k )) ;
22 //compute ˆ Z −k and P XZ,K ;
22 ˆ Z −k = 

h 2 −1 
2 h 2 

g( ̂  X −k ) + 

1 
2 h 2 

(F ( ̂  X −k + h ̂ S −X,k ) + g( ̂  X −k − h ̂ S −X,k )) ;
23 S ZZ,k = [ ̂ S (1) 

Z ̂ X −,k −1 
ˆ S (1) ZV,k ̂

 S (2) 
Z ̂ X ,k 

ˆ S (2) ZV,k ] ;
24 P XZ,k = 

ˆ S −X,k (S 
(1) 

Z ̂ X − , k ) T ;
25 // calculate the Kalman gain, K k , as well as ˆ X + k , ̂

 P + k ;
30 K k = P XZ,k ( S ZZ,k ( S ZZ,k ) 

T ) −1 ;
31 ˆ X + k = 

ˆ X −k + K k ( Z k − ˆ Z −k ) ;
32 ˆ P + X,k = ( ̂ S −X,k − K k S 

(1) 

Z ̂ X ,k 
) ( ̂ S −X,k − K k S 

(1) 

Z ̂ X −,k 
) T + K k S 

(1) 
ZV,k ( K k S 

(1) 
ZV,k ) 

T ;
33 return ˆ X + k , ˆ S 

+ 
k ; 
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