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Dedication

10 all the heroes and victims of the terrorist attacks on September 11, 2001,
inc[uding all the soldiers and civilians who risk their lives in ]mq and
Afghanistan

1 could not have done this book without thinking about the grief of the entire
United States and remembering the most horrifying day of 9/11.

We never know what is coming,
About the things that occur,
When someone does not worry.
Nobody has the time,
To think about the crime,
That someone may do.
If each one would worry,
We would not have to look,
Death into the air.

Numerous have vanished the ones they love.
Other have lost the ones that cared about them.
Nothing would have occurred,

If everyone would just think about,

The things that are crucial.

Courageous warriors in suits of yellow and black,
Responding to a cry for help without reservation they go on to the battle.
To snatch a person from death is the goal and supreme reward.
It’s what all the preparation and self sacrifice is geared toward.
They love their nation and their fellowmen the same.

It’s a profession that supplies little financial gain.

Their mission is simple the American dream to keep and protect,
A life to save, a home to protect, to this they will tend.

—Tears From the Hearts of the Citizens of the United States

(Excerpted from 9/11 memorial poems created by JDK, Elizabeth,
myself, and other citizens of the United States)
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Preface

This book is derived from my doctoral dissertation and research papers, as a result
of which I received the Young Scientist Award for 2007, given by the American
Academy of Sciences and Environmental Science and Technology. The work was
done under the guidance of my former mentor, Dr. Chia Shun Shih, who taught
me the significance of prospect theory in risk analysis, which he utilized throughout
his career in both the public sector and academia. This book represents a perfec-
tion of research development that has been rigorously enhanced over the past sev-
eral years. The intent of presenting the materials contained within this book is to
remodel and improve public perception of terrorism risk, particularly that on water
infrastructure security, and to achieve incremental risk acceptability.

The primary objective of this book is to educate the reader on how to use quan-
titative risk assessment that analyzes the terror threats against U.S. water infra-
structure and precisely defined pathways leading from the initial policy decision
to the final consequences. Comparison of these risk probabilities with limits based
upon the revealed preference concept and cumulative prospect theory provide
the decision maker with the chance to review alternatives for acceptability. The
probabilistic risk assessment methodology based on cumulative prospect theory is
detailed in Chapters 9 and 11.

Since the September 11, 2001 (9/11) terrorist attacks, national concern has
focused on the effectiveness of preventive measures for protecting critical infra-
structure. After several years of witnessing different legislations and the implemen-
tation of several governmental programs related to infrastructure security, I still
see that most of the water supply systems currently remain unprotected, including
dams, reservoirs, and aqueducts. Even though there are grave threats from princi-
pal terrorist leaders against the U.S. water supply system following 9/11, it seems
that the public does not feel the magnitude of the risks posed by potential attacks,
particularly those against the sole source of life, the drinking water supply. Most
terrorism scenarios presented by homeland security experts are focused on cyber-
space and treatment facilities and not on original water sources. Meanwhile, this
book graphically uncovers potential terrorism activity scenarios and bold plans of
terrorist leaders that are truly considered unthinkable events by the general public,
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as presented in detail in Chapters 4 and 11. These presentations will not only make
the homeland security decision makers and the public realize the urgent need for
water infrastructure protection but also shed light on strategic improvements to
water infrastructure security, to make it difficult for the terrorists to launch their
attacks against the United States and to minimize the impact of the attacks that
may take place.

Steve Recca of the Naval Postgraduate School’s (NPS) Center for Homeland
Defense and Security inspired me to prepare Chapter 11 to close this book.
Chapter 11 presents a special topic on intelligence analysis for water infrastruc-
ture terrorism prevention with illustrative practical examples, terrorism warnings,
risk estimation models, and risk acceptability analysis. Improvements to U.S.
Intelligence agencies could make a substantial difference on keeping Americans
safe and secure.
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Chapter 1

Introduction

After the September 11, 2001, series of coordinated terrorist attacks against the
United States, the utmost national mission is ensuring the effectiveness of safeguard
measures protecting critical national infrastructure. Security of water reserves is a
matter of the highest priority for governing agencies, environmental stakeholders,
and the general populace worldwide. Consequently, Executive Order (EO) 13010
designated water infrastructure as one of the eight critical national infrastruc-
tures. After the terrorist attacks, the USA PATRIOT Act of 2001 (P.L. 107-56),
Homeland Security Act of 2002 (P.L. 107-296, Section 2.4), and Homeland
Security Presidential Directive 7 (HSPD-7) designated water infrastructure as one
of 18 separate infrastructures vital to the security of the United States. Destruction
of groundwater resources and the urban water supply system—through using
deadly chemical threats that are difficult to remove, blasting water supply treatment
facilities, blasting reservoirs/dams, and exploding petrochemical facilities adjacent
to water resources—would likely create mass casualties, cause catastrophic health
effects, create chaos in regional or national security, cause irreversible damage to
the water system, disrupt the downstream industry infrastructure, and cause eco-
nomic destruction comparable to that from the use of a weapon of mass destruction
(WMD). Based on review of the literature, there is inadequate protection against
acts of terrorism on water infrastructure and scarce technology for ensuring safety
and security. Such protective measures are urgently needed so that homeland secu-
rity professionals, managers, engineers, scientists, and experts can incorporate risk
assessment in policy making that provides tools for water infrastructure protection,
while providing a flexible vehicle for incorporating public input.
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1.1 Objective

The objective of this book is to develop a risk assessment methodology based on
cumulative prospect theory for the analysis of threats of terrorism against water infra-
structure. Model results are compared with the results of other risk and vulner-
ability assessment processes, formulations, and models recommended by renowned
authors, private industry consultants, the U.S. Department of Homeland Security
(DHS), and other government agencies for water infrastructure protection and the
respective public perception of risk.

1.2 Scope

The scope of this book includes the following: development of an integrated
approach of risk assessment based upon cumulative prospect theory; review of legal
and regulatory requirements related to the protection policy of groundwater and
water supply systems for urban areas against terrorism; application of the developed
integrated model to the risk assessment of aquifers of karstic limestone producing
the sole water source of large urban regions; and application of the integrated model
to the risk assessment of surface water, dams, wells, wastewater treatment facilities,
reservoirs, and aqueducts of large urban regions as an illustrative example for the
approach.
Specifically, the following will be presented:

B Evaluation of terrorism hazards on water supply systems that affect human
health and the environment

B Development of risk estimation model based on the event tree analysis

B Terrorism activity scenario development

B Development of fault tree analysis on risk estimation for potential terrorism
activities, potential contamination, and vandalism of water supply systems

B Development of an integrated approach for the risk acceptability analysis
embedded with cumulative prospect theory for acts of terrorism against the
water infrastructure of urban areas

B Evaluation of hazards of prescription drugs (pharmaceuticals) and personal
care products in the water supply system in addition to chemical threats
against human health and the environment

B Evaluation of hazards of petrochemical facility explosions and blasting of
wastewater treatment plants near water resources

B Review, evaluation, and application of standard qualitative/quantitative pro-
cesses, operational formulations, and models recommended by other renowned
authors, private industry consultants, DHS, and other governmental and
state agencies
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B Development and introduction of preventive measures, emergency prepared-
ness, emergency response, and recovery plans

B Development of strategic intelligence analysis integrated with cumulative pros-
pect theory for water infrastructure terrorism prevention

1.3 Purpose

Terrorist attacks against water infrastructure through contamination using chemi-
cals that are difficult to treat, blasting of water supply treatment facilities, explosion
of petrochemical facilities, and destruction of reservoirs/dams could impact the
public in the following ways:

B Cause mass casualties and catastrophic health effects (e.g., physical and men-
tal illness, disease, or death)

B Create chaos in regional or national security

B Cause damage to public morale and confidence

B Contaminate the water supply system and cause long-term damage to safe
drinking water supplies

B Disrupt the downstream industry and commercial infrastructure that depend
on safe water supplies

B Create irreversible damage to groundwater resources and water supply systems

B Cause regional or national economic and financial chaos from the loss of
groundwater resources and the water supply system

B Cause damage to the environment and natural resources

B Create a need to remediate and replace portions of the water system to make
it safe, which could in turn create water shortages or outages

B Result in significant costs for remediation or replacement of the water supply
system, which weaken the U.S. economy

Because any of these impacts could have serious consequences, the United States
should be concerned about terrorist attacks using chemical threats and other poten-
tial ways of contamination of the urban water supply system.

Accordingly, this study is crucially needed in recognizing and identifying
prospective events of terrorism against water infrastructure. The uncovering of
these events may lead to strategic improvements in U.S. water infrastructure
security, make it more difficult for the attacks to succeed, and lessen the impact
of attacks that may occur. Safeguards employed include change in policy, incor-
poration of intrusion detection technology, increased surveillance, and improved
intelligence. In addition to strategic security enhancements, tactical security
improvements to water reserves can be rapidly implemented to neutralize poten-
tial attacks.



4 m Risk Assessment for Water Infrastructure Safety and Security

The HSPD-7 designated the U.S. Environmental Protection Agency (EPA) as
the federal lead for water infrastructure protection. Both the DHS and the EPA
must highly prioritize the protection of groundwater resources and the urban water
supply system because they are vulnerable to contamination from deadly agents.
The destruction of groundwater resources and the urban water supply system by
terrorists can cause catastrophic effects comparable to those resulting from the use
of a WMD. Risk assessment can shed light on specific strategy and regulatory
improvements.



Chapter 2

Acts of Terrorism and
the Biological, Chemical,
and Radiological
Weapons Used against
Water Infrastructure

2.1 Introduction

This chapter introduces the terrorist acts and the biological, radiological, and chem-
ical weapons used for the terrorist attacks, and the new emerging threats to the
drinking water supply—prescription drugs. The risks to water reserves and public
health are presented herein to provide awareness not only to governmental agencies
but also mainly to the general public. Reduction approaches for the contaminants
are also presented in this chapter, which can be used as guidelines to water supply
system recovery in the event of contamination.

The U.S. Department of Defense (DOD) has defined terrorism as the calcu-
lated use of the threat of unlawful violence to inculcate fear intended to intimidate
governments or societies in the pursuit of goals that are generally political, reli-
gious, or ideological. Thus, violence, fear, and intimidation are the three key ele-
ments that produce terror in its victims. Determination of terrorist’s strategies and
identification of their goals in previous and or future attacks will provide guidance
to strategic security enhancements for the water infrastructure in the United States.

5
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2.2 Characterization of Terrorism

As water supply systems are essential to human life and the environment, disruption
for any period could cause panic and disorder in society. Chemical threats such as
arsenicand cyanide (CN) are not sufficiently understood as potential weapons for ter-
rorism against water infrastructure. In fact, these chemicals are potent because they
are not likely to be easily reduced by chlorine oxidation in municipal water-treatment
facilities (Figure 4.11). Chlorination of these chemicals can produce hazardous com-
pounds such as arsenic trichloride (AsCl;) and cyanogen (CN,). However, one of the
best available techniques (BAT) identified by the U.S. Environmental Protection
Agency (EPA) to treat CN is to use chlorination. Terrorists may achieve their goals
of catastrophic damage against United States, gain mass media attention, and create
chaos comparable or worse than 9/11 and the suicide bombings in Afghanistan and
Iraq that generated thousands of American combat and civilian casualties, by suc-
cessfully contaminating the homeland drinking water supply.

2.2.1 High-Profile Terrorism against the United States

Significant transformations in the international environment have been accompa-
nied by technological changes that may have serious consequences for future terror-
ist operations against the United States. In order to maximize media attention, fear,
and public anxiety, terrorists have increasingly focused their efforts on more destruc-
tive and high-profile attacks. For example, on September 11, 2001 (9/11), terrorists
hijacked four U.S. commercial airliners that took off from various locations in the
United States in a coordinated suicide attack. In separate attacks, two of the air-
planes were crashed into the twin towers of the World Trade Center in New York
City, which caught fire and eventually collapsed. Then, a third airplane crashed into
the Pentagon in Washington, D.C., causing extensive damage. Casualty estimates
from New York put the possible death toll at nearly 3,000, while as many as 184
people may have been lost at the Pentagon crash site. This trend toward high-profile,
high-impact attacks comes at a time when interest is growing among domestic and
international extremists in weapons of mass destruction (WMD).

2.2.2 Existing Regulations against Terrorism
in the United States

The existing regulatory requirements for terrorism prevention and security in the
United States are provided and examined in the following sections.

2.2.2.1 Critical Infrastructure Information Act

The Critical Infrastructure Information Act (CIIA), codified in United States Code
§§131-134, as subtitle B of Title II of the Homeland Security Act (Public Law
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107-296, 116 Stat. 2135, Sections 211-215), legalizes the disclosure of information
submitted to the U.S. Department of Homeland Security (DHS) about vulnerabili-
ties and threats to critical infrastructure. The creation of a new DHS established
the safeguard of U.S. critical infrastructure such as the following: food and water
systems, agriculture, health systems and emergency services, information and tele-
communications, banking and finance, energy, transportation, the chemical and
defense industries, postal and shipping entities, and national monuments and icons.

2.2.2.2 Freedom of Information Act

The Freedom of Information Act (FOIA) contains provisions to ensure citizen
access to government information. The FOIA applies only to federal agencies and
does not create a right of access to records held by Congress, the courts, or by state
or local government agencies (DOJ 2010).

2.2.2.3 Chemical Facility Antiterrorism Standards:
Interim Final Rule

DHS has issued an Interim Final Rule (IFR) (DHS-2006-0073, RIN 1601-AA41,
6 CFR Part 27) pursuant to Section 550, which provided the department with
authority to promulgate Interim Final Regulations for the security of certain chemi-
cal facilities (DHS 2007a). The rule establishes risk-based performance standards for
the security of our nation’s chemical facilities (DHS 2010a). The standard requires
any facility that manufactures, uses, stores, or distributes certain chemicals and
their respective screening threshold quantities (STQ) to submit a chemical security
assessment tool top-screen within 60 calendar days of coming into possession of
the listed chemical at or above 1% by weight. Appendix A of the Chemical Facility
Antiterrorism Standards (DHS 2009c¢) regulation lists the DHS chemicals of inter-
est and their corresponding STQ. There are some industries and facilities that are
exempt from CFATS, which include the following: (1) facilities regulated under the
Maritime Transportation Safety Act of 2002; (2) public water systems, as defined in
the Safe Drinking Water Act; (3) water-treatment facilities as defined in the federal
Water Pollution Control Act; (4) facilities owned or operated by the DOD or the
Department of Energy (DOE); and (5) facilities subject to regulation by the Nuclear
Regulatory Commission (NRC). Essentially, DHS created high standards for pro-
pane, chlorine, and ammonium nitrate because of their hazardous and explosive
characteristics and potential use in a terrorist attack. Acetone and urea, however, have
been removed from the list, even though they can be used as precursors to explosives.

2.2.2.4 USA PATRIOT Act

The acronym PATRIOT stands for Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001 (Public Law 107-56). There are
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10 USA PATRIOT Act provisions, which are all directed toward enhancing security
against terrorism. The provisions include but are not limited to: (1) expanding fed-
eral agencies’ powers in intercepting, sharing, and using private telecommunications,
especially electronic communications, along with a focus on criminal investigations
by updating the rules that govern computer crime investigations; (2) protecting the
U.S. borders; (3) capturing and prosecuting of terrorists; (4) international money
laundering abatement and financial antiterrorism; (5) aiding the families of Public
Safety Officers who were injured or killed in terrorist actacks; (6) making grants and
entering into contracts with some groups to deal with terrorist organizations that
cross jurisdictional boundaries; (7) strengthening the criminal laws against terrorism
and mass destruction, as well as assassination or kidnapping as a terrorist activity;
(8) improving U.S. intelligence; and (9) protecting critical infrastructure. However,
the PATRIOT Act limited the Director and gave him no authority to direct, man-
age, or undertake Foreign Intelligence Surveillance Act (FISA)-based electronic sur-
veillance or physical search operations unless they have been authorized by statute or

executive order as designated in National Security Act of 1947 (50 U.S.C. §403-3(c)).

2.2.3 International Laws and Agencies against Terrorism

Addressing the terrorism phenomenon is a very challenging task. Although con-
demnation of terrorist activities by the international community has been unani-
mous and unequivocal, efforts to regulate this phenomenon have been corrupted
by differences of approach and competing concerns. A number of key issues remain
unresolved, and the solution has been further complicated by the emergence of new
forms of terrorism. The challenge facing the international community is translac-
ing the statements of condemnation of terrorism into definite measures that can
effectively address the very negative effects and consequences of terrorist activi-
ties. The International Civil Aviation Organization, for instance, has a brief to
develop agreements and recommendations on the security of air travel, including
on the threat of hijackings. The International Atomic Energy Agency (IAEA) cur-
rently monitors more than 900 facilities around the world where nuclear mate-
rial is stored. The United Nations Office for Drug Control and Crime Prevention
(ODCCP) terrorism prevention experts have recently provided advice to the IAEA
and the Organization for the Prohibition of Chemical Weapons and to many
national governments secking to incorporate international treaties against terror-
ism into domestic law.

2.2.4 Water Infrastructure Terrorism Attempts
and Disasters in the United States

Concern over security at water reserves increased dramatically after 9/11. According
to the Federal Bureau of Investigation (FBI 2001), recent terror threats against the
water supply have occurred, and it specifically advised the nation’s water utilities
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to prepare to defend against attacks on pumping stations and pipelines that deliver
water to consumers. Consequently, minimal attempts at terrorism against urban
water supplies in the past have created concerns among U.S. government agencies
and experts.

Most literature related to water infrastructure terrorism presents different com-
mon perceptions of physical attacks, cyber terrorism, or bioterrorism (e.g., bombing
of water pipelines, terrorist attacks on electronic systems controlling water opera-
tions, and injection of biological threats into hydrants and water pipes). These events
are not likely considered as high-profile terrorism by principal terrorists and would
not meet their high standard to inflict disaster against the United States because
they do not create mega-media attention and do not cause catastrophic events
and/or mass casualties comparable with the terrorist attacks on 9/11. Chapters 4
and 11 of this book presents different terrorism scenarios that the terrorist leaders
might be currently planning to launch in the United States.

Biological threats against water infrastructure can be treated with tertiary treat-
ment. Likewise, cyber terrorism of water infrastructure can cause temporary pub-
lic panic but should be resolved by high-tech experts within a reasonable time.
However, biological and cyber terrorism of water infrastructure should not be
neglected because of its vulnerability from vandalism, criminals, amateur terrorists,
or disgruntled individuals. The federal, state, and local governing agencies should
acknowledge a wide range of terrorism activity scenarios and disseminate financial
support equally for protection and security, and should not focus only on warfare
like cyber terrorism and biological threats. Table 2.1 shows some of the major infra-
structure disasters and vandalism.

Table 2.1 Major Water Infrastructure Vandalism, Terrorism, and Disasters

Date Description

1889 | According to Federal Emergency Management Agency (FEMA), after a
night of heavy rains, the South Fork Dam had failed, sending tons of
water crashing down the narrow valley. Boiling with huge chunks of
debris, the wall of flood water grew at times to 60 ft high, tearing
downhill at 40 miles/h and leveling everything in its path (FEMA 2010).

1911 | Austin Dam, a dam in the Freeman Run Valley, Potter County,
Pennsylvania, failed and destroyed the Bayless Pulp & Paper Mill and
the town of Austin, and resulted in the deaths of 78 people.

1928 | St. Francis Dam failed catastrophically on March 12, 1928, unleashing
12.5 billion gallons of water 140 ft high, rushing at 18 miles/h. It
followed the Santa Clara River, destroying more than 1,200 homes and
10 bridges, and killing more than 500 people, on its way to the Pacific
Ocean (AEG 1978).

(Continued)
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Table 2.1 Major Water Infrastructure Vandalism, Terrorism,
and Disasters (Continued)

Date

Description

1970

A tailings dam owned by the Buffalo Mining Company in Buffalo
Creek, West Virginia failed. In a matter of minutes, 125 people were
killed, 1100 people were injured, and more than 3,000 were left
homeless (FEMA 2010).

1976

Teton Dam, a 123 m high dam on the Teton River in Idaho, failed,
causing $1 billion in damage and leaving 11 dead. More than 4,000
homes and more than 4,000 farm buildings were destroyed as a result
of the Teton Dam failure (FEMA 2010).

1977

Kelly Barnes Dam in Georgia failed, killing 39 people, most of them
college students (FEMA 2010).

1985

(Failed Attempt) Law enforcement authorities discovered that a

small survivalist group in the Ozark Mountains of Arkansas known

as The Covenant, the Sword, and the Arm of the Lord (CSA) had
acquired a drum containing 30 gallons of potassium cyanide, with the
apparent intent to poison water supplies in New York, Chicago, and
Washington DC.

2003

According to United Press International (UPI), Al-Qaida threatens the
U.S. water supply. A U.S. intelligence official who would not comment
on al-Ablaj’s credibility played down the threat to U.S. water supplies
in a brief interview with UPL. “It is very difficult to covertly poison a
reservoir,” the official said. “It would take many truckloads of poison”
which would make it difficult to do secretly. (Maxnews 2003)

2003

Four incendiary devices were found in the pumping station of a
Michigan water-bottling plant. The Earth Liberation Front (ELF) claimed
responsibility, accusing lce Mountain Water Company of “stealing”
water for profit (Al-Rodhan 2007).

2005

The levee and flood wall failures caused flooding in 85% of New
Orleans and 100% of St. Bernard. Millions of gallons of water spilled
into vast areas of New Orleans, flooding thousands of homes and
businesses with 10 ft or more of water.

2010

Explosion of the Deepwater Horizon, in which 11 people died, led to
an oil spill that devastated a vast area of the U.S. marine environment
and had a serious impact on the local fishing industry.




Acts of Terrorism and the Weapons Used ® 11

2.3 Chemical Terrorism Acts

Water infrastructure can easily be destroyed by terrorists due to lack of protection
and deficiency in technology at original water sources (e.g., recharge system areas),
during treatment, in pipelines that distribute water to points of use, or in storage sys-
tems. The U.S. antiterrorism agencies like DHS or the Central Intelligence Agency
(CIA) provide reference guidelines and manuals for chemical, biological, and radio-
logical terror threats. These reference manuals are intended to supply information
on evaluating and taking action against possible chemical, radiological, or biological
terrorism. In addition, this chapter presents, identifies, and characterizes such chemi-
cals used for terrorism based on manuals and protocols provided by the Interagency
Intelligence Committee on Terrorism (IICT), Environmental Protection Agency, and
other governmental agencies will be used as reference on tactical security improve-
ments and developing ways of neutralizing potential attacks on water infrastructure.

2.3.1 Characterization of Chemical Threats

The specification and characterization of chemical threats are provided herein.

2.3.1.1 Chemical Threats

Chemical threats are characterized by the rapid onset of medical symptoms and
easily observed signatures such as colored residue, dead foliage, pungent odor, and
dead insect and animal life, according to information from the CIA. Some of the
common chemical terms are enumerated in Table 2.2.

Table 2.2 Chemical Terms

Chemical Terms Description

Acetylcholinesterase An enzyme that hydrolyzes the neurotransmitter
acetylcholine. The action of this enzyme is inhibited
by nerve agents.

Aerosol Fine liquid or solid particles suspended in a gas
(e.g., fog or smoke).

Atropine A compound used as an antidote for nerve agents.

Casualty (toxic) agents | Produce incapacitation, serious injury, or death.
They can be used to incapacitate or kill victims.
These agents are choking, blister, nerve, and blood
agents.

(Continued)
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Table 2.2 Chemical Terms (Continued)

Chemical Terms

Description

Choking agents

Substances that cause physical injury to the lungs.
Exposure is through inhalation. In extreme cases,
membranes swell and lungs become filled with
liquid. Death results from lack of oxygen.

Blister agents

Substances that cause blistering of the skin. Exposure
is through liquid or vapor contact with any exposed
tissue (eyes, skin, and lungs).

Nerve agents

Substances that interfere with the central nervous
system. Exposure is primarily through contact with
the liquid (skin and eyes) and secondarily through
inhalation of the vapor. Three distinct symptoms
associated with nerve agents are pinpoint pupils,
an extreme headache, and severe tightness in the
chest.

Blood agents

Substances that injure a person by interfering with
cell respiration.

Chemical agent

A chemical substance that is intended for use in
military operations to kill, seriously injure, or
incapacitate people through its physiological
effects. The agent may appear as a vapor, aerosol, or
liquid; it can be either a casualty/toxic agent or an
incapacitating agent.

Cutaneous

Pertaining to the skin.

Decontamination

The process of making any person, object, or area
safe by absorbing, destroying, neutralizing, making
harmless, or removing the hazardous material.

G-series nerve agents

Chemical agents of moderate to high toxicity
developed in the 1930s. Examples are tabun (GA),
sarin (GB), and soman (GD).

Incapacitating agents

Produce temporary physiological and/or mental
effects through action on the central nervous
system. Effects may persist for hours or days, but
victims usually do not require medical treatment.
However, such treatment speeds recovery.

Vomiting agents

Produce nausea and vomiting effects, can also
cause coughing, sneezing, pain in the nose and
throat, nasal discharge, and tears.
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Table 2.2 Chemical Terms (Continued)

Chemical Terms

Description

Tear agents

Produce irritating or disabling effects that rapidly
disappear within minutes after exposure ceases.

Central nervous system
depressants

Compounds that have the predominant effect of
depressing or blocking the activity of the central
nervous system. The primary mental effects include
the disruption of the ability to think, sedation, and
lack of motivation.

Central nervous system
stimulants

Compounds that have the predominant effect

of flooding the brain with too much information.
The primary mental effect is loss of concentration,
causing indecisiveness and the inability to actin a
sustained, purposeful manner.

Industrial agents

Chemicals developed or manufactured for use

in industrial operations or research by industry,
government, or academia. These chemicals are not
primarily manufactured for the specific purpose of
producing human casualties or rendering equipment,
facilities, or areas dangerous for use by man. HCN,
cyanogen chloride, phosgene, chloropicrin, and
many herbicides and pesticides are industrial
chemicals that also can be chemical agents.

Liquid agent

A chemical agent that appears to be an oily film or
droplets. The color ranges from clear to brownish
amber.

Nonpersistent agent

An agent that on release loses its ability to cause
casualties after 10-15 min. It has a high evaporation
rate and is lighter than air and will rapidly disperse.
It is considered to be a short-term hazard. However,
in small unventilated areas, the agent will be more
persistent.

Organophosphorous
compound

A compound, containing the elements
phosphorus and carbon, whose physiological
effects include inhibition of acetylcholinesterase.
Many pesticides (malathione and parathion) and
virtually all nerve agents are organophosphorous
compounds.

Percutaneous agent

Able to be absorbed by the body through the skin.

(Continued)
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Table 2.2 Chemical Terms (Continued)

Chemical Terms Description

Persistent agent An agent that on release retains its casualty-
producing effects for an extended period of time,
usually anywhere from 30 min to several days. A
persistent agent usually has a low-evaporation rate,
and its vapor is heavier than air. Therefore, its vapor
cloud tends to hug the ground. It is considered to
be a long-term hazard. Although inhalation hazards
are still a concern, extreme caution should be taken
to avoid skin contact as well.

V-series nerve agents Chemical agents of moderate to high toxicity
developed in the 1950s. They are generally
persistent. Examples are VE, VG, VM, VS, and VX.

Vapor agent A gaseous form of a chemical agent. If heavier than
air, the cloud will be close to the ground. If lighter
than air, the cloud will rise and disperse more
quickly.

Source: Datafrom U.S. Central Intelligency Agency. 1998. Terrorist CBRN: Materials and
Effects. https://www.cia.gov/library/reports/general-reports-1/cbr_handbook/
cbrbook.htmi#6; U.S. Central Intelligency Agency. 2010. Terrorist CBRN:
Materials and Effects. https://www.cia.gov/library/reports/general-reports-1/
terrorist_cbrn/terrorist_CBRN.htm.

2.3.1.2 Potential Chemical Threats

Terrorists have considered a wide range of toxic chemicals for attacks. Typical plots
focus on poisoning foods or spreading an agent on surfaces to poison through skin
contact, but some also include broader dissemination techniques. This book focuses
on CN and arsenic compounds used for WMD through water supply contamina-
tion as practical examples; the chemical threats from CIA guidelines are also listed
in Sections 2.3.1.3 through 2.3.1.12. The blasting of water facilities, the explosion
of major petroleum refineries near water resources as depicted in Figure 4.10, and
biological and radiological threats will also be analyzed in conjunction with chemi-
cal terrorism using CN and arsenic compounds.

2.3.1.3 Cyanide

Terrorists may likely consider using a number of toxic CN compounds against the
United States. For immediate result, sodium or potassium cyanides are suitable weap-
ons for terrorist attacks on groundwater resources and urban water supply systems
because they can be affordably acquired from within U.S. borders, can be purchased
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as CN-based pesticides, or can be stolen from chemical plants, gold mining, and elec-
troplating sites. Thus, they can be disseminated as contact poisons when mixed with
chemicals that enhance skin penetration. Exposure to CN may produce nausea, vom-
iting, palpitations, confusion, hyperventilation, anxiety, and vertigo that may progress
to agitation, stupor, coma, and death. At high doses, it causes immediate collapse.

2.3.1.4 Mustard Agents

According to the CIA (2010), a mustard agent is a blister agent that poses a contact
and vapor hazard. Its color ranges from clear to dark brown depending on purity,
and it has characteristic garlic-like odor. Mustard agents are not commercially
available, but synthesis does not require significant expertise. In fact, the principal
terrorist enemies of United States are typically being taught how to synthesize this
agent. They can generate catastrophe by spraying within a crowded area. It causes
damage to the lungs, and death by suffocation in severe cases due to water accumu-
lation in the lungs. Medical treatments for exposure are very limited.

2.3.1.5 Nerve Agents

Nerve agents such as sarin, tabun, and VX disrupt a victim’s nervous system and
cause convulsions that can lead to death. Currently, these agents—sarin, tabun,
and VX—are not commercially available and are less likely to be used against water
supplies, but there are commercially available chemicals with similar properties.

2.3.1.6 Toxic Industrial Agents

There is a wide range of toxic industrial chemicals that are not as toxic as CN,
mustard, or nerve agents that can be used in much larger quantities to compensate
for their lower toxicity. Moreover, the effects of industrial agents such as chlorine,
organophosphate pesticides, and phosgene are similar to those of mustard agenta.
According to the CIA, while organophosphate pesticides are much less toxic, their
effects and medical treatments are the same as for military-grade nerve agents.

2.3.1.7 Arsenic

Historically, arsenic has been used as a poison in wars, agriculture, and for household
use. There are arsenic-based insecticides, such as those that control fire ants, which
can be used for water poisoning. Arsenic is a group I or class-A human carcinogen
on the lists of the EPA and International Agency for Research on Cancer (IARC).
Also, it cannot be easily destroyed. It simply changes its form and moves around
in the environment (ODHS 2002). Major uses of arsenic in the United States have
been rodent poisons, insecticides, biocides, and weed killer containing arsenic in
both organic and inorganic forms. In pure form, arsenic is a tasteless, odorless white
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powder or clear crystals. Ingestion of 2 g or more may be lethal in a very short
time. Arsenic disrupts adenosine-5'-triphosphate (ATP) production through several
mechanisms. ATP is a multifunctional nucleotide, which plays an important role
in cell biology as a coenzyme that is the molecular unit of currency of intracellular
energy transfer (Knowles 1980). Knowles pointed out that, at the level of the citric
acid cycle, arsenic inhibits pyruvate dehydrogenase, and by competing with phos-
phate, it uncouples oxidative phosphorylation, thus inhibiting energy-linked reduc-
tion of nicotinamide adenine dinucleotide (NAD+), mitochondrial respiration, and
ATP synthesis. These metabolic interferences lead to death from multisystem organ
failure, probably from necrotic cell death (Klaassen and Watkins 2003).

2.3.1.8 Pesticides and Herbicides

Pesticides and herbicides are chemical compounds used for preventing or control-
ling any insects, rodents, fungi, parasites, and unwanted species of plants or animals
from causing harm during or otherwise interfering with the production, process-
ing, storage, transport, or marketing of food, agricultural commodities, wood and
wood products or animal feeds, or substances that may be administered to animals
for the control of insects, arachnids, or other pests. Many pesticides can be generally
grouped as organochlorines, organophosphates, and carbamates. Organochlorine
hydrocarbons (e.g. dichlorodiphenyltrichloroethane) could be separated into
dichlorodiphenylethanes, cyclodiene compounds, and other related compounds.
They operate by disrupting the sodium/potassium balance of the nerve fiber, forc-
ing the nerve to continuously transmit. Their toxicities vary greatly, but they have
been phased out because of their persistence and potential to bioaccumulate.

Organophosphate and carbamates have largely replaced organochlorines at
present. Organophosphates, which are similar to nerve agents, have been replaced
by less toxic carbamate. Thiocarbamate and dithiocarbamates are subclasses of car-
bamates. Carbamate compounds tend to be soluble in water and weakly adsorbed
by soil. Thus, they easily migrate to groundwater through runoff and they have
been known to be a major concern for water supply contamination. There are
other groups of pesticides (including arsenic and cyanide based pesticides) that can
potentially contaminate groundwater supply. The migration of pesticides through
soil and water depends on their chemical properties.

2.3.1.9 Gasoline Additive: Methyl Tert-Butyl Ether
Methyl tert-butyl ether (MTBE) is a volatile, flammable, and colorless liquid with a

minty odor, is immiscible with water, and is used for a gasoline additive as an oxy-
genate. Regulatory requirements for MTBE have became more stringent in some
states in recent years and its use has declined in the United States. Studies with rats
and mice suggest that drinking MTBE may cause gastrointestinal irritation, liver
and kidney damage, and nervous system effects (U.S. Agency for Toxic Substances
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and Disease Registry [ATSDR] 2010a). The EPA concluded that available data are
not adequate to quantify the health risks of MTBE at low exposure levels in drink-
ing water, but that the data support the conclusion that MTBE is a potential human
carcinogen at high doses (U.S. Environmental Protection Agency [USEPA] 2010).

2.3.1.10 Gasoline Additive: Ethanol

Ethanol is manufactured by fermenting and distilling starch crops, such as corn.
The use of ethanol can reduce our dependence on foreign oil and reduce greenhouse
gas emissions. Earlier, ethanol was originally reported not to pollute groundwater.
Recently, the Government Accountability Office (GAO) reported that it could con-
taminate groundwater and surface water. There are no precise evaluations of health
effects from ethanol exposures. An extensive series of toxicity and exposure assess-
ment studies is currently in progress as part of the EPA 211(b) of the Clean Air Act
testing program. Ethanol blends minimize carbon monoxide emissions, making it
beneficial in parts of the United States that exceed EPA air quality standards, par-
ticularly in winter months.

2.3.1.11 Inorganic Contaminants
Some inorganic chemicals are man-made and some occur naturally. Table 2.3

introduces the health hazards of inorganic chemicals.

Table 2.3 Inorganic Contaminants’ Health Effects

Contaminant Health Effects

Antimony Antimony has been shown to decrease longevity, and alter
blood levels of cholesterol and glucose in laboratory animals
such as rats exposed to high levels during their lifetimes.

Asbestos Studies have shown that asbestos has produced lung tumors
in laboratory animals. The available information on the risk of
developing gastrointestinal tract cancer associated with the
ingestion of asbestos from drinking water is limited. Ingestion
of intermediate-range chrysotile asbestos fibers greater than
10 um in length is associated with causing benign tumors in
male rats. Chrysotile was the predominant type of asbestos
detected in a national survey of the water supplies of 77
communities in North America.

Barium Barium may damage the heart and cardiovascular system, and
is associated with high blood pressure in laboratory animals
such as rats exposed to high levels during their lifetimes.

(Continued)
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Table 2.3 Inorganic Contaminants’ Health Effects (Continued)

Contaminant

Health Effects

Beryllium

Beryllium compounds have been associated with damage to
the bones and lungs and induction of cancer in laboratory
animals such as rats and mice when the animals are exposed
at high levels over their lifetimes. Chemicals that cause cancer
in laboratory animals also may increase the risk of cancer in
humans who are exposed during long periods of time.

Cadmium

Cadmium has been shown to damage the kidneys in animals
such as rats and mice when the animals are exposed at high
levels over their lifetimes. Some industrial workers who were
exposed to relatively large amount of this chemical during
their working careers also suffered damage to the kidneys.

Chromium

Chromium has been shown to damage the kidneys, nervous
system, and the circulatory system of laboratory animals such
as rats and mice when the animals are exposed at high levels.
Some humans who were exposed to high levels of this
chemical suffered liver and kidney damage, dermatitis, and
respiratory problems.

Cyanide

See Section 2.4.2.1

Fluoride

Exposure to drinking water levels above 4.0 mg/L for many
years may result in some cases of crippling skeletal fluorosis,
which is a serious bone disorder.

Mercury

Mercury has been shown to damage the kidneys of laboratory
animals, such as rats, when the animals are exposed at high
levels during their lifetimes.

Nickel

Nickel has been shown to damage the heart and liver in
laboratory animals when the animals are exposed to high
levels over their lifetimes.

Nitrate

Excessive levels of nitrate in drinking water have caused
serious illness and sometimes death in infants less than

6 months of age. The serious illness in infants is caused
because nitrate is converted to nitrite in the body. Nitrite
interferes with the oxygen carrying capacity of the child’s
blood. This is an acute disease in that symptoms can develop
rapidly in infants. In most cases, health deteriorates over a
period of days. Symptoms include shortness of breath and
blueness of the skin. Clearly, expert medical advice should be
sought immediately if these symptoms occur.
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Table 2.3 Inorganic Contaminants’ Health Effects (Continued)

Contaminant Health Effects

Nitrite Although excessive levels of nitrite in drinking water have not
been observed, other sources of nitrite have caused serious
illness and sometimes death in infants less than 6 months of
age. The serious illness in infants is caused because nitrite
interferes with the oxygen-carrying capacity of the child’s
blood. This is an acute disease in that symptoms can develop
rapidly. However, in most cases, health deteriorates over a
period of days. Symptoms include shortness of breath and
blueness of the skin. Clearly, expert medical advice should be
sought immediately if these symptoms occur.

Selenium In humans, exposure to high levels of selenium over a long
period of time has resulted in a number of adverse health
effects, including a loss of feeling and control in the arms
and legs.

Thallium This chemical has been shown to damage the kidneys, liver,
brain, and intestines of laboratory animals when the animals
are exposed at high levels during their lifetimes.

Source: Data from U.S. Agency for Toxic Substances and Disease Registry (ATSDR),
http://www.atsdr.cdc.gov/toxfags/tf.asp?id=227&tid=41, 2010; California Envi-
ronmental Protection Agency-Office of Environmental Health Hazard
Assessment (Cal. EPA-OEHHA), http://oehha.ca.gov/water/phg/, 2010; Standard
Material Safety and Data Sheet. 2010. Source of the chemicals or chemical
compounds, MSDS, http://www.msdsonline.com, 2010; Oxford University,
http://msds.chem.ox.ac.uk/HY/, 2010; U.S. Environmental Protection Agency,
http://www.epa.gov/safewater/pdfs/factsheets/ioc/tech/cyanide.pdf, 2010; U.S.
Environmental Protection Agency, http://water.epa.gov/drink/contaminants/
#lnorganic, 2010.

2.3.1.12 Organic Contaminants

Organic compounds are chemicals constructed of molecules that possess carbon-
based atoms. Many organic liquid compounds are characterized as immiscible or
have a very low solubility in water. Nonaqueous phase liquids (NAPLs) are hydro-
carbons that exist as a separate, immiscible phase when in contact with water.
Differences in the physical and chemical properties of water and NAPL result in the
formation of a physical interface between the liquids, which prevents the two fluids
from mixing with each other. NAPLs are typically classified as either light non-
aqueous phase liquids (LNAPLs; e.g., petroleum products) that have densities less
than that of water, or dense nonaqueous phase liquids (DNAPLs; e.g., chlorinated
solvents) that have densities greater than that of water. Refined petroleum products
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are generally complex mixtures of a variety of organic compounds with minor frac-
tions of organic and inorganic additives that fall into a number of chemical classes.
Chlorinated solvents are generally released to the environment in a more or less
pure form as opposed to a complex mixture. Table 2.4 presents a list of organic
contaminants in the environment.

Table 2.4 Organic Contaminants

Contaminant Description

Acrylamide Acrylamide is used in wastewater treatment,
papermaking, ore processing, and the manufac-
ture of permanent press fabrics. It also occurs in
many cooked starchy foods, such as potato chips,
French fries, and bread that has been heated.

Alachlor Alachlor is an herbicide and is used to control
annual grasses and broadleaf weeds.

Atrazine Atrazine is a widely used herbicide to mitigate
broadleaf and grassy weeds in major crops.

Benzene Benzene is used as an additive in gasoline and

is an important solvent and precursor in the
production of drugs, plastics, synthetic rubber,
and dyes. It is discharged from factories and
leaches from gas storage tanks and landfills.

Benzo(a)pyrene (PAHs)

PAHs are produced as byproducts of fuel
burning. PAHs are also found in foods (e.g.,
cereal, oils, and fats).

Carbofuran

Carbofuran is one of the most toxic carbamate
pesticides. It is used to control insects in a
variety of field crops including rice, potatoes,
corn, soybeans, and alfalfa.

Carbon tetrachloride

Discharge from chemical plants and other
industrial activities.

Chlordane

Residue of banned termiticide.

Chlorobenzene

Discharge from chemical and agricultural
chemical factories.

chloropropane (DBCP)

2,4-D Runoff from herbicide used on row crops.
Dalapon Runoff from herbicide used on rights of way.
1,2-Dibromo-3- Runoff/leaching from soil fumigant used on

soybeans, cotton, pineapples, and orchards.
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Table 2.4 Organic Contaminants (Continued)

Contaminant

Description

o-Dichlorobenzene

Discharge from industrial chemical factories.

p-Dichlorobenzene

Discharge from industrial chemical factories.

1,2-Dichloroethane

Discharge from industrial chemical factories.

1,1-Dichloroethylene

Discharge from industrial chemical factories.

Cis-1,2-Dichloroethylene

Discharge from industrial chemical factories.

Trans-1,2-Dichloroethylene

Discharge from industrial chemical factories.

Dichloromethane

Discharge from drug and chemical factories.

1,2-Dichloropropane

Discharge from industrial chemical factories.

Di(2-ethylhexyl) adipate

Discharge from chemical factories.

Di(2-ethylhexyl) phthalate

Discharge from rubber and chemical factories.

Dinoseb

Runoff from herbicide used on soybeans and
vegetables.

Dioxin (2,3,7,8-TCDD)

Emissions from waste incineration and other
combustion; discharge from chemical
factories.

Diquat Runoff from herbicide use.
Endothall Runoff from herbicide use.
Endrin Residue of banned insecticide.

Epichlorohydrin

Discharge from industrial chemical factories;
an impurity of some water treatment
chemicals.

Ethylbenzene

Discharge from petroleum refineries.

Ethylene dibromide

Discharge from petroleum refineries.

Glyphosate

Runoff from herbicide use.

Heptachlor

Residue of banned termiticide.

Heptachlor epoxide

Breakdown of heptachlor.

Hexachlorobenzene

Discharge from metal refineries and
agricultural chemical factories.

(Continued)
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Table 2.4 Organic Contaminants (Continued)

Contaminant Description

Hexachlorocyclopentadiene | Discharge from chemical factories.

Lindane Runoff/leaching from insecticide used on
cattle, lumber, gardens.

Methoxychlor Runoff/leaching from insecticide used on
fruits, vegetables, alfalfa, livestock.

Oxamyl (Vydate) Runoff/leaching from insecticide used on
apples, potatoes, and tomatoes.

Polychlorinated biphenyls Runoff from landfills; discharge of waste
(PCBs) chemicals.

Pentachlorophenol Discharge from wood preserving factories.
Picloram Herbicide runoff.

Simazine Herbicide runoff.

Styrene Discharge from rubber and plastic factories;

leaching from landfills.

Tetrachloroethylene Discharge from factories and dry cleaners.
Toluene Discharge from petroleum factories.
Toxaphene Runoff/leaching from insecticide used on

cotton and cattle.

2,4,5-TP (Silvex) Residue of banned herbicide.
1,24-Trichlorobenzene Discharge from textile finishing factories.
1,1,1-Trichloroethane Discharge from metal-degreasing sites and

other factories.

1,1,2-Trichloroethane Discharge from industrial chemical factories.

TCE Discharge from metal-degreasing sites and
other factories.

Vinyl chloride Leaching from PVC pipes; discharge from
plastic factories.

Xylenes (total) Discharge from petroleum factories; discharge
from chemical factories.

Source: Data from U.S. Environmental Protection Agency, http://water.epa.gov/
drink/contaminants/#Organic, 2010.
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2.4 Potential Hazards of Chemical Threats

Terrorist attacks using chemical threats against groundwater can produce catas-
trophe. Even a relatively inept attack with limited mortality and property damage
could accomplish the terrorists’ goal of demoralization. Based on the U.S. DOD
CBRN (2008), chemical substances that are used in terrorism are intended to kill,
seriously injure, or incapacitate humans through their physiological effects. The
quantity of chemicals needed for the terrorist to generate mass casualties is nor-
mally based on the LDy, of the chemical or chemical compound. The LD, of
chemical threats are presented herein.

2.4.1 Chemicals’ LDy,

LD stands for lethal dose, and LDy, is the amount of a chemical(s), given all at once,
which causes the death of 50% of a group of test animals. It is a standard quan-
tification and basis of acute toxicity that is stated in milligrams (mg) of chemical
or contaminant per kilogram (kg) of body weight or water. LC stands for lethal
concentration, and it usually refers to the concentration of a chemical in air. Because
of the changeability of dose—response effects between individual beings, the toxic-
ity of a substance is typically expressed as the concentration or dose that is lethal
to 50% of the exposed population (LCs, or LDjy). It represents the dose required
to kill 50% of a population of test animals (e.g., rats, rabbits, mice). LDy, or LCs,
values are standard measurements, so it is possible to verify relative toxicities among
chemical substances. Hence, the lower the LDy, dose, the more toxic the contami-
nants or chemicals, which is the primary basis for terrorists to succeed in attacking
a water supply.

2.4.1.1 Cyanide’s LD,

The LCy, for gaseous hydrogen cyanide (HCN) is 100-300 parts per million (ppm).
Inhalation of CN in this range results in death within 10—60 minutes, with death
coming more quickly as the concentration increases. Inhalation of 2,000 ppm of
HCN causes death within 1 minute. The LDy, for ingestion is 50-200 mg, or
1-3 mg per kilogram (kg) of body weight, calculated as HCN. Meanwhile, for
contact with unabraded skin, the LDy is 100 mg as HCN per kg of body weight
(ICMC 2009). The LD, of sodium cyanide is 6.4 mg/kg (oral-rat).

2.4.1.2 Arsenic’s LDy,

Organic forms of arsenic appear to have a lower toxicity than inorganic forms of
arsenic. Research has shown that arsenites (trivalent forms) have a higher acute
toxicity than arsenates (pentavalent forms) (Kingston, Hall, and Sioris 1993). The
acute minimal lethal dose of arsenic in adults is estimated to be 70-200 mg or
1 mg/kg/day (Dart 2004).
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2.4.1.3 Pesticides and Herbicides’ LDs,

A mysterious secret of the chemical industry is that the inerr ingredients, which are
the carriers or bulking agents for pesticides, are usually more toxic than the acrive
ingredients, yet this information is not required to be detailed or posted on the
labels. The general public, and even professional applicators, usually have no idea
as to these chemical contaminants. Approximately 3,700 chemicals can legally not
be revealed to the public in pesticides, which comprise up to 97% of products like
weed and ant killers. It is apparent that some corporations or organizations may
be using this opportunity as an economical form of hazardous waste discharge.
Pesticide ways of entry include the respiratory system, digestive system, and skin.
The greatest hazard is by pesticide entry through the respiratory system. Absorption
through the digestive tract is the second most hazardous pathway for poisoning.
The skin provides an effective barrier against pesticides poisoning. However, there
is substantial variation in the rate of penetration through the skin by different
substances.

2.4.1.4 Gasoline Additive: MTBE’s LDy,

MTBE exhibits low acute toxicity through the oral, dermal, and inhalation routes
in mammals. According to the EPA, in rats, the average oral LDy, is 4,000 mg/kg.
Dermal LD, is more than 10,000 mg/kg and LCs, by inhalation is approximately
100 mg/L. MTBE is respectively regarded a skin irricant but is not showing any
indication that it can irritate the lungs and the eyes, while the EPA continues to fur-
ther their research. In repeated dose-toxicity studies, the principal affected organs
are the liver and the kidneys, mainly at inhaled concentrations of 3,000 ppm and
above or at oral doses of 250 mg/kg or higher.

MTBE is not totally standardized under the federal drinking water regula-
tions, and some states and local agencies such as in California and New York have
started to provide stringent regulations, while other states have lesser requirements
for MTBE. The California Department of Health Services (CDHS) recently estab-
lished a secondary maximum contaminant level (MCL) for MTBE as 0.05 mg/L
(5 ug/L or 5 ppb) based on taste and odor effective January 7, 1999 (22 CCR Section
64449). An interim nonenforceable action level (AL) of 0.035 mg/L (35 pug/L or 35
ppb) in drinking water was established by CDHS in 1991 to protect against adverse
health effects.

2.4.1.5 Gasoline Additive: Ethanol’s LD,

Ethanol is commonly used in the medical arena as a hypnotic or depressant. It
depresses activity in the upper brain and is also toxic if ingested in sufficiently
large quantities, but it is much less toxic than methanol or gasoline. In rats, the
lethal dose of ethanol is 13.7 g/kg of body weight (Solomons 1988) or 20—40 times
greater than that for methanol.
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2.4.1.6 Inorganic and Organic Contaminants’ LDy,

The inorganic and organic chemicals’ LDy, are shown in Tables 2.5 and 2.6, and ter-
rorist would likely use these LDs, data to design their attacks against U.S. water supply.

Table 2.5 Inorganic Chemicals’ LD;,

Contaminant

LDg,

Antimony

Oral rat LD5,: 4,480 mg/kg (antimony acetate)
Oral LD 115 mg/kg (antimony potassium tartrate)
Oral LDs;: 20,000 mg/kg (antimony(l1l)oxide)

Asbestos

Although asbestos is a known human carcinogen by the
inhalation route, available epidemiological studies do not
support the hypothesis that an increased cancer risk

is associated with the ingestion of asbestos in drinking water.

Barium

Oral rat LD 355 mg/kg (barium nitrate)
Oral rat LDsy: 118 mg/kg (barium chloride)
LDs, for rats: 630 mg/kg (barium carbonate)
LD, for rats: 921 mg/kg (barium acetate)

Beryllium

Typical oral mouse LDs;: between 0.5 and 5 mg/kg

Cadmium

Acute oral toxicity-rat (LDsy): 890 mg/kg

Chromium

Human

0.5-1 g, oral - lethal (potassium chromate)

Rat

LDs,: 1,800 mg/kg, oral (chromium(lil)chloride)
LDs: 3,250 mg/kg, oral (chromium(ll)nitrate)

Cyanide

See Section 2.4.1.1

Fluoride

Oral LDs;: 60 mg F/kg body weight to 172 mg F/kg (fluoride)

Oral rat LD 125 g/kg (sodium fluorosilicate), corresponding
to 12.5 g for a 100 kg adult

Mercury

Oral rat LDs,: 170 mg/kg (anhydrous)
182 mg/kg (dehydrate)

Oral rat LD5,: 1 mg/kg ((mercury Il) chloride)
Oral rat LD 18 mg/kg (mercury oxide)
Oral rat LD5: 46 mg/kg (mercuric thiocyanate)

Nickel

Oral rat LDy >5 g/kg

(Continued)
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Table 2.5 Inorganic Chemicals’ LDy, (Continued)

Contaminant LD,
Nitrate Oral rat LD;,: 200 mg/kg

Nitrite Oral rat LD 300 mg/kg
Selenium Oral rat LDy,: Acute: 6,700 mg/kg
Thallium Oral rat LD5;: 0.002 mg/kg

Source: Datafrom U.S. Agency for Toxic Substances and Disease Registry (ATSDR),
http://www.atsdr.cdc.gov/toxfaqs/tf.asp?id=227&tid=41,

2010; California

Environmental Protection Agency-Office of Environmental Health Hazard
Assessment (Cal. EPA-OEHHA), http://oehha.ca.gov/water/phg/, 2010;
Standard Material Safety and Data Sheet. 2010. Source of the chemicals or
chemical compounds, MSDS, http://www.msdsonline.com, 2010; Oxford
University, http:/msds.chem.ox.ac.uk/HY/, 2010; U.S. Environmental
Protection Agency, http://www.epa.gov/safewater/pdfs/factsheets/ioc/
tech/cyanide.pdf, 2010; U.S. Environmental Protection Agency, http://

water.epa.gov/drink/contaminants/#Inorganic, 2010.

Table 2.6 Organic Chemicals’ LD;,

Contaminant LD,
Acrylamide Oral rat LDs,: 124 mg/kg

Skin rat LD, 400 mg/kg
Alachlor Oral rat LD5: 930 mg/kg and 1,350 mg/kg
Atrazine Oral rat LD5: 672-3,000 mg/kg

Oral mouse LDs;: 850-1,750 mg/kg
Benzene Oral rat LDy: 930 mg/kg
Benzo(a)pyrene (PAHs) Oral rat LD5;: 50 mg/kg
Carbofuran Dermal rabbit LDs;: 6,783 mg/kg

Oral rat LDs,: 7.34 mg/kg

Inhalation rat LCs;: 0.10 mg/L/1 h
Carbon tetrachloride Oral human LD,,: 429 mg/kg

Oral rat LDs,: 2,350 mg/kg

Skin rabbit LD, >20,000 mg/kg
Chlordane Oral rat LD5,: 200-700 mg/kg

Oral mouse LD;,: 145-430 mg/kg
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Table 2.6 Organic Chemicals’ LD;, (Continued)

Contaminant

LDg,

Chlorobenzene

Oral rat LD, 1,110 mg/kg
Oral mouse LDs;: 2,300 mg/kg

chloropropane (DBCP)

2,4-D Oral rat LD5,: 375-666 mg/kg

Oral mouse LD;,: 370 mg/kg
Dalapon Oral rat LD5,: 9,330 mg/kg to 7,570 mg/kg
1,2-Dibromo-3- Oral rat LDs: 170 mg/kg

o-Dichlorobenzene

Oral rat LDs,: 1,110 mg/kg

p-Dichlorobenzene

Oral rat LD5,: 500 mg/kg

1,2-Dichloroethane

Oral rat LDs;: 670 mg/kg
Skin rabbit LDs,: 2,800 mg/kg
Oral human LD, 286 mg/kg

1,1-Dichloroethylene

Oral rat LDj,: 200 mg/kg

Cis-1,2-Dichloroethylene

Oral rat LDs,: 770 mg/kg

Trans-1,2-Dichloroethylene

Oral rat LDs,: 1,235 mg/kg

Dichloromethane

Oral rat LD5,: 1,600 mg/kg
Oral human LD;: 357 mg/kg

1,2-Dichloropropane

Oral rat LDs,: 1,947 mg/kg

Di(2-ethylhexyl) adipate

Oral rat LD5,: 9,100 mg/kg

Di(2-ethylhexyl) phthalate

Oral rat LDs,: 30 gm/kg

Dinoseb

Oral rat LD5,: 25-46 mg/kg

Dioxin (2,3,7,8-TCDD)

Oral rat LDs,: 0.022-0.045 mg/kg
Oral hamster LD;: 1 mg/kg

Diquat Oral rat (female) LD;,: 231 mg/kg

Endothall Oral rat LDy single dose of 40-60 mg/kg
Oral dog LDg: 20 or 50 mg/kg-day dose died
within 311 days

Endrin Oral rat LDs: 7-43 mg/kg

Oral rabbit LD 60 mg/kg

Epichlorohydrin

Oral rat LD5;: 90 mg/kg

(Continued)
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Table 2.6 Organic Chemicals’ LD;, (Continued)

Contaminant LD,
Ethylbenzene Oral rat LDs,: 3,500 mg/kg
Ethylene dibromide Oral rat LDs,: 108 mg/kg

Oral mouse LD;,: 250 mg/kg
Oral rabbit LDg;: 55 mg/kg

Glyphosate Oral rat LDs,: 5,600 mg/kg

Heptachlor Oral rat LDj,: 40220 mg/kg
Oral mouse LDs;: 30-68 mg/kg

Heptachlor epoxide Oral rat LD5,: 15 mg/kg
Oral rabbit LD 144 mg/kg

Hexachlorobenzene Oral rat LD5,: 10,000 mg/kg
Oral guinea pig LDg: 3,000 mg/kg

Hexachlorocyclopentadiene | Oral mouse LDs,: 505 mg/kg
Oral rat LD5,: 200 mg/kg

Lindane Oral human LD, 150 mg/kg
10-20 mg/kg (acute toxicity)
Oral rat LD5,: 88-190 mg/kg

Methoxychlor Oral rat LD5,: 5,000-6,000 mg/kg
Oral mouse LDs;: 1,850 mg/kg

Oxamyl (Vydate) Oral rabbit LD 2,960 mg/kg

Polychlorinated biphenyls Oral rat LDs,: 1,900 mg/kg
(PCBs)

Pentachlorophenol Oral rat LDs: 27-211 mg/kg
Oral mouse LDs;: 74-130 mg/kg
Oral rabbit LD;: 70-300 mg/kg

Picloram Oral rat LDs,: 8,200 mg/kg
Oral mouse LD;;: 1,061-4,000 mg/kg
Oral rabbit LDg: 2,000-3,500 mg/kg

Simazine Oral mouse LDg;: >5,000 mg/kg
Dermal rabbit LDs,: 3,100-10,000 mg/kg

Styrene Oral rat LDy 2,650 mg/kg
Oral mouse LD;: 316 mg/kg
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Table 2.6 Organic Chemicals’ LD;, (Continued)

Contaminant

LDg,

Tetrachloroethylene

Oral rat LDy 2,629 mg/kg

Toluene Oral rat LDs,: 636 mg/kg
Dermal rabbit LDs;: 14,100 mg/kg
Vapor mouse LCy: 440 ppm for 24 h
Toxaphene Oral hamster LDg;: 112-200 mg/kg

Dermal LD, for different species was
determined as 300-1,000 mg/kg

2,4,5-TP (Silvex)

Oral mouse LD;,: 24 gm/kg

1,2,4-Trichlorobenzene

Oral rat LDs;: 756 mg/kg
Dermal rat LDg;: 6,319 mg/kg

1,1,1-Trichloroethane

Oral rat LD5,: 9,600 mg/kg

Oral rat LDs,: 6,000 mg/kg

Dermal rabbit LD 15,800 mg/kg

Vapor rat LC,,: Acute: 18,000 ppm for 4 h

1,1,2-Trichloroethane

Oral rat LD;,: <2,500 mg/kg
Dermal rat LD5,: <4,300 mg/kg

TCE Oral rat LDs: 5,650 mg/kg
Oral mouse LDg;: 2,402 mg/kg

Vinyl chloride Oral rat LD5,: 500 mg/kg

Xylene Oral rat LD5,: 4,300 mg/kg

Inhalation rat LDs;: Acute: 4,550 ppm for 4 h

Source: Datafrom U.S. Agency for Toxic Substances and Disease Registry (ATSDR),
http://www.atsdr.cdc.gov/toxfags/tf.asp?id=227&tid=41, 2010; California
Environmental Protection Agency-Office of Environmental Health Hazard
Assessment (Cal. EPA-OEHHA), http:/oehha.ca.gov/water/phg/, 2010;
Standard Material Safety and Data Sheet. 2010. Source of the chemicals or
chemical compounds, MSDS, http://www.msdsonline.com, 2010; Oxford
University, http://msds.chem.ox.ac.uk/HY/, 2010; U.S. Environmental
Protection Agency, http://www.epa.gov/safewater/pdfs/factsheets/ioc/
tech/cyanide.pdf, 2010; U.S. Environmental Protection Agency, http:/
water.epa.gov/drink/contaminants/#Inorganic, 2010.
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2.4.2 Characterization of Potential Hazards

The potential health effects of chemical threats are presented herein.

2.4.2.1 Cyanide

CN is an inhibitor of the enzyme cyrochrome ¢ oxidase in the fourth complex of the
electron transport chain, and it is found in the membrane of the mitochondria of
eukaryotic cells. CN attaches to the iron within this protein. The binding of CN to
this cyrochrome prevents transport of electrons from cyrochrome ¢ oxidase to oxygen.
As a result, the electron transport chain is disrupted, meaning that the cell can no
longer aerobically produce adenosine triphosphate for energy. Tissues that mainly
depend on aerobic respiration, such as the central nervous system and the heart,
are particularly affected. A fatal dose for a human can be as low as 1.5 mg/kg body
weight (USEPA 1987).

According to the International Program on Chemical Safety (IPCS), sodium
cyanide is a highly toxic chemical compound and a deadly human poison by inges-
tion, and the probable oral lethal dose in humans is less than 5 mg/kg. A taste (less
than seven drops) is super toxic for a 70 kg (150 Ibs) person.

2.4.2.2 Arsenic

Arsenic compounds are irritants, systemic toxins, and carcinogens in humans. The
trivalent arsenic compounds are the ones most toxic to humans. Initial responses to
acute poisoning include burning of the lips, constriction of the throat, and dyspha-
gia (Hathaway et al. 1991). This is followed by excruciating pain in the abdominal
region, severe nausea, vomiting, and diarrhea. Toxic effects on the liver, blood-
forming organs, both central and peripheral nervous systems, and the cardiovas-
cular system may also occur. Convulsions, coma, and death may follow within 24
hours of severe poisonings (Hathaway et al. 1991). Acute inhalation exposures to
arsenic compounds may result in damage to the mucous membranes of the respira-
tory system (Parmeggiani 1983). Severe irritations of the nasal mucosae, larynx, and
bronchi have been observed following exposures to arsenic compounds. In addition,
exposed skin may become irritated; cases of dermatitis have been reported following
dermal contact with arsenic compounds (Parmeggiani 1983). Conjunctivitis, visual
disturbances, hyperpigmentation of the skin, and perforation of the nasal septum
have been described in the literature (Hathaway et al. 1991). Chronic exposure
causes damage to the nervous system, cardiovascular system, and liver (Parmeggiani
1983). Anemia and leukocytopenia have been reported to occur following chronic
exposures to arsenic compounds (Parmeggiani 1983). Cancers of the skin, lungs,
larynx, lymphoid system, and viscera have been identified as potential responses to
arsenic poisoning (Hathaway et al. 1991). IARC has reviewed the available data and
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considers arsenic to be a Group 1 carcinogen with sufficient evidence of carcinoge-

nicity in humans (IARC 1987).

2.4.2.3 Pesticides

Pesticides are labeled with signal words that indicate their level of toxicity.

Studies show that only 5% of pesticides reach target weeds. The rest runs off
into water or dissipates in the air. More serious effects appear to be produced by
direct inhalation of pesticide sprays than by absorption or ingestion of toxins. Many
of the safety tests used to test these pesticide products are insufficient; they test for
short-term effects on healthy adult animals. They test one chemical at a time, when
generally people are exposed to various types of chemical compounds at once.

2.4.2.4 Gasoline Additive: MTBE

In controlled clinical tests in which healthy individuals were exposed to 5 mg
MTBE/m? for 1 hour, no symptoms of adverse effects were observed (USEPA 1993).
Recently, the EPA stated that the concentration of 5 mg/m? for 1 hour is roughly
equivalent to a dose of 0.09 mg/kg. Complaints of headaches, eye irritation, nose
and throat irritation, cough, nausea, and dizziness were recorded in two cities in
Alaska following the introduction of MTBE-blended gasoline during the fall of
1992 (USEPA 1993). Information on the potential carcinogenicity of MTBE in
humans is lacking and the results of animal studies are still under review within the
EPA. However, the current unfinished assessment supports a hazard classification
of possible human carcinogen based on the limited animal evidence (USEPA 1993).

2.4.2.5 Gasoline Additive: Ethanol

High concentrations of ethanol may create faintness, drowsiness, decreased aware-
ness and responsiveness, euphoria, abdominal discomfort, nausea, vomiting,
staggering gait, lack of coordination, and coma. Ingestion of gasoline is of low-to-
moderate toxicity and is more toxic to children. Long-term, repeated oral exposure
to ethanol may result in liver injury with fibrosis. Long-term exposure to metha-
nol has been associated with headaches, giddiness, conjunctivitis, insomnia, and
impaired vision. Meanwhile, gasoline is verified as an animal carcinogen by the
International Study for Research in Cancer.

2.4.2.6 Inorganic and Organic Contaminants

The potential health hazards of inorganic and organic chemicals are presented in
Tables 2.3, 2.7, and 2.8.
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Table 2.7 Organic Contaminants’ Health Effects

Contaminant

Health Effects

2,3,7,8-TCDD (Dioxin)

Dioxin has been shown to cause cancer in
laboratory animals such as rats and mice when
the animals are exposed at high levels during
their lifetimes. Chemicals that cause cancer in
laboratory animals also may increase the risk of
cancer in humans who are exposed during long
periods of time.

2,4-D

2,4-D has been shown to damage the liver and
kidneys of laboratory animals such as rats
exposed at high levels during their lifetimes.
Some humans who were exposed to relatively
large amounts of this chemical also suffered
damage to the nervous system.

2,4,5TP

2,4,5-TP has been shown to damage the liver and
kidneys of laboratory animals such as rats and
dogs exposed to high levels during their
lifetimes. Some industrial workers, who were
exposed to relatively large amount of this
chemical during their working careers also
suffered damage to the nervous system.

Alachlor

Alachlor has been shown to cause cancer in
laboratory animals such as rats and mice when
the animals are exposed at high levels during
their lifetimes. Chemicals that cause cancer in
laboratory animals also may increase the risk of
cancer in humans who are exposed during long
periods of time.

Atrazine

Atrazine has been shown to affect offspring of
rats and the heart of dogs.

Benzo(a)pyrene

Benzo(a)pyrene has been shown to cause cancer
in animals such as rats and mice when the animals
are exposed at high levels.

Carbofuran

Carbofuran has been shown to damage the
nervous and reproductive systems of laboratory
animals such as rats and mice exposed at high
levels during their lifetimes. Some humans, who
were exposed to relatively large amount of this
chemical during their working careers also
suffered damage to the nervous system. Effects on
the nervous system are generally rapidly reversible.
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Table 2.7 Organic Contaminants’ Health Effects (Continued)

Contaminant

Health Effects

Chlordane

Chlordane has been shown to cause cancer in
laboratory animals such as rats and mice when
the animals are exposed at high levels during
their lifetimes. Chemicals that cause cancer in
laboratory animals also may increase the risk
of cancer in humans who are exposed during
long periods of time.

Dalapon

Dalapon has been shown to cause damage
to the kidneys and liver in laboratory animals
when the animals are exposed to high levels
during their lifetimes.

Di(2-ethylhexyl) adipate

Di(2-ethylhexyl) adipate has been shown to
damage the liver and testes in laboratory
animals such as rats and mice exposed to high
levels. EPA has set the drinking water standard
for di(2-ethylhexyl) adipate at 0.4 part per
million (ppm) to protect against the risk of
adverse health effects.

Di(2-ethylhexyl) phthalate

Di(2-ethylhexyl) phthalate has been shown to
cause cancer in laboratory animals such as rats
and mice exposed to high levels during their
lifetimes.

Dibromochloropropane
(DBCP)

Dibromochloropropane has been shown

to cause cancer in laboratory animals such

as rats and mice when the animals are exposed
at high levels during their lifetimes. Chemicals
that cause cancer in laboratory animals also
may increase the risk of cancer in humans who
are exposed during long periods of time.

Dinoseb Dibromochloropropane has been shown to
damage the thyroid and reproductive organs in
laboratory animals such as rats exposed to
high levels.

Diquat Diquat has been shown to damage the liver,

kidneys, and gastrointestinal tract and causes
cataract formation in laboratory animals such
as dogs and rats exposed at high levels during
their lifetimes.

(Continued)
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Table 2.7 Organic Contaminants’ Health Effects (Continued)

Contaminant

Health Effects

Endothall

Endothall has been shown to damage the
liver, kidneys, gastrointestinal tract, and
reproductive system of laboratory animals
such as rats and mice exposed at high levels
during their lifetimes.

Endrin

Endrin has been shown to cause damage

to the liver, kidneys, and heart in laboratory
animals such as rats and mice when the
animals are exposed at high levels during their
lifetimes.

Ethylene dibromide (EDB)

Ethylene dibromide has been shown to cause
cancer in laboratory animals such as rats

and mice when the animals are exposed at
high levels during their lifetimes. Chemicals
that cause cancer in laboratory animals

also may increase the risk of cancer in
humans who are exposed during long periods
of time.

Glyphosate

Glyphosate has been shown to cause damage
to the liver and kidneys in laboratory animals
such as rats and mice when the animals

are exposed at high levels during their
lifetimes.

Heptachlor

Heptachlor has been shown to cause cancer
in laboratory animals such as rats and mice
when the animals are exposed at high

levels during their lifetimes. Chemicals that
cause cancer in laboratory animals also may
increase the risk of cancer in humans who
are exposed during long periods of time.

Heptachlor epoxide

Heptachlor epoxide has been shown to cause
cancer in laboratory animals such as rats

and mice when the animals are exposed

at high levels during their lifetimes.
Chemicals that cause cancer in laboratory
animals also may increase the risk of cancer
in humans who are exposed during long
periods of time.
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Table 2.7 Organic Contaminants’ Health Effects (Continued)

Contaminant

Health Effects

Hexachlorobenzene

Hexachlorobenzene has been shown to cause
cancer in laboratory animals such as rats and
mice when the animals are exposed to high
levels during their lifetimes. Chemicals that
cause cancer in laboratory animals also may
increase the risk of cancer in humans who are
exposed during long periods of time.

Hexachlorocyclopentadiene

This organic chemical is used as an intermediate
in the manufacture of pesticides and flame
retardants. It may get into water by discharge
from production facilities. This chemical has
been shown to damage the kidneys and the
stomach of laboratory animals when exposed at
high levels during their lifetimes.

Lindane

This organic chemical is used as a pesticide.
When soil and climatic conditions are favorable,
lindane may get into drinking water by

runoff into surface water or by leaching into
groundwater. This chemical has been shown to
damage the liver, kidneys, nervous system, and
immune system of laboratory animals such as
rats, mice, and dogs exposed at high levels
during their lifetimes. Some humans who were
exposed to relatively large amounts of this
chemical also suffered damage to the nervous
system and circulatory system.

Methoxychlor

Methoxychlor has been shown to damage

the liver, kidneys, nervous system, and
reproductive system of laboratory animals
such as rats exposed at high levels during their
lifetimes. It has also been shown to produce
growth retardation in rats.

Oxamyl

Oxamyl is used as a pesticide for the control
of insects and other pests. It may get into
drinking water by runoff into surface water
or leaching into groundwater. This chemical
has been shown to damage the kidneys of
laboratory animals such as rats when exposed
at high levels during their lifetimes.

(Continued)
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Table 2.7 Organic Contaminants’ Health Effects (Continued)

Contaminant

Health Effects

Pentachlorophenol

Pentachlorophenol has been shown to
produce adverse reproductive effects and to
damage the liver and kidneys of laboratory
animals such as rats exposed to high levels
during their lifetimes. Some humans who
were exposed to relatively large amounts of
this chemical also suffered damage to the
liver and kidneys. This chemical has been
shown to cause cancer in laboratory animals
such as rats and mice when the animals are
exposed to high levels during their lifetimes.
Chemicals that cause cancer in laboratory
animals also may increase the risk of cancer
in humans who are exposed during long
periods of time.

Picloram

Picloram has been shown to cause damage
to the kidneys and liver in laboratory
animals, such as rats, when the animals
are exposed at high levels during their
lifetimes.

Polychlorinated biphenyls
(PCBs)

Polychlorinated biphenyls have been shown
to cause cancer in laboratory animals such as
rats and mice when the animals are exposed
at high levels during their lifetimes.
Chemicals that cause cancer in laboratory
animals also may increase the risk of cancer
in humans who are exposed during long
periods of time.

Simazine

Simazine may cause cancer in laboratory
animals such as rats and mice exposed

at high levels during their lifetimes.
Chemicals that cause cancer in laboratory
animals also may increase the risk of cancer
in humans who are exposed during long
periods of time.
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Table 2.7 Organic Contaminants’ Health Effects (Continued)

Contaminant Health Effects

Toxaphene Toxaphene has been shown to cause cancer in
laboratory animals such as rats and mice when
the animals are exposed at high levels during
their lifetimes. Chemicals that cause cancer in
laboratory animals also may increase the risk
of cancer in humans who are exposed during
long periods of time.

Source: Datafrom U.S. Agency for Toxic Substances and Disease Registry (ATSDR),
http://www.atsdr.cdc.gov/toxfaqgs/tf.asp?id=227&tid=41, 2010; California
Environmental Protection Agency-Office of Environmental Health Hazard
Assessment (Cal. EPA-OEHHA), http:/oehha.ca.gov/water/phg/, 2010;
Standard Material Safety and Data Sheet. 2010. Source of the chemicals or
chemical compounds, MSDS, http://www.msdsonline.com, 2010; Oxford
University, http://msds.chem.ox.ac.uk/HY/, 2010; U.S. Environmental
Protection Agency, http://www.epa.gov/safewater/pdfs/factsheets/ioc/
tech/cyanide.pdf, 2010; U.S. Environmental Protection Agency, http:/
water.epa.gov/drink/contaminants/#lnorganic, 2010.

Table 2.8 Volatile Organic Contaminants’ Health Effects

Volatile Organic Chemicals Potential Health Effects

Benzene Cancer

Carbon tetrachloride Liver effects, cancer

Chlorobenzene Liver, kidney, nervous system effects

o-Dichlorobenzene Liver, kidney, blood cell effects

p-Dichlorobenzene Kidney effects, possible carcinogen

1,2-Dichloroethane Cancer

1,1-Dichloroethylene Liver, kidney effects, possible
carcinogen

Cis-1,2-Dichloroethylene Liver, kidney, nervous system,
circulatory system effects

Trans-1,2-Dichloroethylene Liver, kidney, nervous system,
circulatory system effects

1,2-Dichloropropane Cancer

Ethylbenzene Liver, kidney, nervous system effects

Methylene chloride Cancer

(Continued)
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Table 2.8 Volatile Organic Contaminants’ Health Effects (Continued)

Volatile Organic Chemicals

Potential Health Effects

Styrene

Liver, nervous systems effects,
possible carcinogen

Tetrachloroethylene (PCE)

Cancer

Bromodichloromethane

Chlorodibromomethane

Toluene Liver, kidney, nervous system,
circulatory system effects

Total THMs Cancer

Chloroform

Bromoform

1,2,4-Trichlorobenzene

Liver, kidney effects

1,1,1-Trichloroethane

Liver, nervous system effects

1,1,2-Trichloroethane

Kidney, liver effects, possible
carcinogen

TCE

Cancer

Vinyl chloride

Nervous system, liver effects, cancer

Xylenes (total)

Liver, kidney, nervous system effects

Bromate Cancer

Chlorate Anemia, nervous system effects
Haloacetic Acids (HAA5) Cancer

Total TTHMs Cancer

Acrylamide Cancer, nervous system effects
Alachlor Cancer

Aldicarb Nervous system effects

Aldicarb sulfoxide

Nervous system effects

Aldicarb sulfone

Nervous system effects

Atrazine

Liver, kidney, lung, cardiovascular
effects; possible carcinogen
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Table 2.8 Volatile Organic Contaminants’ Health Effects (Continued)

Volatile Organic Chemicals

Potential Health Effects

Benzo(a)pyrene (PAHSs)

Liver, kidney effects, possible

carcinogen

Carbofuran Nervous system, reproductive system
effects

Chlordane Cancer

2,4-D Liver, kidney effects

Di(2-ethylhexyl) adipate

Reproductive effects

Di(2-ethylhexyl) phthalate

Cancer

Dibromochloro-propane (DBCP)

Cancer

Dinoseb Thyroid, reproductive effects
Diquat Ocular, liver, kidney effects
Endothall Liver, kidney, gastrointestinal effects
Endrin Liver, kidney effects
Epichlorohydrin Cancer

Ethylene dibromide (EDB) Cancer

Glyphosate Liver, kidney effects
Heptachlor Cancer
Heptachlor epoxide Cancer
Hexachlorobenzene Cancer

Hexachlorocyclopentadiene (HEX)

Kidney, stomach effects

Lindane

Liver, kidney, nervous system,
immune system, circulatory system
effects

Methoxychlor

Developmental, liver, kidney, nervous
system effects

Oxamyl (Vydate)

Kidney effects

Pentachlorophenol

Cancer

Picloram

Kidney, liver effects

(Continued)
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Table 2.8 Volatile Organic Contaminants’ Health Effects (Continued)

Volatile Organic Chemicals Potential Health Effects

Polychlorinated biphenyls (PCBs) Cancer

Simazine Body weight and blood effects,
possible carcinogen

2,3,7,8-TCDD (Dioxin) Cancer

Toxaphene Cancer

2,4,5-TP (Silvex) Liver, kidney effects

Source: Data from U.S. Agency for Toxic Substances and Disease Registry (ATSDR),
http://www.atsdr.cdc.gov/toxfaqs/tf.asp?id=227&tid=41, 2010; California
Environmental Protection Agency-Office of Environmental Health Hazard
Assessment (Cal. EPA-OEHHA), http:/oehha.ca.gov/water/phg/, 2010;
Standard Material Safety and Data Sheet. 2010. Source of the chemicals or
chemical compounds, MSDS, http://www.msdsonline.com, 2010; Oxford
University, http:/msds.chem.ox.ac.uk/HY/, 2010; U.S. Environmental
Protection Agency, http://www.epa.gov/safewater/pdfs/factsheets/ioc/
tech/cyanide.pdf, 2010; U.S. Environmental Protection Agency, http:/
water.epa.gov/drink/contaminants/#lnorganic, 2010.

2.4.3 Chlorine Oxidation of Chemical Threats in
the Water Supply Treatment System

2.4.3.1 Cyanide

CN can be oxidized by chlorine (Cl,) as detailed in Section 2.5.2.3, or by other
special treatment methods as presented in Section 2.5.2, depending on the pH level
and concentration of CN. At a higher temperature and a water pH less than 10,
toxic gases will evolve with cyanogen chloride. Also, if the water is acidic or slightly
alkaline, it will lead to the formation of cyanogen chloride gas. These are extremely
toxic gases and very dangerous to humans and other living beings. Cyanogen chlo-
ride is produced by the oxidation of sodium cyanide with chlorine (Section 2.5.2.3).

2.4.3.2 Arsenic

Chlorination is not effective to treat arsenic in the water supply system, and an
advanced and costly treatment system (Sections 2.5.1.1 through 2.5.1.7) is needed
to reduce or remove arsenic. Meanwhile, the reaction of chlorine with organic com-
pounds present in the water may produce trihalomethanes (THMs), which are
known carcinogens. Arsenic (As) is a naturally occurring contaminant found in
many areas of groundwater. It generally occurs in two forms (valences or oxidation
states): pentavalent arsenic (also known as As(V), As(+5), or arsenate) and trivalent
arsenic (also known as As(III), As(+3), or arsenite) (USEPA 1999). Trivalent arsenic
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can be converted to pentavalent arsenic in the presence of an effective oxidant such
as free chlorine. The arsenic in water containing detectable free chlorine or that has
been treated with another effective oxidant will be in the pentavalent arsenic form

(USEPA 1999).

2.4.3.3 Pesticides

Human exposure to pesticide residues in drinking water is a potential health prob-
lem. Although many rural homes and communities consume raw groundwater, the
majority of the U.S. population drinks treated water, which usually includes chlori-
nation. While controlling many pathogenic bacteria, chlorination of natural organic
matter can produce undesirable compounds such as THM:s and haloacetonitriles in
drinking water. However, chlorination can degrade undesirable compounds such as
pesticides, which are susceptible to degradation in chlorinated water. The effect of
chlorination on pesticides was also evaluated at full-scale treatment plants in Ohio
(Miltner, Fronk, and Speth 1987). The typical percent removal rates for some of the
common pesticides initially present at parts per billion (ppb) levels (in microgram
per liter) are summarized in Table 2.9. For atrazine, cyanazine, simazine, alachlor,
metolachlor, and linuron, the removal efficiencies were either zero or extremely low.
Slight removal was observed for carbofuran. Up to 98% removal was reported for
metribuzin. However, according to several investigators, this high removal efficiency
may be partly attributed to sample preparation in which no reducing agent was
added to stabilize the samples. Thus, it was possible that chlorination could have
continued for days prior to analysis of the samples collected.

Table 2.9 Removal of Pesticides Associated with Chlorination at
Full-Scale Treatment Plants

Initial Concentration

Typical Pesticide (ug/L) Estimated % Removal
Atrazine 15.0 0
Cyanazine 5.0 0
Metribuzin 5.0 98
Simazine 5.0 7

Alachlor 8.0 0-9
Metolachlor 14.0 3

Linuron 0.50 4
Carbofuran 0.10 24
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2.4.4.4 Gasoline Additive: MTBE

In reviewing the literature, no studies have been published that reflect the effect of
chlorination on water containing MTBE. Ultraviolet (UV) light when applied at
the 254 nm wavelength has been found to remove 10%-30% of MTBE from water
in a batch reactor during a 2-hour period (Wagler and Malley 1994).

2.5 Potential Reduction Approach
for Chemical Threats

2.5.1 Arsenic Remediation

The existing arsenic removal technologies as shown in Table 2.10 are mostly at the
experimental stage, and some of them have not been demonstrated at full scale.

Table 2.10  Arsenic Treatment Technology Maximum Removal
Percentages

Treatment Technology Maximum Percent Removal
Coagulation/filtration 95
Enhanced coagulation/filtration? 95
Coagulation-assisted microfiltration 90
Lime softening (pH > 10.5) 90
Enhanced lime softening? (pH > 10.5) 90
lon exchange (sulfate <50 mg/L) 95
Activated alumina 95
Reverse osmosis >95
Greensand filtration (20:1 iron:arsenic) 80
POU-activated alumina 90
POU ion exchange 90

Source: Data from U.S. Environmental Protection Agency, Report No. EPA-815-R-00-
028. Washington, DC: U.S. Environmental Protection Agency, 2000.

2 Enhanced processes assume the existing plant can achieve 50% removal without
modification. Process enhancements result in the balance to achieve the maxi-
mum removal. For example, an existing coagulation filtration facility can achieve
50% removal. Process enhancements result in an additional 45% removal for a
total removal of 95%.
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Although some of these processes may be technically feasible, they are expensive.
Reverse osmosis (RO) is highly preferable technology to remove arsenic; however,
it is expensive.

2.5.1.1 Coagulation/Filtration

Coagulation technology can successfully achieve pentavalent arsenate (As(V))
removals greater than 90% but experiences difficulties in removal of trivalent arse-
nite (As(III)). It can reduce arsenic (As(V)) levels to less than 5.0 g/L. Arsenic
in the pentavalent arsenate form is more readily removed than trivalent arsenite
form at pH 7.6 or lower iron and aluminum coagulants are of equal effectiveness.
Moreover, recent studies have shown that arsenic removal is independent of initial
concentration.

2.5.1.2 Iron/Manganese Oxidation

Iron/manganese (Fe/Mn) oxidation is normally used by facilities treating ground-
water. The oxidation process used to remove iron and manganese leads to the for-
mation of hydroxides that remove soluble arsenic by precipitation or adsorption
reactions. Arsenic removal during iron precipitation is fairly efficient (Edwards
1994). Removal of 2 mg/L of iron achieved a 92.5% removal of As(V) from a
10 pg/L As(V) initial concentration by adsorption alone. Even removal of 1 mg/L
of iron resulted in the removal of 83% of influent arsenic As(V) from a source with
22 pg/L As(V). Indeed, field studies of iron-removal plants have indicated that
this treatment can feasibly reach 3 mg/L. However, the arsenic removal efficiencies
achieved by iron removal are not as consistent as activated alumina or ion exchange.
Thus, arsenic removal during manganese precipitation is relatively ineffective when
compared with iron even when removal by both adsorption and coprecipitation are
considered (e.g., precipitation of 3 mg/L manganese removed only 69% of As(V) of
a12.5 pug/L As(V) influent concentration).

2.5.1.3 Enhanced Coagulation

The enhanced process involves modifications to the existing coagulation process
such as increasing the coagulant dosage, reducing the pH, or both. Cheng et al.
(1994) conducted bench, pilot, and demonstration scale studies to examine As(V)
removals during enhanced coagulation. Approximately 90% As(V) removal can
be achieved under enhanced coagulation conditions. As(V) removals of more than
90% were easily attained under all conditions when ferric chloride was used. With
an influent arsenic concentration of 5 ug/L, ferric chloride achieved 96% As(V)
removal with a dosage of 10 mg/L and no acid addition. When alum was used,
90% As(V) removal could not be achieved without reducing the pH.
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2.5.1.4 Lime Softening

Lime softening has been widely used in the United States for reducing hardness
in large water treatment systems. Lime softening, excess lime treatment, split lime
treatment, and lime-soda softening are all common in municipal water systems
(MWS). As(I1I) or As(V) removal by lime softening is pH dependent. Oxidation of
As(III) to As(V) before lime softening treatment will increase removal efficiencies
if As(III) is the predominant form, and a pH of 10.2 or higher could feasibly reduce

arsenic concentrations to less than 3 g/L in the treated water.

2.5.1.5 Activated Alumina

Activated alumina is a physical/chemical process by which ions in the feed water are
sorbed to the oxidized activated alumina surface, although the chemical reactions
involved are actually an exchange of ions (AWWA 1990). Field studies involving
activated alumina indicate that this technology can feasibly achieve arsenic removal
to 3 g/L (Stewart and Kessler 1991, Wang, Sorg, and Chen 2000). The process does
not remove As(III).

2.5.1.6 lon Exchange

Ion exchange can effectively remove arsenic. However, sulfate, total dissolved sol-
ids (TDS), selenium, fluoride, and nitrate compete with arsenic and can affect run
length. Passage through a series of columns could improve removal and decrease
regeneration frequency. Systems containing high levels of these constituents may
require pretreatment. According to the EPA Design Manual of Arsenic Removal
Drinking Water by Ion Exchange (EPA/600/R-03/080), dated June 2003, trivalent
arsenite As(IIT) must be oxidized to As(V). It does not directly remove As(I1I). Excess
oxidizing chemical might degrade the resin; therefore, its removal may be required
before contact with the resin. There is a potential for discharge of higher arsenic
concentrations in the treated water. For water supplies also containing nitrate, there
is potential for discharging high concentrations of both nitrate and arsenic.

2.5.1.7 Membrane Processes

Membrane processes are often classified by pore size into four categories: micro-
filtration (MF), ultrafiltration (UF), nanofiltration (NF), and RO. The following
processes can reduce or break down arsenic but not limited to filtration, electric
repulsion, and adsorption of arsenic compounds up to 95%.

2.5.2 Cyanide Remediation

The destruction processes of CN are used to sever the carbon—nitrogen triple bond,
thereby destroying the CN and producing nontoxic or less-toxic species. Because
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the carbon and nitrogen atoms in the CN molecule undergo changes in the oxi-
dation state, destruction processes are commonly referred to as oxidation meth-
ods. The EPA has identified chlorination, ion exchange, and RO as the BATs for
removing CN from drinking water (USEPA 2010; USDI-BOR 2001). Ozonation
is another option that is effective but has not been approved by the EPA for remov-
ing CN (Faust and Aly 1998). Other options that may be effective include iron
coagulation, hydrolysis, aeration, and boiling. No references were found to justify
the use of chloramines (combined chlorine), chlorine dioxide, potassium perman-
ganate (KMnOy), UV radiation, powdered activated carbon (PAC), granular acti-
vated carbon (GAC), or conventional (multimedia) or ultrafiltration. The BATs
identified by the EPA for CN removal are as follows.

2.5.2.1 lon Exchange

In the CN reduction, the operation begins with a fully recharged anion resin bed,
having enough negatively charged ions to carry out the anion exchange. Usually,
a polymer resin bed is composed of millions of medium sand grain size, spheri-
cal beads. As water passes through the resin bed, the negatively charged ions are
released into the water, being substituted or replaced with the CN anions in the
water (fon exchange). When the resin becomes exhausted of negatively charged
ions, the bed must be regenerated by passing a strong, usually NaCl (or KCI), solu-
tion over the resin bed, displacing the CN ions with chlorine (CI) ions. Many dif-
ferent types of anion resins can be used to reduce dissolved CN concentrations. The
use of anion IX to reduce concentrations of CN will be dependent on the specific
chemical characteristics of the raw water.

2.5.2.2 Reverse Osmosis

Reverse osmosis (RO) is the method of removing contaminants through the appli-
cation of pressure on the supply water to deliver it through a semipermeable mem-
brane. The rejection by a RO membrane of a particular contaminant is based on
size and electrical charge. RO delivers one of the highest quality waters. However, it
is expensive to install and requires frequent monitoring of the rejection percentage
for CN removal.

2.5.2.3 Hypochlorite

Hypochlorite (OCI"), commonly known as free chlorination, conducted at pH >
10.0 is a treatment that can be utilized to remove CN; the resulting byproducts are
bicarbonate ions and nitrogen gas. Hence, unlike chlorination used for the inacti-
vation of pathogens where hypochlorous acid (HOC]) is the appropriate chemical,
OCI is the appropriate chlorine type when destroying CN ions. During the CN
reduction, hypochlorite reacts with the CN ion to form cyanate (CNO").
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CN- + OCl- = CNO- +ClI- (2.1a)

The cyanate ion is then reduced to nitrogen, carbon dioxide, and water molecules

(Equation 2.1b) and this reaction is irreversible (APHA, AWWA, WEF 1998).
2NaCNO +3C,, + 4NaOH — N, + 2CO, + 6NaCl + 2H,0 (2.1b)

If CN reduction is not implemented at a pH greater than 10.0, the treacment effect
could be less than acceptable. Equations 2.1c and 2.1d illustrate the formation and
destruction of cyanogen chloride. According to Whelton et al. (2003), the more
desirable reaction byproduct is the cyanate ion because cyanate can be sequentially
reduced to harmless molecules. Several studies have shown that the breakdown of

CNCl is both pH- and time-dependent.

NaCN + CI- — CNCI + NaCl (2.10)

CNCI + 2NaOH — NaCNO + H,O + NaCl (2.1d)

Moreover, hydrogen CN gas can be formed at a pH of less than 9; most CN is
treated at pH values greater than 10. However, if the CN concentration is low, the
pH restriction is less critical.

2.5.2.4 Pesticides Remediation

The conventional water treatment at most MWS, specifically coagulation-
flocculation, sedimentation, and conventional filtration does not remove and trans-
form pesticides in treated drinking water. The disinfection and water softening,
which also routinely occur at MWS can, however, lead to pesticide transforma-
tion and, in some cases, pesticide degradation. This finding is important because
disinfection and conventional coagulation/filtration are commonly used treatment
processes at MWS in the United States.

PAC filtration, granular activated carbon (GAC) filtration, and RO have been
demonstrated and verified to be highly effective processes at removing organic
chemicals, including certain pesticides, but specific data on removal of most
pesticides are not available. Moreover, air stripping can be utilized for vola-
tile pesticides with a high Henry’s Law Constant >1 X 107 atm m?®/mole, but
this procedure is used at very few MWS. However, Speth and Miltner (1998)
reported that, in general, compounds with Freundlich coeflicients on activated
carbon greater than 200 ug/g (L/ug)'” would be amenable to removal by carbon
sorption.
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2.5.2.5 Powdered Activated Carbon Filtration and
Granular Activated Carbon Filtration

GAC under the SDWA is the best available technology for removing synthetic
organic chemicals (SOC). Other recommended BATs are aeration technologies for
reduction of dibromochloropropane and chlorination or ozonation for removal of
glyphosate. GAC and PAC are common sorbents. Activated carbon is composed of
expanded layers of graphite, which leads to an extremely high surface area to mass
ratio for sorption (USEPA 1989). The main difference between GAC and PAC is
the particle size; PAC has smaller particles when compared with GAC. Other less
common sorbents are activated aluminum, silica gel, synthetic aluminosilicates,
polymeric resins, and carbonized resins. GAC is used as a filter adsorber and post-
filter adsorbers are designed for synthetic organic removal.

According to the EPA, the adsorption capacity of activated carbon to remove
pesticides is affected by concentration, temperature, pH, competition from other
contaminants or natural organic matter, organic preloading, contact time, mode
of treatment, and physical/chemical properties of the contaminant. GAC column
effectiveness is also a function of the water loading rate and empty bed time,
whereas PAC effectiveness is also a function of the carbon dosage. Generally, acti-
vated carbon has an attraction for contaminants that are hydrophobic (low solubil-
ity), although other parameters such as their density and molecular weight can be
important.

Isotherm constants have been reported to be valuable for predicting whether
activated carbon adsorbs a particular pesticide (Speth and Miltner 1990; Speth and
Adams 1993). They reported that, in general, compounds with a Freundlich coef-
ficients on activated carbon greater than 200 ug/g (L/ug)"” would be amendable to
removal by carbon sorption.

The performance of GAC in removing pesticides from raw water has been
demonstrated by the studies of Miltner, Fronk, and Speth (1987).

2.5.2.6 Reverse Osmosis

Membranes are used in water treatment for desalinization, specific ion removal,
and removal of color, organics, nutrients, and suspended solids. Membranes are
used in RO, electrodialysis (ED), UF, MF, and NF (USEPA 1989). Ultrafiltration
is considered a filtering technique because it is designed to exclude compounds with
molecular weights greater than 500 g/mole. In contrast, RO and ED are designed
to use a semipermeable membrane as a diffusion barrier for dissolved constituents
in the water. ED is controlled by electrostatic attraction of ionic compounds to
anionic and cationic electrodes across a semipermeable membrane. RO is controlled
by hydrostatic pressure (3001000 psi) to drive feed water through a semiperme-
able membrane. Membranes are typically composed of cellulose acetate (CA), poly-
amide membranes, and thin film composites. Membrane configurations for RO are
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spiral wound and hollow fine fiber membrane. The effectiveness of RO is dependent
on membrane composition, physicochemical properties of raw water, pressure, and
membrane treatment conditions.

The use of semipermeable membranes during RO treatment has been demon-
strated to remove organic pollutants and pesticides from contaminated water. The
membranes normally used in the past were either CA or polyamide. Later, a new
type of membrane called thin film composites was introduced. These membranes
could be produced from a variety of polymeric materials that were formed in situ
or coated onto the surface of an extremely thin polysulfone support. Examples
are NS-100 (cross-linked polyethylenimine membrane), FT-30 (cross-linked poly-
amide that contains a carboxylate group), and DSI (modified polyalkene on a
polysulfone base with nonwoven polyester backing). Membranes operated with a
lower pressure can also be used in water-treatment plants. Fronk and Baker (1990)
conducted an evaluation of removing certain pesticides from groundwater using
thin film composite membranes. Excellent removal (-100%) of organochlorine pes-
ticides (chlordane, heptachlor, and methoxychlor) and an acetanilide compound
(alachlor) was obtained. The removal of dibromochloropropane was not high and
ethylene dibromide was not removed at all.

Another membrane process is NF. The membrane used is somewhat more
loose, and the process is operated with lower effective pressure and withour sig-
nificant changes in water salinity (USEPA 2001). Several studies have shown
that NF demonstrates a removal efficiency of up to 95% of pesticides. Moreover,
MF with porosity nominally >0.1 pm and UF with porosity of 0.01 um are
sometimes combined with adsorbents such as PAC to form an integrated system
that can be effective in removing pesticides. Clark, Fronk, and Lykins (1998)
found that a UF/PAC (10 mg/L PAC) system was capable of removing cyanazine
by 70% and atrazine by 61%. With higher PAC levels, better results can be
obtained. The removal of atrazine was increased from 57% at 5 mg/L to 89%
at 20 mg/L PAC (Claire et al. 1997). It would be expected that the integrated
membrane/adsorbent system would lead to greater adsorption with an increase
in the adsorbent time. Furthermore, pH, temperature, competitive adsorption
from other contaminants, the type of PAC, and dose can affect the extent of
adsorption.

2.5.2.7 Methyl Tert-Butyl Ether Remediation

It is difficult to treat water for MTBE. The main treatment methods that have
proven to be effective in treating hydrocarbon organics such as MTBE from drink-
ing water are presented in Sections 2.5.2.8 t0 2.5.2.10.

If the concentration of the contaminants is high, two treatment systems are
often installed or built. The first process is used to remove the heavy contami-
nant load, whereas the second provides a polishing step to assure full removal of
the contaminant(s) and to address breakthrough in accordance with the regulatory
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requirements enforced by the EPA and other state or local agencies. Air stripping is
often the first method used while activated carbon is often used as the polishing step.

2.5.2.8 Air Stripping Treatment: Advantages
and Disadvantages

The air stripping process includes the delivery of large amounts of air through the
contaminated water. The efficiency of this treatment technology is increased by
breaking up the bulk of the water into multiple droplets. It allows the contami-
nants to volatilize into the air. When air stripping is used, one of the operational
problems that could possibly happen is increased levels of iron or manganese in the
water that can cause corrosion to the equipment, in which case additional treat-
ment technology for iron or manganese removal will be required. Then, the entire
treatment process will become more costly. One of the advantages of air stripping
is that there is no regeneration of the treatment media needed.

2.5.2.9 Activated Carbon Treatment: Advantages
and Disadvantages

Activated carbon has an enormous surface area within each carbon particle that
attracts all types of organic contaminants, except vinyl chloride. There has been no
report showing that activated carbon will effectively treat vinyl chloride. Once the
removal capacity of the carbon is utilized, it may be returned to the manufacturer
for rejuvenation. If activated carbon is considered for treatment, the radon and min-
eral radioactivity concentrations of the water should be determined because it poten-
tially creates a low-level radionuclide waste and increased radiation within the home.
Meanwhile, the bacteria will usually grow on the surface area of the carbon, where the
organic contaminants can be used as a food source on its surface which alleviate the
treatment process. Activated carbon should be monitored to avoid the possible release
of contaminants after they have been initially adsorbed. The advantage of activated
carbon treatment in pressure tanks compared with other methods is that the water
does not need to be repressurized and is less likely to become contaminated by airborne
contaminants. The disadvantage is that it has a low capacity of attracting MTBE com-
pared with other organic compounds and must be replaced more frequently.

2.5.2.10 Other Possible Treatments for MBTE
2.5.2.10.1 Oxidation Treatment: Advantages and Disadvantages

Some organic compounds will react with oxygen and oxygen-like compounds.
Once the oxidation treatment has been employed, the resultant compounds may be
fully reduced or oxidized. Additional treatment technology may still be necessary,
however. Oxidizing chemicals could include KMnOy, hydrogen peroxide (H,0,),
and ozone (O;).
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2.5.2.10.2 Ultraviolet/Ozone Destruction

The use of UV radiation in conjunction with ozone to break down MTBE is one
of the emerging treatment processes. The ozone is injected into the water, and the
mixture is passed through UV light. The UV light stimulates the ozone, generating
oxidizing compounds for the reduction of MTBE.

2.5.3 Groundwater and Surface Water Remediation

Groundwater and surface water remediation are types of environmental cleanups
that focus on addressing pollution of groundwater and surface water supplies.
The main objective is to turn contaminated water into clean water that will not
potentially create hazards to public health and the environment. Potable water is
a limited resource, and cleanup of groundwater can free up supplies for irriga-
tion or drinking, reducing strain on water supplies. Water that has been polluted
with pharmaceuticals and endocrine disrupting chemicals, for example, could cause
developmental abnormalities in fish, which could lead to a decline in fish popula-
tions. Paying for remediation can get very costly, because water is notoriously dif-
ficult to treat. Many remediation methods are used and the most common are as
follows.

2.5.3.1 Pump-and-Treat

Pump-and-treat is a method of removing contaminated groundwater from strategi-
cally placed groundwater wells, treating the extracted water after it is on the surface
to remove the contaminants of concern using mechanical, chemical, or biological
methods, and discharging the treated water back to the ground, surface, or municipal
sewer system in accordance with the regulatory requirements enforced by the EPA
and state or local agencies. The method has several limitations as follows: (1) the
effectiveness depends on the geology of the groundwater and the type or character-
istics of the contaminant; (2) the treatment process is very slow; (3) it is very costly;
and (4) it doesn’t always work. Some contaminants stick to soil and rock (they are
adsorbed) and they cannot easily be removed (desorbed). The NAPLs cannot be

removed.

2.5.3.2 Hydraulic Containment

Hydraulic containment is a remediation technique of pumping water from ground-
water wells can be performed in a manner that it changes the flowpath of water
through an aquifer in ways to keep contaminants away from wells used for cities or
farms. The treatment process works if the flow through the aquifer where the plume
of contaminated groundwater does not divide into multiple paths. It is normally
used in conjunction with pump-and-treat, and it has the same limitations.
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2.5.3.3 Air Sparging with Soil Vapor Extraction

Air sparging is the process of injecting air directly into groundwater through wells.
It remediates groundwater by volatilizing contaminants and enhancing biodegrada-
tion by creating bubbles. As the bubbles rise from the subsurface, the contaminants
are removed from the groundwater by physical contact with the air (i.e., stripping)
and are carried up into the unsaturated zone (i.e., soil). As the contaminants move
into the soil, a soil vapor extraction (SVE) technology is usually utilized to remove
notorious vapors. The application of oxygen to contaminated groundwater and soils
also enhances biodegradation of contaminants, as it acts as a nutrient for bacteria.

Air sparging is, sometimes, referred to as in situ air stripping. When used in
combination with SVE, air bubbles carry vapor phase contaminants to an SVE
system, which removes them. One of the best SVE technologies that can be used to
effectively remove the contaminated vapors in conjunction with air sparging is the
cryogenic treatment process as presented in Section 2.5.3.9. It is very sustainable,
efficient, and less costly when it is constructed and designed properly. The SVE sys-
tem limits vapor plume migration by creating a negative pressure in the unsaturated
zone through extraction wells. Using air sparging with an SVE system increases
contaminant movement and enhances oxygenation in the subsurface, which inten-
sifies the rate of contaminant extraction.

2.5.3.4 In situ Oxidation

The in situ oxidation method injects an oxidant such as H,O, into the contami-
nated aquifer. The contaminant is oxidized, producing carbon dioxide and water.
A permeable treatment zone process is designed and constructed by injecting a
reducing reagent and buffers such as sodium dithionite and potassium carbonate to
reduce the ferric iron in the aquifer sediments to ferrous iron.

2.5.3.5 Permeable Reactive Barriers

The permeable reactive barriers method is installed by constructing a trench back-
filled with reactive material (e.g., iron filings, activated carbon, or peat), which
absorb and break down the contaminants as water flows through the barrier. This
method is suitable for relatively shallow aquifers.

2.5.3.6 Phytoremediation

Plants and trees remove organic contaminants through direct uptake of contami-
nants and subsequent accumulation of nonphytotoxic metabolites into the plant
tissue and release of exudates and enzymes that stimulate microbial activity and
as a result enhance microbial transformation in the rhizosphere (Schnoor et al.
1995). Some plants uptake notorious contaminants such as arsenic, lead, uranium,
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selenium, cadmium, and other toxins. Genetically altered cottonwood trees uptake
mercury from the contaminated soil in Danbury, Connecticut. Moreover, trans-
genic Indian mustard plants are used to soak up dangerously high selenium depos-
its in California. The remediation consists of growing such plants so their roots
tap the groundwater. Then, the plants are harvested and disposed. The method
is limited to remediation of groundwater that is shallow enough to be reached by
plant roots.

2.5.3.7 Natural Attenuation

Sometimes natural processes remove contaminants with no human involvement.
The treatment may involve dilution, radioactive decay, sorption, volatilization, or
natural chemical reactions that stabilize, reduce, or degrade contaminants. Natural
attenuation describes the process of site assessment, date reduction, and data inter-
pretation that is focused on the quantification of the capacity of a given aquifer
system to assimilate groundwater contaminants through physical, chemical, and/or
biological means (Hayman and Dupont 2001).

2.5.3.8 Intrinsic and Enhanced Bioremediation

Biodegradation is the breakdown of carbon-based contaminants by microorgan-
isms into less toxic chemical compounds. The microorganisms basically trans-
form the contaminants through metabolic or enzymatic processes. The process is
employed by injecting organisms with special nutrients into the groundwater for
remediation. Natural bioremediation is most effective in aquifers where bacteria are
propagating easily, and where contaminant levels are very low.

2.5.3.9 Vapor Condensation-Cryogenic Technology

Vapor condensation-cryogenic technology, also known as the cryogenic process, is
an off-gas treatment system in SVE that can be done in conjunction with air
sparging (air stripping or bioslurping). It is a combination of cryogenic cooling
using any of the cryogens (e.g., liquid helium, carbon dioxide, Freon, and liquid
nitrogen), a technique that efficiently and sustainably recovers volatile organic
compounds (VOCs) from the off-gas vapor stream of SVE or dual phase extrac-
tion systems. The cryogenic process is very cost effective, sustainable, and does not
usually emit hazardous contaminants in the air when it is designed and planned
appropriately. Designing the temperature levels of the system based on the freez-
ing and boiling points of the contaminants of concern (COC), site characteristics,
and chemical compatibility between the equipment’s materials and the COC are
the main key elements to achieve a very successful and safe operation. When using
liquid nitrogen, it is very crucial to maintain certain limits of temperatures to
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prevent the condensation of the oxygen in the system so that potential explosions
can be mitigated.

2.6 Biological Threats

Biological agents are organisms or toxins used to harm, kill, or incapacitate people.
The three basic groups of biological agents that would likely be used as weapons
by terrorists, criminals, or disgruntled individuals are bacteria, viruses, and toxins.
Most biological agents are difficult to grow and maintain. They mostly break down
quickly when exposed to sunlight and other environmental factors. The biological
agents can be dispersed by spraying them into the atmosphere, by infecting live-
stock, and by contaminating food and water. Some of the pathogenic organisms
may persist in water supplies. Most microbes and toxins can be killed and deacti-
vated by cooking or boiling water. Additionally, most microbes are killed by boiling
water for 1 minute, but some require more time. The biological threats in different
categories are provided in Tables 2.11 through 2.13.

Table 2.11  Biological Threats Category A

Category A Means the High-Priority Agents, Which Include Organisms That
Pose a Risk to National Security

Biological Agent Characteristics, Hazard, and Reduction Approach
Anthrax (Bacillus Humans can contract spores from inhalation of
anthracis) aerosolized anthrax released during a biological

weapons attack. Conditions ideal for propagation
of anthrax include soil of pH > 6.0 rich in organic
matter. LD, for inhalational anthrax in humans
from weapons-grade anthrax is 2500-55,000
spores. According to the American Society of
Microbiology, anthrax spores may survive in water
with a concentration of 1 mg of chlorine per liter
(typical tap water has a concentration of 1-2 mg/L).
After 60 min in the water, there was no significant
decrease in the number of viable spores.

Botulism (Clostridium | Botulism is mainly a foodborne intoxication, but it
botulinum toxin) can also be transmitted through wound infections or
intestinal infection in infants. An attack involving
contamination of public drinking water is unlikely as
botulinum toxins are inactivated by chlorinated water
(most public drinking water is treated with chlorine
to remove bacteria) (MDCPH 2004).

(Continued)
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Table 2.11  Biological Threats Category A (Continued)

Category A Means the High-Priority Agents, Which Include Organisms That

Pose a Risk to National Security

Biological Agent

Characteristics, Hazard, and Reduction Approach

Plague (Yersinia
pestis)

Yersinia Pestis is a serious issue because it contributes
to waterborne and foodborne diseases that each

year affects an estimated 76 million people in the
United States. It can survive in water for 16 days

and in moist soil for >60 days. It is inactivated by

1% sodium hypochlorite, but no reference to its
tolerance to hypochlorite under the usual conditions
of drinking water disinfection was recovered. Yersinia
is 100% inactivated by 0.25 mg/L chlorine dioxide
(Imangulov 1988).

Smallpox (variola
major)

After an incubation period of approximately 12 days,
signs and symptoms include chills, fever, prostration,
headache, backache, and vomiting, as well as pustule
formation, with a case fatality rate among the
unvaccinated of 25% or more (Eitzen et al. 1998). It is
inactivated by 1% sodium hypochlorite, but no
reference to its tolerance to hypochlorite under the
usual conditions of drinking water disinfection was
recovered.

Tularemia (Francisella
tularensis)

Tularemia is an epizootic disease of animals (especially
rabbits and rodents), transmissible to humans,

caused by the bacillus Francisella tularensis (formerly
Pasteurella tularensis). F. tularensis has been
weaponized in the aerosol form. P. tularensis

(F. tularensis) is 99.6%-100% inactivated by 0.5-1.0 mg/L
FAC at 10°C and pH 7 in approximately 5 min (Zilinskas
1997). However, other studies show that chlorine
(0.5-2.0 mg/L) is ineffective against tularemia (Jensen
etal. 1996).

Viral hemorrhagic
fevers

Viral hemorrhagic fevers may have been weaponized
for aerosol application, but no reference was recovered
suggesting a potable water threat. Lassa fever virus is
rapidly inactivated at 56°C; the other viruses require
30-min exposure at that temperature. All are inactivated
by UV light (Parker et al. 1996). All of the listed VHF
viruses are inactivated by 1%-2% sodium hypochlorite
and/or 1% iodine (Parker et al. 1996), but no reference
to their chlorine tolerance under the usual conditions
of drinking water disinfection was recovered.
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Table 2.12 Biological Threats Category B

Category B Means the Second Highest-Priority Agents, Which Include
Organisms That Are Moderately Easy to Disseminate

Biological Agent

Characteristics, Hazard, and Reduction Approach

Brucellosis
(Brucella species)

Brucellosis may survive in soil for 7-69 days and in water
for 20-72 days; it is inactivated by direct sunlight (Parker
et al. 1996). It is inactivated by 1% sodium hypochlorite,
but no reference was recovered to its tolerance to
hypochlorite under the usual conditions of drinking
water disinfection.

Epsilon toxin of
Clostridium
perfringens

Clostridium perfringens is presumed to be indefinitely
stable in sewage. It is a spore formerly used as an indicator
organism and is relatively insensitive to inactivation by
chlorine. Itis reduced to <1 log,, under treatment with a
chlorine residual of 1.2 mg/L for 15 min at 20°C and a pH
of approximately 7 (Tyrrell, Rippey, and Watkins 1995).

Food safety threats
(e.g., Salmonella

Salmonella survival in environmental media is 29-58
days in soil, 9 days in seawater, 8 days in fresh water, and

species, up to 5 months in ice (White 1992). Salmonella survival

Escherichia coli, is about the same. Because of the introduction of

Shigella) chlorine treatment of municipal water, waterborne
typhoid has virtually disappeared in the United States. It
requires a UV radiation dose of 15.2 mW-s/cm? at 253.7
nm to achieve >99.9% inactivation (Science Applications
International Corp. 1996).

Glanders Glanders may have been weaponized in aerosol form; a

(Burkholderia single reference suggesting its potential as an agent of

mallei) drinking water contamination was recovered (Imangulov
1988). It survives in water at room temperature for up to
30 days in soil and for more than 27 days in water, but
it is apparently not naturally found in soil or water.
It is inactivated by 1% sodium hypochlorite water
(Parker et al. 1996), but no reference to its tolerance to
hypochlorite under the usual conditions of drinking
water disinfection was recovered.

Melioidosis The most serious form of melioidosis in humans,

(Burkholderia an acute septicemic condition with diarrhea, has a

pseudomallei) high case-fatality rate if untreated. Parker et al. state

that it survives for years in soil and water. Melioisis is
inactivated by 1% sodium hypochlorite (Parker et al.
1996), but no reference to its tolerance to hypochlorite
under the usual conditions of drinking water
disinfection was recovered.

(Continued)
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Table 2.12 Biological Threats Category B (Continued)

Category B Means the Second Highest-Priority Agents, Which Include
Organisms That Are Moderately Easy to Disseminate

Biological Agent Characteristics, Hazard, and Reduction Approach
Psittacosis Signs and symptoms of psittacosis include chills and
(Chlamydia fever, headache, sore throat, nausea, and vomiting; the
psittaci) case-fatality rate is <10% (31). It is considered susceptible
to heat, similar to Rickettsia prowazekii. It is inactivated
by 1% sodium hypochlorite (Parker et al. 1996), but no
reference to its tolerance to hypochlorite under the usual
conditions of drinking water disinfection was recovered.
Q fever (Coxiella Fever, cough, and pleuritic chest pain may occur as early as
burnetii) 10 days after exposure from Q fever. It survives in tap water

for 160 days at 20-22°C and resists heat, drying, osmotic
shock, and UV radiation. Hence, Q fever was reduced to
undetectable levels in water treated with the ERDLator, a
now-discontinued item of army field equipment that
combined ferric chloride and limestone coagulation with
0.8 mg/L residual chlorine disinfection, 20-min contact
time, and diatomite filtration. Under the same conditions,
but with a chlorine residual of 0.5 mg/L, inactivation of Q
fever was incomplete (Lindsten and Schmitt 1975).

Ricin toxin from
Ricinus communis
(castor beans)

The oral LD, for mice is 20 mg/kg (Franz 1997).

A conservative NOAEL would be 2 pg/L for water
consumptions of 15 L/day. It is detoxified in 10 min at
80°C (26) and in ~1 h at 50°C (pH 7.8); it is stable under
ambient conditions (Warner 1990). Hence, ricin is >99.4%
inactivated after 20-min treatment with FAC at 100 mg/L,
but it is essentially unchanged at 10 mg/L (Wannemacher
et al. 1993). lodine has no measurable effect at 16 mg/L.
RO can efficiently remove ricin up to 99.8% from
product water, but coagulation/flocculation was not
effective. Using charcoal treatment system may
effectively remove ricin. Further, some individual or
point-of-use water purifiers may provide protection.

Staphylococcal
Enterotoxin B (SEB)

SEB is an incapacitating toxin, causing severe
gastrointestinal pain, projectile vomiting, and diarrhea if
ingested, and fever, chills, headache, muscle aches,
shortness of breath, and nonproductive cough if
inhaled. The disinfection efficacy of SEB is unknown.
Water treatment systems using charcoal should remove
SEB (McGeorge 1989); thus, some individual and
point-of-use water purifiers may provide protection.
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Table 2.12 Biological Threats Category B (Continued)

Category B Means the Second Highest-Priority Agents, Which Include
Organisms That Are Moderately Easy to Disseminate

Biological Agent Characteristics, Hazard, and Reduction Approach
Typhus fever Signs and symptoms of typhus fever include high
(Rickettsia fever, chills, intense headache, back and muscle
prowazekii) pains, and skin eruptions (Freeman et al. 1979). An

infective dose of fewer than 10 organisms has been
estimated, corresponding to a drinking water concen-
tration of <1 organism per liter for consumption of
either 15 L/day or 5 L/day for 7 days, if in fact epidemic
typhus is transmissible through water (Parker et al.
1996). Typhus fever is inactivated by 1% sodium
hypochlorite (Parker et al. 1996), but no reference to
its tolerance to hypochlorite under the usual
conditions of drinking water disinfection was
recovered.

Viral encephalitis Encephalomyelitis is usually arthropodborne, diseases
of animals to which humans may be susceptible. No
reference suggesting potential as an agent of drinking
water contamination was recovered. It is inactivated
by 1% sodium hypochlorite (Parker et al. 1996), but no
reference to its tolerance to hypochlorite under the
usual conditions of drinking water disinfection was
recovered.

Water Safety Threat | The signs and symptoms of cryptosporidiosis are
(Cryptosporidium profuse watery diarrhea, nausea, and stomach
Parvum) cramps. However, it has been suggested as a potential
agent for sabotaging potable water supplies

by reason of its infectivity and ready availability
(Burrow 1999).

The RO with water purification unit will remove

100% of Cr. parvum oocysts, which are 3-7 um in size.
Removal of oocysts by direct filtration will approach

3 log,, in well-operated municipal systems (Clancy et al.
1998) and may exceed 5 log,, for slow sand filtration
(SAIC 1996), but chlorination of the product water
provides no protection if filtration performance
degrades.

(Continued)
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Table 2.12 Biological Threats Category B (Continued)

Category B Means the Second Highest-Priority Agents, Which Include
Organisms That Are Moderately Easy to Disseminate

Biological Agent

Characteristics, Hazard, and Reduction Approach

Brucellosis
(Brucella species)

The causative agents of brucellosis are Brucella
melitensis and Brucella suis; the latter has been
weaponized for aerosol application. Because brucellosis
is contracted through consumption of contaminated
milk, it is prudent to consider water as a potential route
of infection (Imangulov 1988).

According to Parker, Br. melitensis may survive in soil for
7-69 days and in water for 20-72 days; it is inactivated by
direct sunlight. Br. melitensis is inactivated by 1%
sodium hypochlorite (Parker et al. 1996), but we did not
find any reference to its tolerance to hypochlorite under
the usual conditions of drinking water disinfection.

Clostridium
perfringens

Clostridium perfringens is a common organism

in secondary sewage effluent. The spores may have
potential for weaponization in aerosol form. No
reference suggesting potential as an agent of drinking
water contamination was recovered. C. perfringens, a
spore formerly used as an indicator organism, is
relatively insensitive to inactivation by chlorine. It is
reduced by <1 log,, under treatment with a chlorine
residual of 1.2 mg/L for 15 min at 20°C and a pH of
approximately 7 (Tyrrell, Rippey, and Watkins 1995).

Table 2.13 Biological Threats Category C

Category C Means the Third Highest-Priority Agents, Which Include Emerging
Pathogens That Could Be Engineered for Mass Distribution

Biological Agent

Characteristics, Hazard, and Reduction Approach

Nipavirus

According to Sawatsky et al. (2008), the henipaviruses are
naturally harbored by Pteropid fruit bats (flying foxes) and
are characterized by a large genome, a wide host range,
and their recent emergence as zoonotic pathogens
capable of causing illness and death in domestic animals
and humans. It can be inactivated by chlorine.

Hantavirus

Symptoms begin 1-6 weeks after inhaling the virus and
typically start with 3-5 days of flu-like illness including
fever, sore muscles, headaches, nausea, vomiting, and
fatigue. As the disease gets worse, it causes shortness of
breath because of fluid-filled lungs. It can be
inactivated by chlorine.
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2.7 Radiological Threats

There are three kinds of potential radiological threats. A terrorist or extremist group
may actually steal a nuclear weapon, they may steal radioactive materials from
chemical and ammunition plants, or they may attack a nuclear plant. Security
experts have tried to analyze various scenarios such as the sabotage of vulnerable
areas where radiological materials are stored or used. These scenarios have led to
new approaches to tightening up security and improving intrusion prevention tech-
nologies. Table 2.14 shows the radiological terms.

Table 2.14 Radiological Terms

Terms Description
Acute radiation Consists of three levels of effects: hernatopoletic
syndrome (blood cells, most sensitive); gastrointestinal (Gl

cells, very sensitive); and central nervous system
(brain/muscle cells, insensitive). The initial signs and
symptoms are nausea, vomiting, fatigue, and loss of
appetite. Below about 200 rems, these symptoms
may be the only indication of radiation exposure.

Alpha particle (a) The alpha particle has a very short range in air, and a
very low ability to penetrate other materials, but it
has a strong ability to ionize materials. Alpha particles
are unable to penetrate even the thin layer of dead
cells of human skin and, consequently, are not an
external radiation hazard. Alpha-emitting nuclides
inside the body as a result of inhalation or ingestion
are a considerable internal radiation hazard.

Beta particles () High-energy electrons emitted from the nucleus of
an atom during radioactive decay. They normally can
be stopped by the skin or a very thin sheet of metal.

Cesium-137 (Cs-137) A strong gamma ray source that can contaminate
property, entailing extensive clean-up. It is
commonly used in industrial measurement gauges
and for irradiation of material. Half-life is 30.2 years.

Cobalt-60 (Co-60) A strong gamma ray source that is extensively used
as a radiotherapeutic for treating cancer, food and
material irradiation, gamma radiography, and
industrial measurement gauges. Half-life is 5.27 years.

Curie (Ci) A unit of radioactive decay rate defined as 3.7 x 10"
disintegrations per second.

(Continued)
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Table 2.14 Radiological Terms (Continued)

Terms

Description

Decay

The process by which an unstable element is
changed to another isotope or another element by
the spontaneous emission of radiation from its
nucleus. This process can be measured by using
radiation detectors such as Geiger counters.

Decontamination

The process of making people, objects, or areas
safe by absorbing, destroying, neutralizing, making
harmless, or removing the hazardous material.

Dose A general term for the amount of radiation
absorbed during a period of time.
Dosimeter A portable instrument for measuring and registering

the total accumulated dose of ionizing radiation.

Gamma rays (y)

High-energy photons emitted from the nucleus of
atoms; similar to X-rays. They can penetrate deeply
into body tissue and many materials. Cobalt-60 and
Cesium-137 are both strong gamma-emitters.
Shielding against gamma radiation requires thick
layers of dense materials, such as lead. Gamma
rays are potentially lethal to humans.

Half-life

The amount of time needed for half of the atoms
of a radioactive material to decay.

Highly enriched
uranium (HEU)

Uranium that is enriched to above 20%
Uranium-235 (U-235). Weapons-grade HEU is
enriched to above 90% U-235.

lonize

To split off one or more electrons from an atom,
thus leaving it with a positive electric charge. The
electrons usually attach to one of the atoms or
molecules, giving them a negative charge.

Iridium-192

A gamma-ray emitting radioisotope used for
gamma-radiography. The half-life is 73-83 days.

Isotope

A specific element always has the same number of
protons in the nucleus. That same element may,
however, appear in forms that have different
numbers of neutrons in the nucleus. These
different forms are referred to as “isotopes” of the
element. For example, deuterium (2H) and tritium
(3H) are isotopes of ordinary hydrogen (H).
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Table 2.14 Radiological Terms (Continued)

Terms

Description

Lethal dose (50/30)

The dose of radiation expected to cause death
within 30 days to 50% of those exposed without
medical treatment. The generally accepted range is
from 400 to 500 REM received over a short period
of time.

Nuclear reactor

A device in which a controlled, self-sustaining
nuclear chain reaction can be maintained with the
use of cooling to remove generated heat.

Plutonium-239 (Pu-239)

A metallic element used for nuclear weapons. The
half-life is 24-110 years.

Rad A unit of absorbed dose of radiation defined as
deposition of 100 ergs of energy per gram of tissue.
It amounts, approximately, to one ionization per
cubic micrometer.

Radiation High energy alpha or beta particles or gamma rays

that are emitted by an atom as the substance
undergoes radioactive decay.

Radiation sickness

Symptoms resulting from excessive exposure to
radiation of the body.

Radioactive waste

Disposable, radioactive materials resulting from
nuclear operations. Wastes are generally classified
into two categories: high-level and low-level waste.

Radiological dispersal
device (RDD)

A device (weapon or equipment), other than a
nuclear explosive device, designed to disseminate
radioactive material in order to cause destruction,
damage, or injury by means of the radiation
produced by the decay of such material.

Radioluminescence

The luminescence produced by particles emitted
during radioactive decay.

REM A Roentgen Equivalent Man is a unit of absorbed
dose that takes into account the relative
effectiveness of radiation that harms human health.

Shielding Materials (lead, concrete, and so on) used to block

or attenuate radiation for protection of equipment,
materials, or people.

(Continued)
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Table 2.14 Radiological Terms (Continued)

Terms Description

Special nuclear material | Plutonium and uranium enriched in the isotope
(SNM) Uranium-233 or Uranium-235.

Uranium-235 (U-235) Naturally occurring uranium U-235 is found at
0.72% enrichment. U-235 is used as a reactor fuel
or for weapons; however, weapons typically use
U-235 enriched to 90%. The half-life is 7.04 x 10?
years.

X-ray An invisible, highly penetrating electromagnetic
radiation of much shorter wavelength (higher
frequency) than visible light. Very similar to
gamma-rays.

Source: Data from U.S. Central Intelligency Agency. 1998. Terrorist CBRN: Mate-
rials and Effects. https://www.cia.gov/library/reports/general-reports-1/cbr_
handbook/brbook.htm#6 (accessed August 20, 2009 and October 18, 2010).

2.8 Prescription Drugs (Pharmaceuticals), Personal
Care Products, and Endocrine Disrupting
Compounds in the Water System

Prescription drugs or pharmaceuticals, personal care products (PCPs), and endo-
crine disrupting chemicals or compounds (EDCs) are the emerging contaminants
that have been detected in surface water, groundwater, estuarine water, and drink-
ing water. These contaminants enter the water system through treated and untreated
wastewater, and urban and agricultural runoff. The EPA has been intently work-
ing with federal, state, and local agencies to understand the implications of these
emerging contaminants, particularly the prescription drugs. The EPA continues to
assess and determine their way of exposure, levels of exposure, and potential effects
on public health and the environment.

2.8.1 Prescription Drugs

The most prominent prescription drug in the water environment is ethynylestra-
diol (EE2), which is widely used as an oral contraceptive. In 1999, the first report
documenting EE2 occurrence in U.S. surface water was published (Snyder et al.
1999). More importantly, the occurrence of both synthetic estrogen EE2 and the
endogenous estrogen 17B-estradiol (E2) in U.S. wastewater effluents were subse-
quently identified as putative contaminants linked to reproductive ailments in fish
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(Snyder et al. 2001). In addition, quantities of antibiotics, steroids, antidepressants,
and hormones are also present in the water supply. The long-term effects are cur-
rently not clearly defined, as the EPA continues to work on the important issue of
prescription drugs in water.

2.8.2 Personal Care Products

PCPs whether they be hair dye, skin care products, shampoo, conditioner, or
Rogaine; perfume; toothpaste or mouthwash; antibacterial soap or hand lotion;
almost all of it goes down the drain when we do laundry, wash the dishes, wash
our hands, brush our teeth, bathe, or do any of the other myriad things that inci-
dentally use household water. Recent studies have shown that dish detergents con-
tain high concentrations of hazardous chemicals such as benzene and naphthalene.
Unfortunately, most wastewater treatment facilities are not equipped to filter out
PCPs, household products, and pharmaceuticals, and a large portion of the chemi-
cals passes right into the local lakes and rivers that accept the treatment plant’s sup-
posedly clean effluent. Study of the effects of these chemicals getting into the water
is just beginning, but examples of problems are now arising regularly, for example
scientists are finding fragrance molecules inside fish tissue. The EPA is determined
to undertake a scientific approach in evaluating the risks associated with contami-
nants associated with PCPs.

2.8.3 Endocrine Disrupting Compounds

The human endocrine system is a composite network of glands and hormones
that regulates many of the body’s functions including growth, development, and
maturation, as well as the way various organs operate. An endocrine disrup-
tor, also known as endocrine disrupting compounds (e.g., diethylhexylphthal-
ate, diethylstilbesterol, or synthetic estrogen ethinylestradiol in birth control
pills), is a synthetic chemical that when absorbed into the body either mimics
or blocks hormones and disrupts the body’s normal functions. EDCs can also
be found in many PCPs like cosmetics and deodorants. Meanwhile, Research
and Development’s National Risk Management Research Laboratory (NRMRL)
conducts research on the efficacy of existing risk-management techniques to
minimize exposure to suspected EDCs and develops new risk management tools
(USEPA 2010). According to the EPA, the most commonly reported EDCs in
studies on the impact of wastewater treatment are reproductive steroid hormones
(especially estrogens) and the estrogenic biodegradation products of alkylphenol
ethoxylate surfactants. For example, a recent publication by the United States
Geological Survey (USGS) showed that reproductive hormones and estrogenic
alkylphenols were present in 40% and 70%, respectively, of the surveyed U.S.

surface waters.
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2.8.4 Potential Reduction of Prescription Drugs
(Pharmaceuticals), Personal Care Products,
and Endocrine Disrupting Compounds

Most prescription drugs are highly water soluble (Daughton and Ternes 1999). For
prescription drugs that are synthetic organic compounds (SOCs), GAC, PAC, RO,
and NF are likely to be effective. The following advanced treatment systems are
suitable for treating prescription drugs, PCPs, and EDCs:

2.8.4.1 Granular Activated Carbon

The contaminants accumulate within the pores, and the greatest efficiency is
attained when the pore size is only slightly larger than the material being adsorbed.
The performance of GAC for specific contaminants is determined in the laboratory
by trial runs and is performed one chemical at a time. Both powdered activated
carbon (PAC) and GAC have been demonstrated to be effective at removing phar-
maceuticals from water, with greater than 50% removal for most compounds. The
Freundlich equation can be used to indicate the efficiency of GAC/PAC treatment.
The Freundlich equation is expressed as: Q. =K x C?, where Q, is the equilibrium
capacity of the carbon for the target compound (ug/g), C. is the equilibrium lig-
uid phase concentration of the target compound (ug/L), and K and 1/% are the
Freundlich coefficients in (ug/g)(L/lg)"” and dimensionless units, respectively. 7 is
a parameter associated to both the relative magnitude and diversity of energies
associated with a specific sorption method. The K values that are determined for
each chemical are a means of expressing the capacity of a particular GAC to remove
a chemical.

2.8.4.2 Membranes

Membrane systems can be an effective technology for reducing the concentration of
a diverse set of pharmaceutical compounds during both drinking water and waste-
water treatment. NF and RO were the most effective membranes. RO membranes
removed more than 80% of all target compounds.

2.8.4.3 Iron-Tetra Amidomacrocyclic Ligand

The iron plus tetra-amido macrocyclic ligand (Fe-TAML) activators, developed by
Carnegie Mellon University scientists in Pittsburgh, Pennsylvania, are made of an
iron atom at the center, surrounded by four nitrogen atoms, which in turn are cor-
ralled by a ring of carbon atoms. According to Carnegie Mellon scientists, if H,O,
is present, it can displace a water ligand and create a catalyst that triggers oxidation
reactions with other compounds in the solution. These catalysts can work with
H,O, to rapidly break down 17B-estradiol and 17B-ethinylestradiol within 5 min,
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whereas 173-estradiol has a natural half-life of about a week and 17(3-ethinylestradiol
takes about twice that time to naturally degrade. Thus, Fe-TAML catalyst requires
more rigorous experimental studies, while not all stakeholders totally believe such
treatment is necessary. Many wastewater treatment plants rely on biological treat-
ment systems, but this is not always effective for all new emerging contaminants
and other chemicals of concern. Membrane filtration, including RO, is an effective
way to remove the majority of chemicals, but it is expensive to build, maintain, and
operate.

2.8.4.4 Chlorine Oxidation

Half of the target chemical compounds were highly reactive and more than 80%
were removed, while the remaining compounds were removed at less than a 20% rate.
The more reactive compounds generally have aromatic rings with hydroxyl, amine, or
methoxy groups. Only certain pharmaceutical compounds will be removed with high
efficiency. Also, free chlorine is more effective than chloramine. However, chlorine
can react with natural organic and inorganic macter in the water to form carcinogens,
which cause adverse reproductive or developmental effects in laboratory animals.

2.8.4.5 Ozonation

Ozonation was highly effective at removing COC and is among the most effec-
tive strategies. Oxidative treatment success has been reported for clofibric acid,
ibuprofen, and diclofenac, using O;, H,0,/UV, or O;/H,0,. Ozonation has been
reported to be effective in the breaking down of diclofenac with complete conver-
sion of the chlorine into chloride ions. Experts have shown that oxidative treat-
ment with both H,0,/UV and O; is effective for reducing carbamazepine, clofibric
acid, diclofenac, sulfamethoxazole, ofloxacin, and propranolol. Ozone treatment of
treated water by biological process from wastewater treatment plants is reported to
reduce the concentration of several types of pharmaceuticals (measured by the par-
ent compound) below detection limits.

2.9 lllustrative Example for Quantifying
the Chemical Threats to Yield Mass
Casualties and Acute Injuries

Terrorists can design their mission to attack U.S. drinking water supplies effort-
lessly through quantification of chemicals needed to yield mass casualties and acute
injuries based on the LDy of each chemical or chemical compound. The terrorist
leaders have confidently threatened to contaminate the drinking water supply of the
United States in recent years. However, many people are still not fully convinced of
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the potential of these threats, particularly attacking the reservoirs, aqueducts, or an
aquifer. The DHS and EPA has focused on protecting water and wastewater treat-
ment plants including hydrants, cyberspace for water facilities, and water tanks but
not the original water sources such as the aquifer recharge zone and aqueducts. In
fact, once the raw water is totally contaminated with chemicals that are difficult to
remove by the traditional water treatment systems, the denial to water service can
immediately take place. Chapter 4 presents terrorism activity scenarios, Chapters 8
through 9 present the risk estimation model on water supply contamination, and
Chapter 11 illustrates the bold planning of terrorist leaders. These presentations are
intended to make the general public imagine the possible horrific events that could
happen if the terrorists successfully attack the water infrastructure. Revealing these
events may shed light on strategic improvements to water infrastructure security to
make it difficult for the attacks to succeed and reduce the impact of the attacks that
may occur. This section presents the amount of chemicals needed to destroy the
water supplies. Accordingly, this is not intended to promote harm against human
health and the environment but to drive the general public in acknowledging and
realizing the probability or feasibility of water source contamination.

2.9.1 Example of Water Contamination

In the San Antonio region, the Edward Aquifer average daily pumpage is 136.5
million gallons per day (MGD) or 418 acre-ft (515,595,415.52 Liters, L). (1) From
1934 through 1994, the average recharge to the Edwards aquifer was 676,600
acre-feet (834,573,823,300 L); (2) decades later in 1992, following a year of record
rainfall, recharge to the aquifer was the highest ever recorded at 2,486,000 acre-ft
(3,066,435,892,300 L).

Assume Edwards Aquifer maintains a volume of 676, 600 acre-fect or 834,
573,823,300 L in a year. CN-based pesticide (or sodium cyanide) with an LD, of
6.4 mg/kg (6.4mg/L) will be used as the chemical threat (CT):

Option 1: CN-based pesticide

CTCyanide = (64 mg/L) X 834) 573, 823> 300 L
CTCyanide =5.3%x10"2 mg
CTyumige = 5-3x 102 mg =~ 5,300,000 kg ~ 11,684,500 Ibs

Option 2: It is very typical that the commercially available pesticide has
an approximate LDy, of 10 mg/L (Note: See Section 2.4.1.3, according to
several resources a mysterious secret of the chemical industry is that inert
ingredients, which are the bulking agents for pesticides are often more roxic,
however, this information is not required on the labels.)
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CTPesricide = (10 mg/L) X 834) 573; 823’ 300 L

CTPesticide = 83 X 1012 mg
CTpeicide = 8:3% 102 mg = 8,300,000 kg ~ 18,298,368 Ibs

The terrorist group requires 5,300,000 kg or 11,684,500 Ibs of sodium cyanide to
destroy Edwards Aquifer. The terrorist group also has an option to use the tradi-
tional pesticides available in the market, if it is difficult to acquire sodium cyanide
or CN-based pesticide in some areas. They require 18,298,368 lbs of pesticide to
generate mass casualties. Based on the illustration in Figure 4.2 in Chapter 4, ter-
rorists can set up various undetectable stations to implement their plan. Aside from
foreign support, they can use credit cards and loans within the United States to
financially support the actack.

Meanwhile, one trailer dolly or pick-up truck has the capacity to carry 600
Ibs of chemical threats. A terrorist can acquire 3,000 Ibs per day (600 Ibs X 5 trips
from local department stores—open 24 hours) or 21,000 Ibs per week (3,000 Ibs x
7 days) using a trailer dolly or pick-up truck. In another scenario, a terrorist can
use a larger truck with a capacity to haul 6,000 lbs of pesticide or 24,000 Ibs per
day (6,000 lbs X 4 trips from local department stores—open 24 hours) to acquire
a minimum of 168,000 Ibs per week (24,000 lbs X 7 days). Further, the terrorist
group needs a minimum of 24 stations [(18,298,368 + (21,000 + 168,000) = 24]
or 24 points of targer. Two terrorists can be involved in one station between San
Antonio and Austin, Texas to entirely contaminate the Edwards Aquifer within
a single month. If there are four or more additional terrorists assigned for this
mission, it could be less than a month before terrorists can achieve their ultimate
goal without exhausting themselves or being caught by authorities or intelligence
agents. Therefore, aquifer destruction can possibly be executed anytime by terror-
ists based on their extreme hatred and aim to inflict catastrophe against United
States. A similar process to the one presented above in option 2 can be utilized to
contaminate aqueducts, water tanks, and reservoirs by quantifying the amount of
chemical threats using the chemical’s LDy,

This chapter sufficiently identified and presented the chemical threats against
water infrastructure including some of the effective treatment technologies, which
can be used to treat the water supply in the event of contamination. Fundamentally,
identifying the potential threats and their hazards is very crucial in optimizing
procedures for the protection of the homeland water infrastructure. The following
chapter introduces the most accessible explosives and blasting agents used for ter-
rorist attacks. Thus, blasting of water supply facilities, explosion of dams and reser-
voirs, and the creation of leaks or explosions to petrochemical refineries or chemical
plants near water resources could create further damage. The explosive materials or
blasting agents potentially used in terrorism are detailed in Chapter 3.
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Chapter 3

Explosives Used Against
Water Infrastructure

3.1 Introduction

This chapter introduces some of the explosives or blasting agents that can be easily
created as components of improvised explosive devices (IEDs) used against water
infrastructure. IEDs are responsible for numerous American combat casual-
ties including civilians in Iraq and Afghanistan. The Department of Homeland
Security (DHS) has no specific and detailed information to indicate that IEDs
are currently being planned for use in the United States. This chapter provides the
basics of explosives and their design, specifications, and characteristics as weapons
usually used by terrorists. Warnings against terrorism and appropriate preventive
measures can be determined by having an idea of the materials used in explosives
preparation and their specifications. In Section 3.3.12.1, a process is suggested to
calculate safe distances from a potential explosion. This method can be used to
help design and install perimeters and emergency response stations for major assets.

3.2 Characterization of Explosive Materials

Explosive materials include explosives, blasting agents, and detonators. A list of
explosive materials determined to be within the coverage of 18 U.S.C. Chapter 40,
Importation, Manufacture, Distribution, and Storage of Explosive Materials is
issued at least annually by the Director of the Bureau of Alcohol, Tobacco, Firearms,
and Explosives (ATF) of the Department of the Treasury. The U.S. Department of
Transportation (DOT) classifications of explosive materials used in commercial

75
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blasting operations are not identical with the statutory definitions of the Organized
Crime Control Act of 1970, Title 18 U.S.C., Section 841. To achieve uniformity
in transportation, the definitions of the DOT in Title 49 Transportation Code
of Federal Regulations (CFR), Chapter 1, subdivides these materials into class A
explosives (detonating, or otherwise maximum hazard), class S explosives (lam-
mable hazard), class C explosives (minimum hazard), and oxidizing material (a
substance that yields oxygen readily to stimulate the combustion of organic mat
ter). Hence, there are several categories of explosive materials; however, the ones
described in Sections 3.2.1 through 3.2.19 are the most inexpensive and easy to
acquire for terrorist attacks against water infrastructure.

3.2.1 Acetone Peroxide

Acetone peroxide (tricycloacetone peroxide; Chemical Abstract Service [CAS]
number 17088-37-8) is formed from acetone in sulfuric acid solution when acted
upon by 45% hydrogen peroxide. Its properties are comparable to those of pri-
mary explosives. Acetone peroxide is not used in practice because of its tendency to
undergo sublimation. It is highly susceptible to heat, friction, and shock. However,
it can be a powerful weapon for destroying water infrastructure and the chemi-
cal compositions are commercially viable. The cyclic dimer (C4H;,0), an open
monomer, and a dimer are also formed, but under special conditions the cyclic
trimer (CyH,3Oy) is the primary product. The criteria and characteristics of acetone
peroxide include but are not limited to the following: oxygen balance, -151.3%;
lead block test, 250 cm?/10 g; melting point, 91°C; impact sensitivity, 0.3 N-m; and
friction sensitivity, 0.1 N. Acetone peroxide was used as the explosive in the July
2005 London bombings. There was a series of coordinated terrorist bomb blasts
that hit London’s public transport system during the morning rush hour. Three
bombs exploded within 50 seconds of each other on the London Underground
trains. It should be noted that the terrorists usually launch their attacks during rush
hours. Detection method and emergency response techniques based on the timing
and distance of the explosion may need to be analyzed closely.

3.2.2 Ammonium Nitrate

Ammonium nitrate (NH,NO;; AN; CAS number 6484-52-2) is hygroscopic and
water soluble. AN fertilizer does great things for the agriculture industry. It is made of
a chemical compound of 27% nitrogen and 8% calcium carbonate, is typically afford-
able, and does an impressive duty bolstering all kinds of harvests. Hence, it is very
accessible to terrorists and criminals as a weapon of destruction, and it was used in
the notorious 1995 federal building bombing in Oklahoma City. Meyer, Kohler, and
Homburg (2007) indicated that the product shows a great tendency to cake and the
resulting difficulties are avoided by transformation into prills (prills are small aggre-
gate materials formed from a melted liquid). AN is commercially sold as dense prills
and as porous prills employed for industrial explosives such as mining after milling.
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Meyer, Kohler, and Homburg (2007) specified that ammonium nitrate explosives
composed of AN with carbon carriers (e.g., coal or wood meal) and sensitizers such as
nitroglycol or TN'T with aluminum powder in it for producing a stronger explosion.

According to Meyer, Kohler, and Homburg (2007), AN tends to be very difficult
to detonate, and another high explosive or strong industrial or military blasting
cap—a #8 cap and 12 oz of pentaerythritol tetranitrate (PETN) or hexahydro-1,3,5-
trinitro-1,3,5-triazine (RDX)—is needed to detonate it; it melts at 180°C, holds
378 cal/g of energy, and has a detonating velocity of 3,460 m/s. Table 3.1 provides
the characteristics and specifications of AN.

Table 3.1 Characteristics and Specifications of Ammonium Nitrate

Color: colorless crystals

Molecular weight: 80

CAS number: 6484-52-2

Energy of formation: —4,428.0 kJ/kg

Enthalpy of formation: —4,567.0 kJ/kg

Oxygen balance: +19.99%

Nitrogen content: 34.98%

Volume of explosion gases: 980 L/kg

Heat of explosion (H,O liq.): 479 kJ/kg, (H,O gas): 1,441 k)/kg

Melting point: 169.6°C = 337.3°F

Lead block test: 180 cm3/10 g

Deflagration point: starts decomposition at the melting point of 169.6°C;
completes approximately at 210°C (boiling point).

Impact sensitivity: up to 50 N-m

Friction sensitivity: 353 N pistil load no reaction

Critical diameter of steel sleeve test: T mm

Sources: Data from U.S. Environmental Protection Agency, http://www.epa.gov/ttn/
chief/ap42/ch08/final/c08s03.pdf, 2010; Meyer, R., J. Kohler, and A. Homburg,
Explosives, 5th ed., New York: Wiley, 2002; Akhavan, )., The Chemistry of
Explosives, Cambridge, UK: Royal Society of Chemistry, 2004; U.S.
Department of Treasury’s Bureau of Alcohol, Tobaco, Firearms, and
Explosives (ATF), Definition and test procedures of Ammonium Nitrate
Fertilizer, U.S. government publications, 1984; U.S. Department of
Treasury’s Bureau of Alcohol, Tobaco, Firearms, and Explosives (ATF), http://
searchjustice.usdoj.gov/search?q=explosives+&site=default_collection&
sort=date%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&
client=atf&proxystylesheet=atf, 2010.
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3.2.3 Ammonium Nitrate-Fuel Oil
ANFO is a tertiary explosive composed of AN and liquid hydrocarbons. The

application technique of these mixtures has now become much easier owing to
the fact that the material, which has a strong tendency to agglomerate, is com-
mercially produced as porous prills (Meyer, Kohler, and Homburg 2007). These
porous prills have the capacity to approximately absorb 6% of the oil, which is
the quantity required to maintain an oxygen balance that will generate a higher
explosion with igniting by a powerful primer.

3.2.4 Cyclonite (RDX)

Cyclonite (CH,-N-NO,); is a white, crystalline solid used in mixture with
other explosives/blasting agents and plasticizers, phlegmatizers, or desensitiz-
ers. RDX can be dissolved in acetone, ether and ethanol, but it is insoluble in
water. Cyclohexanone, nitrobenzene, and glycol are solvents at elevated temperatures
(Meyer, Kohler, and Homburg 2007). Its detonation velocity at a density of 1.76
g/ cm? is quantified as 8750 m/s. The chemical reaction of concentrated nitric
acid with hexamine produces RDX. The decomposition temperature is 170°C and
the melting point is 204°C. Based on testimony in the U.S. Court of Appeals for
the Ninth Circuit, dated February 2, 2010, Ahmed Ressam, the Al-Qaeda mil-
lennium bomber, used a small quantity of RDX as one of the components in the
explosives that he used to bomb Los Angeles International Airport on New Year’s
Eve 1999; the combined explosives could have produced a blast greater than that
produced by a devastating car bomb. RDX was the main component used in the
2006 Mumbai, India, train bombings. It is also believed to be the explosive used in
the 2010 Moscow Metro, Russia, bombings. Table 3.2 presents the characteristics
and specifications of RDX.

Table 3.2 Characteristics and Specifications of RDX

Color: colorless crystals

Empirical formula: C;HN,O,
CAS number: 121-82-4

Molecular weight: 222.1

Energy of formation: +401.8 kJ/kg

Enthalpy of formation: +301.4 kJ/kg

Optimum oxygen balance: -21.6%

Optimum nitrogen content: 37.84%
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Table 3.2 Characteristics and Specifications of RDX (Continued)
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Volume of explosion gases: 903 L/kg

Empirical formula: C;HN,O,

Molecular weight: 222.1

Energy of formation: +401.8 kJ/kg

Enthalpy of formation: +301.4 kJ/kg

Optimum oxygen balance: —21.6%

Optimum nitrogen content: 37.84%

Volume of explosion gases: 903 L/kg

Heat of explosion (H,0 liq.): 5,647 kJ/kg, (H,O gas): 5,297 k)/kg

Heat of detonation (H,O liq.): 6,322 kJ/kg

Specific energy: 1,375 kJ/kg

Density: 1.82 g/cm?

Melting point: 204°C

Heat of fusion: 161 kJ/kg

Lead block test: 480 cm3/10 g

Detonation velocity, confined: 8,750 m/s

Impact sensitivity: 7.5 N-m

Friction sensitivity: 120 N

Sources: Data from U.S. Environmental Protection Agency, http:/www.epa.gov/ttn/

chief/ap42/ch06/final/c06s03.pdf, 2010; U.S. Environmental Protection Agency,
http://nlquery.epa.gov/epasearch/epasearch?querytext=Explosives&typeof
search=epad&sort=term_relevancy&results_per_page=10&doctype=all&origi
nalquerytext=Ammonium+Nitrate&areaname=&fag=no&filterclause=&sessi
onid=981E2B6116865D395E59B9D752558E2C&referer=http%3A%2F%2Fepa.
gov%2F&prevtype=epa&result_template=epafiles_default.xsl&areasidebar=
search_sidebar&areapagehead=epafiles_pagehead&areapagefoot= epafiles_
pagefoot&stylesheet=http%3A%2F%2Fwww.epa.gov%2Fepafiles% 2Fs%2
Fepa. css&po=3333,2010; Meyer, R., J. Kohler,and A. Homburg, Explosives,
5th ed., New York: Wiley, 2002; U.S. Department of Treasury’s Bureau of Alco-
hol, Tobaco, Firearms, and Explosives (ATF), http://searchjustice.usdoj.gov/
search?q=explosives+&site=default_collection&sort=date%3AD%3AL%3Ad
1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&client=atf&proxystylesheet=
atf, 2010; Akhavan, J., The Chemistry of Explosives, Cambridge, UK: Royal
Society of Chemistry, 2004.
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3.2.5 Dingu and Sorguyl

Dingu and sorguylwere introduced by the Soiete Nationale Des Poudres Et Explosivs,
Sogues, France (Meyer, Kohler, and Homburg 2002). The reaction between glyoxal
and urea produces glycolurile. Once glycolurile undergoes the dinitration process, it
produces dingu. The characteristics of dingu are presented in Table 3.3. It is easily
decomposed by alkaline hydrolysis. It is stable in contact with neutral or acid water.
It is insoluble in molten TNT but soluble in dimethyl sufoxide. Nitration with nitric
acid and nitrogen pentoxide can generate sorguyl. Nitro derivatives of glycolurile
have recently attracted renewed interest because sorguyl has proved to be one of
the most powerful modern explosives (Boileau, Emeury, and Keren 1975). Sorguyl
has high density and high detonation velocity, which can be used by terrorists for
actacking dams. Dingu and sorguyl are not very common in the United States
and not easily detected onsite. Sorguyl is not hygroscopic, decomposes easily by
hydrolysis (decomposes when mixed with molten TNT), and is insoluble in both
hydrocarbons and chlorinated hydrocarbons. The characteristics and specifications
of dingu and sorguyl are presented in Tables 3.3 and 3.4.

3.2.6 Hexamethylenetetramine Dinitrate

Hexamethylenetetramine dinitrate is soluble in water but insoluble in alcohol, ether,
chloroform, and acetone. It is usually made from hexamethylenetetramine and
nitric acid; it is an important precursor of primary explosives. Table 3.5 provides
the characteristics and specifications of hexamethylenetetramine dinitrate.

Table 3.3 Characteristics and Specifications of Dingu

Color: colorless

Empirical formula: C,H,;N,O¢

Molecular weight: 232.1

Oxygen balance: -27.6%

Nitrogen content: 36.2%

Density: 1.94 g/cm?

Detonation velocity, confined: 7,580 m/s

Impact sensitivity: 5-6 N-m

Decomposition: begins at 266°F

Friction sensitivity: up to 300 N

Sources:Data from Agrawal, J. P, and R. D. Hodgson, Organic Chemistry of
Explosives, West Sussex, UK: John Wiley & Sons, 2007; Meyer, R., J. Kohler,
and A. Homburg, Explosives, 5th ed., New York: Wiley, 2002; Boileau, J.,
J. M. Emeury, and J. P. Keren, German Patent 2,435,651, 1975; Emeury, J. L.,
and H. H. Girardon, U.S. Patent 4,211, 874, 1980.
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Table 3.4 Characteristics and Specifications of Sorguyl

Color: colorless

Empirical formula: C,H,N;O,,

Molecular weight: 322.1

Oxygen balance: +5%

Nitrogen content: 34.79%

Density: 2.01 g/cm?

Detonation velocity, confined: 9,150 m/s

Impact sensitivity: 1.5-2 N-m

Deflagration point at 459°F

Sources:Data from Agrawal, ). P, and R. D. Hodgson, Organic Chemistry of
Explosives, West Sussex, UK: John Wiley & Sons, 2007; Meyer, R., J. Kohler,
and A. Homburg, Explosives, 5th ed., New York: Wiley, 2002; Boileau, J.,
J. M. Emeury, and J. P. Keren, German Patent 2,435,651, 1975.

3.2.7 Hexanitroazobenzene

2,2°,4,4°,6,6’,-Hexanitroazobenzene (CAS number 19159-68-3) is normally created
from dinitrochlorobenzene and hydrazine. Also, oxidation and nitration of tetrani-
trohydrazobenzene can produce hexanitroazobenzene (Table 3.6). It is a threat to be
used for destroying dams, underground sewer pipelines, and aqueducts because it
is a considerably powerful underwater explosive.

3.2.8 Hexanitrodiphenylamine

Hexanitrodiphenylamine is mostly toxic and a poisonous underwater explosive with
TNT and aluminum powder. It is less powerful than hexanitroazobenzene but can
still destroy large dams when it is appropriately installed near dam abutments on
unstable ground. Additionally, it is insoluble in water and most organic solvents and
forms acid-sensitive salts. It is prepared by nitration of asym-dinitrodiphenylamine
and formed by condensation of dinitrochlorobenzene with aniline (Meyer, Kohler,
and Homburg 2007). As stated by Meyer, Kohler, and Homburg (2007), it is an
explosive with a relatively low sensitivity to heat and has been used as a precipitant
for potassium. The characteristics and specifications of hexanitrodiphenylamine are
presented in Table 3.7.

3.2.9 Hexanitrohexaazaisowurtzitane

As indicated by Meyer, Kohler, and Homburg (2007), hexanitrobexaazaisowurtzi-
tane or CL-20 (CAS number 135285-90-4) is obtained by condensing glyoxal with
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Table 3.5 Characteristics and Specifications of Hexamethylenetetramine
Dinitrate

Color: colorless crystals

Empirical formula: CgH,4,N;Og
CAS number: 100-97-0
Molecular weight: 266.2

Energy of formation: —1,296.6 k)/kg
Enthalpy of formation: —1,417.7 kJ/kg

Oxygen balance: +78.3%

Nitrogen content: 31.57%

Volume of explosion gases: 1,081 L/kg

Heat of explosion (H,O liq.): 2,642 kJ/kg, (H,O gas): 2,434 k)/kg
Melting point: 169.6°C = 316°F

Lead block test: 220 cm3/10 g

Begins decomposition at melting point: completes at 316°F

Impact sensitivity: up to 50 N-m no reaction

Friction sensitivity: 240 N pistil load reaction

Sources: Data from Meyer, R,, J. Kohler, and A. Homburg, Explosives, 5th ed., New
York: Wiley, 2002; U.S. Department of Treasury’s Bureau of Alcohol, Tobaco,
Firearms, and Explosives (ATF), http://searchjustice.usdoj.gov/search?g=
explosives+&site=default_collection&sort=date%3AD%3AL%3Ad1&output=
xml_no_dtd&ie=UTF-8&oe=UTF-8&client=atf&proxystylesheet=atf, 2010.

Table 3.6 Characteristics and Specifications of Hexanitroazobenzene

Color: orange red

Empirical formula: C;,H,N;O;,
Molecular weight: 452.2

CAS number: 19159-68-3
Oxygen balance: —49.7%

Nitrogen content: 24.78%
Melting point: 430°F

Sources:Data from U.S. Naval Technical Mission to Japan, http://www.fischer
tropsch.org/primary_documents/gvt_reports/USNAVY/USNTMJ%20Repo
rts/lUSNTMJ_toc.htm, 1945, Meyer, R, J. Kohler, and A. Homburg,
Explosives, 5th ed., New York: Wiley, 2002; U.S. Department of Treasury’s
Bureau of Alcohol, Tobaco, Firearms, and Explosives (ATF), http:/
searchjustice.usdoj.gov/search?q=explosives+&site=default_collection&
sort=date%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&
client=atf&proxystylesheet=atf, 2010.



Explosives Used Against Water Infrastructure ® 83

Table 3.7 Characteristics and Specifications of Hexanitrodiphenylamine

Color: yellow crystals

Empirical formula: C;,H;N,O;,

Molecular weight: 439.2
CAS number: 131-73-7

Energy of formation: +162 k)/kg

Density: 1.64 g/cm?

Enthalpy of formation: +94.3 kJ/kg

Specific energy 1,098 kJ/kg

Optimum oxygen balance: +52.8%

Detonation velocity: 7,200 m/s at a density of 1.6 g/cm?

Optimum nitrogen content: 22.33%

Volume of explosion gases: 791 L/kg

Heat of explosion (H,O liq.): 4,075 kJ/kg, (H,O gas): 4,004 kJ/kg
Melting point: 464°F-466°F
Lead block test: 325 cm3/10 g

Temperature of decomposition: completes at 316°F

Impact sensitivity: 7.5 N-m pistil load no reaction

Friction sensitivity: 353 N pistil load reaction

Acetone mixture: not more than 0.1%

Insoluble in 1:3 pyridine (C;H;N, an important solvent and reagent)

Sources: Data from U.S. Army and Air Force (USAAF), http://www.lexpev.nl/down
loads/oldchemicalweapons1994.pdf, 1994; Meyer, R, J. Kohler, and
A. Homburg, Explosives, 5th ed., New York: Wiley, 2002; U.S. Department
of Treasury’s Bureau of Alcohol, Tobaco, Firearms, and Explosives (ATF),
http://searchjustice.usdoj.gov/search?q=explosives+&site=default_collect
ion&sort=date%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=
UTF-8&client=atf&proxystylesheet=atf, 2010; U.S. Naval Technical Mission
to Japan, http://www.fischertropsch.org/primary_documents/gvt_reports/
USNAVY/USNTM]%20Reports/USNTMJ_toc.htm, 1945.

benzylamine to produce hexabenzylhexaazaisowurtzitane. It is one of the most ener-
getic organic explosives due to its high density and detonation velocity that is near
to or can exceed £10,000 m/s. It can be used as one of the IED’s components to
destroy a portion of a large metropolitan area when planned carefully. The charac-
teristics and specifications of CL-20 are presented in Table 3.8.
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Table 3.8 Characteristics and Specifications of CL-20

Empirical formula: C;H(N,,O,,

Color: white crystalline solid

Molecular weight: 438.19

Energy of formation: +1,005.3 kJ/kg

Density: 2.04 g/cm3

Enthalpy of formation: +920.5 kJ/kg

Specific energy: 1323 k)/kg

Optimum oxygen balance: -10.95%

Optimum nitrogen content: 38.3%

Heat of explosion (H,O liq.): 6,314 kJ/kg, (H,O gas): 6,084 k)/kg

Melting point: 195°C

Impact sensitivity: 4 N-m

Friction sensitivity: 48 N

Sources:Data from Simpson, R. L, P. A. Urtiew, D. L. Ornellas, G. L. Moody,
K. J. Scribner, and D. M. Hoffman, Propellant, Explosives, Pyrotechnics
22(5):249-55, October 1997; Meyer, R., ]J. Kohler, and A. Homburg,
Explosives, 5th ed., New York: Wiley, 2002; Lee, K. E., R. L. Hatch, M. Mezger,
and S. Nicolich, US Patent 6,214,137 B1, April 10, 2001; Lee, J. S., and K. S.
Jaw, ] Therm Anal Calorim 85:463-7, 2006.

3.2.10 Lead Azide

Lead azide (Pb(N,),; CAS number 13424-46-9) is poisonous, insoluble in
water, and resistant to heat and moisture. It is prepared by reacting sodium
azide and lead nitrate; production of large crystals may occur and should be
mitigated for safety from potential explosion during the preparation by pre-
cipitation with dextrin or polyvinyl alcohol. Flammability can be improved by
adding flammable additive, such as lead trinitroresorcinate (lead trinitroresor-
cinate is a slurry or wet mass of orange—yellow crystals, which is a weak but
highly sensitive explosive). Hence, water does not reduce this explosive’s impact
sensitivity, therefore, it can be a component of an IED for devastation of water
infrastructure. The characteristics and specifications of lead azide are presented

in Table 3.9.
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Table 3.9 Characteristics and Specifications of Lead Azide

Color: colorless crystals

Molecular weight: 291.3

Energy of formation: +1,663.3 kJ/kg

Density: 4.8 g/cm?

Enthalpy of formation: +1,637.7 k)/kg

Net content as PbCrO,: not less than 91.5%

Optimum oxygen balance: +5.5%

Detonation velocity: depends on the density (e.g., 4,500 m/s at a density of 3.8 g/cm?)

Optimum nitrogen content: 28.85%

Volume of explosion gases: 231 L/kg

Explosion heat: 1,638 kJ/kg

Melting point: 464°F-466°F

Lead block test: 325 cm?10 g

Temperature of decomposition: completes at 316°F

Impact sensitivity: 2.5-4 N-m (pure); 3.0-6.5 N-m (dextrinated)

Friction sensitivity: 0.1-1 N

Moisture content: 0.3%

Water solubility: 1%

Lead content: 68%

Deflagration point: 350°C

Bulk density: 1.1 g/cm?

Sources: Data from Verneker, V. R, and A. C. Forsyth, /] Phys Chem 72:111, 1968;
Meyer, R,, . Kohler, and A. Homburg, Explosives, 5th ed., New York: Wiley,
2002; U.S. Department of Treasury’s Bureau of Alcohol, Tobaco, Firearms,
and Explosives (ATF), http://searchjustice.usdoj.gov/search?q=explosives+
&site=default_collection&sort=date%3AD%3AL%3Ad1&output=xml_no_
dtd&ie=UTF-8&o0e=UTF-8&client=atf&proxystylesheet=atf, 2010; Mcnicol,
L.J. P, U.S. Patent 3,264,150, August 2, 1966.

3.2.11 Lead Styphnate

Lead styphnate (or lead trinitroresorcinate; CAS number 15245-44-0) is sensitive
to fire, can readily ignite by static discharges from the human body, is insoluble in
water, and is moderately soluble in acetone and ethanol. Consequently, it is usually
employed as an initiating explosive with lead azide forming the detonator charge;
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this is unlikely to be utilized by terrorists in attacking large urban areas due to its
very high ignition sensitivity that requires safe handling and transportation pro-
cedures, as authorities are vigilant to suspicious activities. Table 3.10 shows the
characteristics and specifications of lead styphnate.

Table 3.10 Characteristics and Specifications of Lead Styphnate

Color: orange-yellow to dark brown crystals
Empirical formula: C;H;N;O4Pb
CAS number: 15245-44-0

Molecular weight: 468.3

Energy of formation: -1,747.2 kJ/kg

Density: 3.0 g/cm?

Enthalpy of formation: —1,786.9 kJ/kg

Optimum oxygen balance: -18.8%

Detonation velocity: 5,200 m/s at a density of 2.9 g/cm?

Optimum nitrogen content: 8.97%

Volume of explosion gases: 231 L/kg

Lead block test: 130 cm3/10 g

Impact sensitivity: 2.5-5.0 N-m

Moisture content: 0.15%

Net content: 98%

Water solubility: not more than 1%
Lead content: 43.2% - 44.3%

Ca, Mg: 0.5%

Na: 0.07%

pH: 5-7

Deflagration point: 518°F

Bulk density: 1.3-1.5 g/cm?

Sources: Data from Jiang, Z., In Proceedings of the 24th International Symposium
on Shock Waves, Beijing, China, July 11-14, 2004, 1:984, Berlin, Heidelberg:
Springer, 2005; Meyer, R., J. Kohler, and A. Homburg, Explosives, 5th ed.,
New York: Wiley, 2002; U.S. Department of Treasury’s Bureau of Alcohol,
Tobaco, Firearms, and Explosives (ATF), http://searchjustice.usdoj.gov/sea
rch?q=explosives+&site=default_collection&sort=date%3AD%3AL%3Ad1
&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&client=atf&proxystylesheet=
atf, 2010; Ledgard, J. B., Preparatory Manual of Explosives: A Comprehensive
Laboratory Manual, South Bend, IN: Paranoid Publications Group, 2002.
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3.2.12 Mercury(ll) Fulminate

Mercury(Il) fulminate (CAS number 628-86-4) is toxic and highly sensitive to fric-
tion and shock. It is water insoluble and can be phlegmatized by the addition of fats,
oils, or paraffin. Meyer, Kohler, and Homburg (2007) specified that it is prepared
by dissolving mercury in nitric acid with 95% ethanol. Then, energetic gas and crys-
tals are produced, the crystals are filtered by suction and washed until they become
neutral after the reaction. The mercury(Il) fulminate product is obtained as a small
brown to grey pyramid-shaped crystal, the color of which is caused by the presence
of colloidal mercury. It is normally stored under water and dried at 104°F shortly
before use (Meyer, Kohler, and Homburg 2007). Its characteristics and specifica-
tions are presented in Table 3.11.

3.2.13 Nitrocellulose

Nitrocellulose (CAS number 9004-70-0) is prepared by the action of a nitrating
mixture on high-quality cellulose prepared from wood pulp. The crude nitration
product is first centrifuged to remove the bulk of the acid, after which it is stabilized

Table 3.11 Characteristics and Specifications of Mercury (Il) Fulminate

Color: colorless

Empirical formula: Hg(CNO),

CAS number: 628-86-4

Molecular weight: 284.6

Energy of formation: +958 k)/kg

Density: 4.42 g/cm?

Enthalpy of formation: +941 kJ/kg

Optimum oxygen balance: —11.2%

Nitrogen content: 9.84%

Impact sensitivity: 1.0-2.0 N-m

Net content: not less than 98%

Water solubility: not more than 1%

Deflagration point: 330°F

Sources: Data from Beck, W., J. Evers, M. Gobel, G. Oehlinger, and T. M. Klapotke,
Zeitschrift fir anorganische und allgemeine Chemie 663(9):1417-22, 2007;
Meyer, R,, J. Kohler, and A. Homburg, Explosives, 5th ed., New York: Wiley,
2002; Perry, D. L., and S. L. Phillips, Handbook of Inorganic Compounds.
Boca Raton, FL: CRC Press, 1995.



88 m Risk Assessment for Water Infrastructure Safety and Security

by preliminary and final boiling operations (Meyer, Kohler, and Homburg 2002).
Also, the nitration processes are resumed while a measured amount of nitric acid
and anhydrous sulfuric acid are applied to regulate the spent acid. Standard nitrocel-
lulose types are manufactured and blended to the desired nitrogen content. Blasting
soluble nitrocotton (dynamite nitrocotton; 12.3% nitrogen) is held at a high vis-
cosity to maintain good gelatinizing properties and all nitrocelluloses are soluble
in acetone. In addition, it is a highly lammable compound formed by nitration
of cellulose. Most airport X-ray machines may not be able to detect nitrocellulose,
although another type of technology called a frace detection machine can. Most
underdeveloped countries may not have the technology to detect nitrocellulose; ter-
rorists will be able to pass through their security system and can hijack the airlines
heading to the United States for a series of attacks. Table 3.12 shows the character-
istics and specifications of nitrocellulose.

Table 3.12 Characteristics and Specifications of Nitrocellulose

Color: white fibers

Empirical formula of the structural unit: C;,H,,N¢O,,

Nitration grade = 14.14%

CAS number: 9004-70-0

Optimum nitrogen content: 13.4% or 13.5% with anhydrous phosphoric acid

Molecular weight of the structure unit: 324.2 + % N/14.14270

Optimum oxygen balance: -28.7%

Volume of explosion gases: 871 L/kg

Heat of explosion (H,O liq.): 4,312 kJ/kg, (H,O gas): 3,991 kJ/kg

Density: 1.67 g/cm?3, by pressing: 1.3 g/cm3

Lead block test: 370 cm3/10 g

Impact sensitivity: 3 N-m

Friction sensitivity: up to 353 N

Ashes: not more than 0.4%

Insoluble in acetone: not more than 0.4%

Alkali, as CaCOs: not more than 0.05%

Sulfate, as H,SO,: not more than 0.05%

HgCl,: none
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Table 3.12 Characteristics and Specifications of Nitrocellulose (Continued)

Nitrocellulose for gelatinous explosives must gelatinize nitroglycerine
completely within 5 minutes at 60°C.

Linters (cotton fibers) as raw material

Properties (C;H;,05),
White fibers

Molecular weight of structural unit: 162.14

Specifications (-cellulose content

(insoluble in 17.5% NaOH): at least 96%

Fat; resin (soluble in CH,C,,): not more than 0.2%

Optimum moisture: not more than 7.0%

Optimum ash content: not more than 0.4%

Sources: Data from U.S. Environmental Protection Agency, http://www.epa.gov/ttn/
chief/ap42/ch08/final/c08s03.pdf, 2010; Meyer, R., . Kohler,and A. Homburg,
Explosives, 5th ed., New York: Wiley, 2002; U.S. Department of Treasury’s
Bureau of Alcohol, Tobaco, Firearms, and Explosives (ATF), http://searchjus
tice.usdoj.gov/search?q=explosives+&site=default_collection&sort=date
%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&client=atf
&proxystylesheet=atf, 2010.

3.2.14 Nitroglycerin

Nitroglycerin (CAS number 55-63-0) is an oily, colorless liquid, and a high explo-
sive that is so unstable that the slightest jolt, impact, or friction can cause it to spon-
taneously detonate. Because the molecule contains oxygen, nitrogen, and carbon,
when it explodes a large amount of energy is released and the rate of decomposition
reaction makes it a violent explosive. It forms new molecules as depicted in the fol-
lowing chemical equation:

4C,H5N,O0,(s) = 6N, (2) + 12CO(g) + 10H,0(g) + 70,(2)

High explosives are decomposed instantaneously by a supersonic shock wave passing
through the material. Based on the chemical equation above, 4 moles of nitroglycerin
generates 35 moles of hot gases, which makes it as one of the most powerful explo-
sives. The characteristics and specifications of nitroglycerin are provided in Table 3.13.

3.2.15 Octagen (HMX)

Octagen, or octahydro-1,3,5,7-tetranitro-1,3,5, 7-tetrazocine (HMX), is a powerful
and relatively insensitive nitroamine high explosive, chemically related to RDX.
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Table 3.13 Characteristics and Specifications of Nitroglycerin

Color: yellow oil

Empirical formula: C;H;N;04

Molecular weight: 227.1

CAS number: 55-63-0

Energy of formation: -1,539.8 kJ/kg

Enthalpy of formation: -1,632.4 kJ/kg

Optimum oxygen balance: +3.5%

Optimum nitrogen content: 18.50%

Volume of explosion gases: 716 L/kg

Heat of explosion (H,O liq.): 6,671 kJ/kg, (H,O gas): 6,214 k)/kg

Specific energy: 1,045 kJ/kg

Density: 1.591 g/cm3

Solidification point: +13.2°C (stable modification), +2.2°C
(unstable modification)

Specific heat: 1.3 kJ/kg

Lead block test: 520 cm3/10 g

Detonation velocity, confined: 7,600 m/s

Impact sensitivity: 0.2 N-m

Friction sensitivity: up to 353 N

Nitroglycerine as a Component of Explosives

Nitrogen content Not less than 18.38%

Abel test at 82.2°C Not less than 10 minutes

Glycerol as a raw material

Smell Not offensive; pungent
Color Clear, as pale as possible
Reaction to litmus Neutral

Nitroglycerine as a Component of Explosives

AgNO,; test: traces only Fatty acids: traces only

Ash content: maximum 0.03% Water content: maximum 0.50%

Refractive index (nD) 20: 1.4707-1.4735




Explosives Used Against Water Infrastructure ®m 91

Table 3.13 Characteristics and Specifications of Nitroglycerin (Continued)

Acidity: not more than 0.3 mL n/10 NaOH/100 mL
Alkalinity: not more than 0.3 mL n/10 HCI/100 mL

Sources: Data from U.S. Environmental Protection Agency, http://www.epa.gov/ttn/
chief/ap42/ch06/final/c06s03.pdf, 2010; U.S. Environmental Protection Agency,
http://nlquery.epa.gov/epasearch/epasearch?querytext=Explosives&typeofs
earch=epa&sort=term_relevancy&results_per_page=10&doctype=all&orig
inalqueryt ext=Ammonium-+Nitrate&areaname=&fag=no&filterclause=&
sessionid=981E2B6116865D395E59B9D752558E2C&referer=http%3A%2F%
2Fepa.gov%2F&prevtype=epa&result_template=epafiles_default.xsl&area
sidebar=search_sidebar&areapagehead=epafiles_pagehead&areapagefoot=
epafiles_pagefoot&stylesheet=http%3A%2F%2Fwww.epa.gov% 2Fepafiles%:2
Fs%2Fepa.css&po=3333, 2010; Meyer, R., J. Kohler,and A. Homburg, Explo-
sives, 5th ed., New York: Wiley, 2002; U.S. Department of Treasury’s Bureau
of Alcohol, Tobaco, Firearms, and Explosives (ATF), http://searchjustice.
usdoj.gov/search?q=explosives+&site=default_collection&sort=date%3AD%
3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&client=atf&proxy
stylesheet=atf, 2010.

Octagen is insoluble in water and is made by the nitration of hexamine with
ammonium nitrate and nitric acid in an acetic acid. It can be used to manufacture
cyclotrimethylene-trinitramine (RDX), another high explosive similar in structure
to HMX. The characteristics and specifications of HMX are shown in Table 3.14.

3.2.16 Pentaerythritol Tetranitrate

PETN is an explosive with high brisance; it is very stable; Meyer, Kohler, and
Homburg (2007) indicated that it is insoluble in water; sparingly soluble in alcohol,
ether, and benzene; and soluble in acetone and methyl acetate. Pentaerythrol is mixed
into concentrated nitric acid with efficient stirring and cooling to produced PETN.
An approximate optimum fraction of 70% HNO; shall be attained to precipitate the
residue of the product, then acetone is used for finishing. PETN is more complex
to detonate than TNT but it has a higher level of shock and friction sensitivity; an
explosion will not be produced by dropping or igniting. A deflagration to detonation
transition can take place in some cases. PETN is used to avoid the need for primary
explosives; the energy needed for an immediate initiation of PETN by an electric
spark is approximately up to 60 mJ. It is a major ingredient of the plastic explo-
sive semtex. PETN can only become a violent explosive when it is mixed with other
explosives. The explosive that almost brought down Northwest Airlines Flight 253
was extremely powerful, allowing terrorists to use only small quantities to cause enor-
mous damage. PETN crystals are hard to detect if carried in a sealed container. These
PETN crystals can be used by terrorists entering foreign international airports, par-
ticularly in underdeveloped countries where they may not have sophisticated detec-
tion systems; terrorists can hijack or use their airlines to attack the United States and
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Table 3.14 Characteristics and Specifications of HMX

Color: colorless crystals

Empirical formula: C;HgNzO4

Molecular weight: 296.2

Energy of formation: +353.6 kJ/kg

Enthalpy of formation: +60.5 kcal/kg = +253.3 kJ/kg

Optimum oxygen balance: -21.6%

Optimum nitrogen content: 37.83%

Volume of explosion gases: 902 L/kg

Heat of explosion (H,0 gas): 5,249 kJ/kg, (H,O liq.): 5,599 kJ/kg

Specific energy: 1,367 kJ/kg

Density:

o-modification: 1.87 g/cm?
B-modification: 1.96 g/cm?
y-modification: 1.82 g/cm?
d-modification: 1.78 g/cm?

Melting point: 275°C

Modification transition temperatures:
o — &:193°C-201°C

B — 8:167°C-183°C

vy — 0: 167°C-182°C

o — B:116°C

B — v: 154°C

Transition enthalpies:
o — &:25.0 kJ/kg
B — &:33.1 kJ/kg
vy — 8:9.46 k)/kg
B — v:23.6 kl/kg
o — 7:15.5 kJ/kg
o — P: 8.04 kl/kg
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Table 3.14 Characteristics and Specifications of HMX (Continued)

Specific heat, B-modification: 0.3 kcal’kg at 80°C

Lead block test: 480 cm?/10 g

Detonation velocity, confined, B-modification: 9100 m/s

Deflagration point: 287°C

Impact sensitivity: 7.4 N-m

Friction sensitivity: At 120 N

CAS number: 2691-41-0

Grade A Not less than 93%
Grade B Not less than 98%
Melting point Not less than 270°C
Acetone-insoluble Not more than 0.05%
Ashes Not more than 0.03%
Acidity, as Ch,COOH Not more than 0.02%

Sources: Data from Gibbs, T. R., and Poppolato, A.; LASL Explosive Property Data.
Berkeley: University of California Press, 1980; Meyer, R., ]. Kohler, and
A. Homburg, Explosives, 5th ed., New York: Wiley, 2002; U.S. Depart-
ment of Treasury’s Bureau of Alcohol, Tobaco, Firearms, and Explosives
(ATF), http://searchjustice.usdoj.gov/search?g=explosives+&site=default_
collection&sort=date%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&
oe=UTF-8&client=atf&proxystylesheet=atf, 2010; Akhavan, J., The Chemistry of
Explosives, Cambridge, UK: Royal Society of Chemistry, 2004.

to successfully create massive explosions near or on critical national infrastructure.
The characteristics and specifications are shown in Table 3.15.

3.2.17 Picric Acid

2,4,6-trinitrophenol (TNP) is commonly known as picric acid; it is soluble in hot
water, alcohol, ether, benzene, and acetone. Also, it has a greater magnitude of
explosion than TNT. It is generated by dissolving phenol during nitration of the
resulting phenoldisulfonic acid with nitric acid. The crude product is purified by
washing in water and needs an elevated pouring temperature (Meyer, Kohler, and
Homburg 2007). But, the solidification point can be reduced by using nitronaph-
thalene or dinitrobenzene. The characteristics and specifications of picric acid are

presented in Table 3.16.
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Table 3.15 Characteristics and Specifications of PETN

Color: colorless crystals

Empirical formula: C;HgN,O,,

Molecular weight: 316.1

Energy of formation: —1,610.7 kJ/kg

Enthalpy of formation: —1,704.7 k)/kg

Optimum oxygen balance: —10.1%

Optimum nitrogen content: 17.72%

Volume of explosion gases: 780 L/kg

Heat of explosion (H,O gas): 5,850 kJ/kg, (H,O liq.): 6,306 kJ/kg

Heat of detonation (H,O liq.): 6,322 k)/kg

Specific energy: 1,205 kJ/kg

Density: 1.76 g/cm?

Melting point: 141.3°C

Heat of fusion: 152 kJ/kg

Specific heat: 1.09 kJ/kg

Lead block test: 523 cm3/10 g

Detonation velocity, confined: 8,400 m/s = 27,600 ft/s at ) =1.7 g/cm3

Deflagration point: 202°C = 396°F

Impact sensitivity: 3 N-m

Friction sensitivity: 60 N

CAS number: 78-11-5

Sources: Data from Lee, J. S., and K. S. Jaw, / Therm Anal Calorimetry 93:953-7, 2008;
Meyer, R., J. Kohler, and A. Homburg, Explosives, 5th ed., New York: Wiley,
2002; U.S. Department of Treasury’s Bureau of Alcohol, Tobaco, Firearms,
and Explosives (ATF), http://searchjustice.usdoj.gov/search?q=explosives+
&site=default_collection&sort=date%3AD%3AL%3Ad1&output=xml_no_
dtd&ie=UTF-8&oe=UTF-8&client=atf&proxystylesheet=atf, 2010; Akhavan, J.,
The Chemistry of Explosives, Cambridge, UK: Royal Society of Chemistry,
2004.
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Table 3.16  Characteristics and Specifications of Picric Acid

Color: yellow crystals

Empirical formula: C;H;N;0,

Molecular weight: 229.1

Energy of formation: —1,014.5 kJ/kg

Enthalpy of formation: —1,084.8 kJ/kg

Detonation velocity: 7,350 m/s at a density of 1.7 g/cm?

Deflagration point: 570°F

Solidification point: not less than 240°F

Moisture content: not more than 0.1%

Benzene-insoluble: not more than 0.15%

Ash content: not more than 0.1%

Lead content: not more than 0.0004%

Optimum oxygen balance: —45.4%

Iron content: not more than 0.005%

Insolubility in water: not more than 0.15%

Optimum nitrogen content: 18.34%

Volume of explosion gases: 826 L/kg

Heat of explosion (H,O gas): 3,437 kJ/kg, (H,O liq.): 3,350 k)/kg

Specific energy: 995 kJ/kg

Density: 1.76 g/cm?
Heat of fusion: 76.2 kJ/kg

Impact sensitivity: 7.4 N-m

Friction sensitivity: 353 N
Specific heat: 1.065 kJ/kg
CAS number: 88-89-1

Sources: Data from U.S. Naval Technical Mission to Japan, http://www.fischertropsch.
org/primary_documents/gvt_reports/USNAVY/USNTM]J%20Reports/
USNTMJ_toc.htm,1945; Meyer, R., J. Kohler, and A. Homburg, Explosives, 5th
ed., New York: Wiley, 2002; U.S. Department of Treasury’s Bureau of Alcohol,
Tobaco, Firearms, and Explosives (ATF), http://searchjustice.usdoj.gov/search?
g=explosives+&site=default_collection&sort=date%3AD%3AL%3Ad1&
output=xml_no_dtd&ie=UTF-8&o0e=UTF-8&client=atf&proxystylesheet=atf,
2010; Akhavan, J., The Chemistry of Explosives, Cambridge, UK: Royal
Society of Chemistry, 2004.
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3.2.18 Plastic Explosives

Plastic explosives (e.g., gelignite, composition 4 or C-4, and plastrite) are com-
monly called semtex, and they contain high-brisance crystalline explosives, such
as octagen and RDX with petroleum jelly (Vaseline) or gelatinized liquid nitro
compounds in poly-additive plastics (e.g., polysulfides, polybutadiene, acrylic acid).
These explosives are easy to use by terrorists or disgruntled individuals.

3.2.19 2,4,6-Trinitrotoluene

2,4,6-trinitrotoluenc is a yellow, odorless solid and is commonly known as TNT; it is
usually used in military bombs, and grenades; for industrial uses; and in underwater
blasting. The production of TNT in the United States occurs solely at military arse-
nals. It can be produced pure and mixed with ammonium nitrate, with aluminum
powder, with RDX, and in other combinations. It is one of the most highly used
explosives in the military because it is neutral and very stable. Table 3.17 defines the
specifications and characteristics of TNT.

Table 3.17 Characteristics and Specifications of TNT

Color: pale yellow crystals; flakes if granulated

Empirical formula: C,H;N;O,

Molecular weight: 227.1

Energy of formation: -219.0 kJ/kg

Enthalpy of formation: -295.3 kJ/kg

Optimum oxygen balance: -73.9%

Optimum nitrogen content: 18.50%

Volume of explosion gases: 825 L/kg

Heat of explosion (H,O gas): 3,646 kJ/kg, (H,O liq.): 4,564 k)/kg

Specific energy: 92.6 mt/kg = 908 kJ/kg

Density, crystals: 1.654 g/cm?

Density, molten: 1.47 g/cm?

Solidification point: 80.8°C

Heat of fusion: 96.6 kJ/kg

Specific heat at 20°C: 1.38 kJ/kg

Lead block test: 300 cm3/10 g

Detonation velocity, confined: 6,900 m/s
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Table 3.17 Characteristics and Specifications of TNT (Continued)

Deflagration point: 300°C

Impact sensitivity: 1.515 N-m

Friction sensitivity: up to 353 N

CAS number: 118-96-7

Sources:Data from U.S. Environmental Protection Agency, http://www.epa.gov/
ttn/chief/ap42/ch06/final/c06s03.pdf, 2010; U.S. Environmental Protection
Agency, http://nlquery.epa.gov/epasearch/epasearch?querytext=Explosives&
typeofs earch=epa&sort=term_relevancy&results_per_page=10&doctype=
all&originalquerytext=Ammonium+Nitrate&areaname==&fag=no&filtercla
use=&sessionid=981E2B6116865D395E59B9D752558E2C&referer=http%3A%2
F%2Fepa.gov%2F&prevtype=epa&result_template=epafiles_default.xs|&
areasidebar=search_sidebar&areapagehead=epafiles_pagehead&areapage
foot=epafiles_pagefoot&stylesheet=http%3A%2F%2Fwww.epa.gov%2Fepa
files%2Fs%2Fepa.css&po=3333, 2010; Meyer, R., J. Kohler, and A. Homburg,
Explosives, 5th ed., New York: Wiley, 2002; U.S. Department of Treasury’s
Bureau of Alcohol, Tobaco, Firearms, and Explosives (ATF), http://searchjus
tice.usdoj.gov/search?g=explosives+&site=default_collection&sort=date%3
AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe= UTF-8&client=atf&
proxystylesheet=atf, 2010; Akhavan, J., The Chemistry of Explosives,
Cambridge, UK: Royal Society of Chemistry, 2004; U.S. Naval Technical Mission
to Japan, http://www.fischertropsch.org/primary_documents/gvt_reports/
USNAVY/USNTM]%20Reports/USNTM]_toc.htm, 1945.

3.3 Components and Applications
of Explosive Materials

In recent years, there have been almost constant terrorist attack warnings and bomb
threats and anyone who could be affected by these dangers should have knowl-
edge of the typical explosive components and devices used as weapons. Moreover,
this knowledge could help prevent disaster by timely detection of these potential
actacks. Terrorists aim to inflict mass casualties and cause maximum loss of life and
property damage, and explosives are typically their first weapons of choice. Some
of the common components and considerations to bomb making that can destroy
water infrastructure are presented in Sections 3.3.1 through 3.3.17.

3.3.1 Alginates

Alginates are anionic polysaccharides that are capable of binding 200-300 times
their own volume of water. They can be used as swelling agents to explosive mix-
tures in order to improve the resistance of such explosives to moisture.
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3.3.2 Aluminum Powder

Aluminum powder is usually a crucial ingredient to explosives for producing heat
explosion, and as a result a higher temperature is shared to the fumes. If the pro-
portion of aluminum in the explosive formulation is extremely high, a gas impact
effect results, since successive combining of the unreactive parts of the fumes with
atmospheric oxygen may produce a delayed second explosion.

3.3.3 Base Charge

The base charge is normally the finishing component of any blasting detonator. It
is composed of a secondary nitramine explosive (Ledgard 2002).

3.3.4 Blasting Caps

Blasting caps are made of cylindrical copper or aluminum capsules, which are
utilized as initiators of explosive charges. PETN or another type of secondary
charge is added to achieve a higher brisance. A blasting cap can be ignited by the
flame of a safety fuse or ignited electrically. The normal size should only be used
with a slow fuse. Currently, number 8 blasting caps are commercially available, for
all practical purposes. As stated by Meyer, Kohler, and Homburg (2007), the num-
ber 8 blasting cap consists of a 300 mg primary charge and an 800 mg secondary
charge, and is 0.4-5 cm in length and 0.7 cm in external diameter.

3.3.5 Blasting Galvanometer

An instrument that is used for testing electric blasting circuits, enabling the blaster
to locate breaks, short circuits, or faulty connections before an attempt is made to

fire the shot.

3.3.6 Blasting Machine

According to Meyer, Kohler, and Homburg (2007), two blasting machines exist:
(1) one with direct energy supply and equipped with a self-induction or a perma-
nent magnet generator, and (2) one with an indirect energy supply, in which the
generated electrical energy is stored in a capacitor and, after the discharge voltage
has been attained, the breakthrough pulse is sent to a blasting train. In order to
ignite bridgewire detonators, they need to be installed and connected in parallel, the
output of the machines shall be higher since more than 95% of the electrical energy
is lost in the blasting circuit.

3.3.7 Blast Meters and Boosters

Blast meters are simple devices used to measure the range of pressure created by a
shock wave. A booster can be a cap-sensitive cartridge or a press-molded cylinder for
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the initiation of non-cap-sensitive charges, for example, blasting agents or cast TNT
(Meyer, Kohler, and Homburg 2007).

3.3.8 Bridgewire Detonator

Bridgewire detonators are used in the industrial detonation of explosive charges
(Meyer, Kohler, and Homburg 2002). They contain a bridge made of thin resistance
wire with an igniting pill built around the wire and immersed in pyrotechnical sub-
stance after drying, which will glow by using an electric pulse. The delayed-action
detonators may be set for a delay of half a second (half-second detonators) or for a
delay of 2-34 milliseconds (millisecond detonators). Hence, if multiple charges are
to be detonated at the same time, the detonators need to be connected in series with
the connecting wire. Special blasting machines must be used in parallel connection
with detonators.

3.3.9 Brisance

Brisance is the destructive fragmentation effect of a charge on its designated and direct
vicinity. The relevant parameters of explosives are detonation rate and loading den-
sity, gas yield, and heat of explosion. The higher the loading density of the explosive
the higher speed of the reaction rate and intensity of the impact of the detonation.
Moreover, an increase in density is in conjunction with an increase in the detonation
rate of the explosive, whereas the shock wave pressure in the detonation front varies with
the square of the detonation rate. Therefore, higher loading density is very significant.

3.3.10 Deflagration

Deflagration is a technical term describing subsonic combustion that usually prop-
agates through the liberated heat of reaction. The burning of powder is a deflagra-
tion process.

3.3.11 Delay Time and Element

Delay time is the time or distance interval between the instant a device carrying
the fuze is launched and the instant the fuze becomes armed (Meyer, Kohler, and
Homburg 2007). Delay compositions are mixtures of substances that when pressed
into delay tubes react without the progression of gaseous products and thus ensure
minimum variation in the delay period. Examples of such mixtures are potassium
permanganate with antimony, and redox reactions with fluorides and other halides.
The delay element can be an explosive train component consisting of a primer, a
delay column, and a relay detonator or transfer charge collected in that order in a
single housing to produce a regulated time interval. Hence, the time or distance
between the initiation of the fuze and the detonation can be designed.
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3.3.12 Detonation

Detonation is a chemical reaction created by an explosive agent/material, which pro-
duces a shock wave. Increase in temperature and pressure gradients are created in the
wave front, in order to initiate the chemical reaction instantaneously. Detonation
speeds are in the approximate range of 1,500—9,000 m/s; slower reactions, which are
propagated by thermal conduction and radiation, are known as deflagration.

3.3.12.1 Shock Wave

Shock waves are generated in nonexplosive form by a rapid change in pressure, allow-
ing a movable piston in a tube to be suddenly accelerated from rest and then con-
tinue its motion at a constant rate. The air in front of the piston is compressed and
warms up a little; the compression range is determined by the velocity of sound in
the air. In addition, this allows the piston to accelerate again and continue its motion
at the higher rate. The new compression is applied to the medium, part of which is
already in motion; it is moving at a higher and quicker rate, the movement of the
subject is superposed and the sonic velocity is intensified in a warmer medium. If
the medium is an explosive gas mixture rather than air, an explosive reaction will be
instantly initiated in front of the shock wave. Explosions normally produce a shock
wave in the surrounding air. Hence, this compression shock is the standard principle
of the long-distance effect of explosions. According to Meyer, Kohler, and Homburg
(2002), if the propagation of the shock wave is nearly spherical, the compression
ratio p,/p, decreases rapidly, and so does the p, velocity of matter W; it becomes zero
when the shock wave becomes an ordinary sound wave. If the explosion-generated
shock wave is propagated in three-dimensional space, its effect decreases with the
third power of the distance. This is the guideline adopted by German accident pre-
vention regulations, in which the safety distance (in meters) is quantified from the
term f - Im , where M is the maximum amount of explosives in kilograms, which
are present in the building or asset at any time, whereas f'is a factor that varies,
according to the required degree of safety, from 1.5 to 8 (distance from the non-
dangerous part of an asset). This expression can be used to design the location of an
emergency response station for a major asset, to immediately respond in the event of
an extreme terrorist attack as illustrated in the scenarios in combat zones presented
in Chapter 11. Meanwhile, Meyer, Kohler, and Homburg (2002) pointed out that
the shock wave theory is easier to understand if we consider a planar shock wave, on
the assumption that the tube is indestructible (such shock wave tubes are utilized as
research instruments in gas dynamics and in solid-state physics; the shock sources
are explosions or membranes bursting under pressure). Comparative treatment of
the behavior of the gas in the tube yields the following relationships:
From the law of conservation of mass,

poD=p(D-W) or vD=vy(D-W) (3.1)
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From the law of conservation of momentum,
= po =P DW or vy(p - p)=DW (3.2)

From the law of conservation of energy,
W =nyD(e, —e; + W?12) (3.3)

Rearrangements yield the so-called Hugoniot equation:

1
e —e = E(Pl + po)(vy = ;) (3.4)

The following expressions are obtained for velocity D of the shock wave and for the
velocity of matter W:

D = U() pl - pO (3 5)
Vo =0
and
W =(p = po)(vy - ) (3.6)

These relationships are valid irrespective of the state of aggregation.

3.3.12.2 Detonation Wave Theory

An explosive chemical reaction is produced in the wave front because of the extreme
temperature and pressure conditions. The development and transmission of the
shock wave is sustained by the energy of the reaction. The equations presented in
Section 3.3.12.1 are still valid; the meaning of the equation parameters is

p1—Detonation pressure

p,—Density of gaseous products in the front of the shock wave; this density is
thus higher than the density of the explosive p,

D—Detonation rate

W—Velocity of fumes

Equation 3.1 remains unchanged.

Since p, is negligibly small as compared to the detonation pressure p;, we can
write Equation 3.2 as p, = p, DW.

The pressure created by detonation in the wave front is proportional to the
product of density, detonation rate, and fume velocity, given that fume velocity is
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the square of detonation rate. For a known explosive, detonation velocity increases
with increasing density. As per the equation p;, = p,DW, detonation pressure
increases noticeably if the initial density of the explosive substance can be raised
to its optimum charge, for example, by casting or pressing, or if the density of the
explosive substance is elevated (e.g., the density of TNT is 1.64 and octagen is
1.96). High density of the explosive is important if high W brisance is required.
Meanwhile, the detonation pressure and rate may be reduced by decreasing p,, that
is, by the application of a more loosely textured explosive material. This is initiated
and employed if the blasting has to be applied on softer rocks and if a weaker #hrust
effect is expected.

The determination of the maximum level of detonation pressure p,, in Equation
3.7, has been studied by X-ray measurements. While the detonation velocity can be
quantified by electronic recorders, there is no standard quantification for the fume
velocity W but it can be projected by the direction of angle of the fumes behind

D
the wave front. The relation between D and Wis W = T Y is presented as the
Y+

polytrop exponent in the modified state equation.
p=Cp", while C = constant
The value of v is nearly 3, therefore p, is
pn=m,D4 (3.7)

Equation 3.2 can be recomputed as

2= (v —v)pgD? (3.8)
Equation 3.4, utilized to the detonation development relating the chemical energy

of reaction ¢, becomes

1
66, = (p+ p)w, T i)+ g 69)

Equations 3.5 and 3.6 remain unmodified, but D is currently equivalent to the
detonation rate, whereas W represents the fume velocity.

3.3.12.3 Selective Detonation

Selectivity in the course of a detonation process is noted when processes with very
different sensitivities, and thus also with very different induction periods, participate
in the intensive chemical reaction produced by the shock wave (Ahrens 1977). If the



Explosives Used Against Water Infrastructure ® 103

concentration or the amount of the shock wave is minimal as a result of external
conditions—explosion in an unconfined space, for example—the induction periods
of less-sensitive reactions may become infinite, that is, the reaction may fail to take
place. Hence, this selectivity is important for ion exchanges. According to Meyer,
Kohler, and Homburg (2002), if the explosive is detonated while unconfined the
only reaction that will occur is that of the nitroglycerine—nitroglycol mixture, which
is fast and is limited by its relative proportion and is thus firedamp safe.

3.3.12.4 Sympathetic Detonation

Sympathetic detonation signifies the beginning of an explosive charge without a
priming mechanism by the detonation of another charge. The maximum distance
between two cartridges in line is based on the flashover tests, by which the detona-
tion is transmitted. The transmission method is complicated by shock waves, hot
reaction products, and even the hollow charge effect. The detonation velocity is
defined as the rate of propagation of a detonation in an explosive; if the density of
the explosive is at its optimum charge and if the explosive is charged into columns
that are considerably wider than the critical diameter, the detonation velocity is a
characteristic of each individual explosive.

3.3.12.5 Detonation Development Distance

Detonation development distance is a term denoting the distance or space required
for the full detonation rate to be attained. This distance is short for initiating
explosives. The detonation development distance relating to less sensitive explosive
materials is strongly influenced by the consistency, density, and cross-section of the
charge.

3.3.13 Electro-Explosive Device

An electro-explosive device (EED) is a detonator or initiator initiated by an electric
current. A one-ampere/one-watt initiaror ot EED is one that will not fire when 1 A of
current at 1 W of power is delivered and given to a bridgewire for a designated time.

3.3.14 Oxidizer and Oxygen Balance of Explosives

All explosive materials contain and require oxygen to achieve an explosive reaction.
In addition, oxygen can be introduced by nitration. The most critical solid-state oxi-
dizers are nitrates, particularly ammonium nitrate and sodium nitrate for explosives.
The quantity of oxygen, released as a result of total conversion of the explosive mate-

rial to CO,, H,0, SO,, AL,O,, etc., is called positive oxygen balance. If the amount
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of oxygen is insufficient, which is known as a negative oxygen balance, the deficient
amount of oxygen needed to complete the reaction is designated with a negative
sign. The most favorable composition for an explosive can be easily quantified from
the oxygen values of its components. Commercial explosives must have an oxygen
balance close to zero in order to minimize the production of toxic gases such as
monoxide and nitrous gases.

3.3.15 Heat of Explosion

The heat of explosion can be calculated using theoretical principles and experimen-
tally determined. The quantified value is the difference between the energies of
formation of the explosive components and the energies of formation of the explo-
sion products. Moreover, the values of heats of explosion can be quantified from
the partial heats of explosion of the components of the propellant. The calculated
values do not agree exactly with those obtained by experiment; if the explosion
takes place in a bomb, the true compositions of the explosion products are different
and, moreover, vary with the loading density. In accurate calculations, these factors
must be taken into consideration.

3.3.16 Underwater Detonation

The destructive effects of underwater detonation change according to distance and
closeness effects. The first effect is caused by the action of the pressure shock wave
and the latter mainly by the thrust created by the increasing and intensifying gas

bubble.

3.3.16.1 Shock Wave of Underwater Detonation

The adjacent layer of water is compressed under the effect of high pressure, which
transmits that pressure onto the next level, and this transfers the pressure onto fur-
ther levels or a chain reaction to different levels. The velocity of propagation intensi-
fies with pressure, accordingly generating a steeply ascending pressure front, which
reveals the characteristic of a shock wave to the pressure wave. At the beginning,
the velocity of propagation surpasses that of the speed of sound, but the velocity
declines with greater distance. Thus, the optimum pressure is directly proportional
to the cube root of the charge weight and inversely proportional to the distance or
space, as depicted in the following expression:

P, =CL[¥e

where P is pressure in bar, L is loading weight in kilograms, e is the distance in
meters, and c is the typical empirical factor of 500.
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3.3.16.2 Gas Bubble

The underwater explosion created the gas that primarily penetrates the small cav-
ity formerly filled by the explosive, thus creating a gas bubble under a high level of
pressure, which then expands. Accordingly, the bubble expansion creates a water
mass that progresses radially at high velocity away from the point of explosion,
which is known as #hrust. The optimum amount of kinetic energy distributed to
the water during an explosion is called #hrust energy. The gas bubble can be oscil-
lated repeatedly several times and is forced upward toward the surface of water. The
variation in pressure between the top and the bottom layers of the bubble causes
the bottom layer to move at a higher velocity, propelling it upward into the bubble.
It is likely that both surfaces will meet. Within a partial area, the water obtains
an upward thrust, producing a water hammer. Effective and powerful underwater
explosives with mixtures of aluminum powder are those that can generate a high-
pressure gas bubble for the formation of thrust. Detection technologies may need
to be developed that detect the chemical components of explosives that generate
high-pressure gas bubbles upon entry to major water assets.

3.3.17 Quantification of the Amount of Explosives

One way to calculate the total quantity of explosives, which is recommended by
Langefors and Khilstrom (1963), is

Q =0.07B? +0.4B> + 0.004B*

where B = the burden in meters and Q = quantity of explosive in kilograms.

The first term is the explosive needed to produce surface blast design and to
satisfy other dissipative processes. The second term is the principal term that relates
the weight of explosive and the weight of rock. The third term, usually very small,
provides the energy for the swelling and lifting of the mass.

3.4 Hazards of Explosives

High explosives are capable of severely mutilating the human body. Explosives tend
to rip the body into different pieces like a shark with jagged uneven bits of body
parts removed. According to Jared Ledgard (2002), other than the obvious effects
of injuries caused by explosives upon the body, there are other effects known as
the secondary effects of exposure to detonations, which include temporary loss of
vision, hearing impairment, fragmentation wounds, burns, and inhalation and/or
skin absorption of poisonous fumes. Fragmentation wounds cause a whole multi-
tude of problems as they are like multiple gunshot wounds. Patients have died many
hours later due to many types of complications arising from fragmentation wounds.
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The chemicals contained in explosives are notorious contaminants to the water
supply, and they are discharged from explosive and ammunition plants. There are
several cases in the United States where these contaminants cannot be removed or
be easily detected by municipal water treatment plants. The most notorious emerg-
ing water supply contaminant generated from explosive plants in the United States
is perchlorate, which mainly affects the thyroid glands. A state of emergency was
declared on November 20, 2010 in Barstow, California because the water supply
was contaminated with perchlorate and other toxic chemicals used to make explo-
sives and rocket fuels. It has been found that these toxic chemicals can cause vari-
ous forms of cancer.

3.5 The Challenge of Improvised Explosive
Devices in the United States

According to the U.S. Department of Defense (DOD) (DOD 2010), an IED is a
device placed or fabricated in an improvised manner incorporating destructive, lethal,
noxious, pyrotechnic, or incendiary chemicals and designed to destroy, incapacitate,
harass, or distract people. IEDs were popularized by adversaries in Irag, Afghanistan,
and Pakistan. An IED were can be prepared almost everywhere “undetectably.”
When constructed creatively and intelligently, it can defeat even highly protected
assets. The most dangerous IEDs that can be utilized are commercial airplanes, par-
ticularly from foreign countries, which could be used to attack explosive chemical
plants and petroleum refineries near U.S. international airports (see Figure 4.10 and
Figures 11.7a and b) not only to create massive destruction to water resources near
the area but also to generate mass casualties and economic aftershocks. Since most of
the airports within the United States are highly secured with sophisticated technolo-
gies, terrorists are looking at underdeveloped foreign countries’ international airports
as the best alternative to hijack commercial airplanes and use them as weapons of
mass destruction (WMDs). These countries may not have equivalent security mea-
sures as the United States or other developed countries. Nevertheless, one of the most
effective strategies to counter the threat of IEDs is to improve intelligence. Chapter 4
introduces water infrastructure and potential terrorism activity scenarios.
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Chapter 4

Water Infrastructure

4.1 Introduction

This chapter introduces the homeland water infrastructure, which includes ground-
water, surface water, water tanks, municipal wastewater treatment plants, municipal
water treatment plants, reservoirs, dams, and aqueducts. Vandalism and terrorism
activity scenarios against water infrastructure will also be presented herein.

4.2 Acts of Terrorism against Water Infrastructure

The September 11, 2001 (9/11) terrorist attacks displayed a brutal execution
against the United States. The terrorists and their leaders think in terms of a long
time frame for achieving their goals. They focus on generating mass casualties,
economic aftershocks, and fear and creating massive media attention that can
exceed the level of the 9/11 attacks. Water infrastructure destruction through con-
tamination or blasting of urban water supply systems (e.g., aqueducts, reservoirs,
water tanks, and water treatment plants) and the explosion of petroleum refineries/
pipelines near water resources can potentially create irreversible damage to water
resources, generate mass casualties, disrupt the downstream industry, and injure
the environment comparable or worse than the 9/11 attacks and the Deepwater
Horizon explosion accident that occurred on April 20, 2010. Recently, the United
States has been facing enormous economic challenges. Any terror attacks that
strike at one of the largest metropolitan areas of the United States during this
tough time could be devastating, for instance, the explosion of major petroleum
refineries or creating leaks to petroleum pipelines. This not only contaminates
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water resources and injures the environment but also breeds absolute catastrophe.
In considering this terrorist activity scenario, no nuclear bomb is necessary.

Consequently, the Homeland Security Presidential Directive-7 (HSPD-7) desig-
nated the United States Environmental Protection Agency (EPA) as the federal lead
for water infrastructure protection. Both the Department of Homeland Security
(DHS) and the EPA must prioritize the protection of groundwater resources and
the urban water supply system because they can be defenseless from vandalism
(e.g., temporary denial of service attack) and/or terrorism. Accordingly, if any of
the weapons presented in Chapters 2 and 3 are used in the attack, the result could
be catastrophic.

4.3 Groundwater Resources

Groundwater is located beneath the surface in soil pore spaces and in the frac-
tures of lithologic formations. Approximately one-third of all public supplies
and 95% of all rural domestic supplies in the United States use groundwater
sources. It is also often drawn for agricultural, municipal, and industrial uses.
Correspondingly, understanding and characterization of groundwater resources
are critical for strategic improvement of protection policies and security from
terrorism.

Groundwater is naturally recharged by infiltration of precipitation, infiltra-
tion of stream flows, and leakage from connected aquifers. A unit of rock or
an unconsolidated deposit is called an aquifer when it can yield a usable quan-
tity of water that meets the water quality standards for the demand or the use
for which it is extracted (e.g., municipal potable water demands or agricultural
water demands). Under normal hydraulic gradients, or slope of the water table/
potentiometric surface, groundwater moves about 10 to 300 feet per year. A
special type of aquifer known as a karst is found where limestone rock is highly
permeated by dissolution channels, voids, and caves. Groundwater in karst aqui-
fers may flow at rates of tens of feet per minute, much like the flow in an open
channel. The highest rates of flow and more limited contact between solid aqui-
fer particles and groundwater make karst aquifers highly susceptible to threats
from terrorism.

Under natural conditions, groundwater moves from areas of high “hydraulic
head” to areas of low hydraulic head, for example, from an elevated recharge area
in the mountains to a discharge area along a canyon or a valley floor. Groundwater
is recharged and eventually directed to the surface naturally. Natural discharge
often takes place at springs, lakes, and seeps and can form oases or wetlands. When
groundwater is pumped heavily, the natural flow path or the direction of ground-
water flow is frequently interrupted, and groundwater is directed toward the pump-
ing well. Contaminants in groundwater can be captured by the radius of influence
of the pumping well.
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4.3.1 Limestone Aquifers

A limestone aquifer is a water bearing rock that consists mainly of calcium carbon-
ate and is chiefly produced by deposit of organic remains (Figure 4.1). Limestone
consists of fossilized sea shells, shell fragments, calcareous sand, and consolidated
limy mud. Its main mineral is calcium carbonate, CaCO;. Dolomite is similar to
limestone but has few recognizable fossils; its main minerals are calcium carbon-
ate, CaCO;, and magnesium carbonate, MgCO; (Hoorman et al. 2009). Both
limestone and dolomite are commonly referred to as limestone (Hoorman et al.
2009). Limestone formations usually are a sufficient supply of groundwater because
of cracks, faults, and fractures and naturally created solution channels or conduits,
which provide water storage capacity for water movement. Groundwater in a lime-
stone aquifer is vulnerable to terrorism using deadly chemicals because the water
table is close to the surface and the limestone bedrock is permeable without the
advantage of being filtered through soil.

4.3.2 Karst Aquifers

A karst aquifer is limestone or other easily dissolved rock (Figure 4.1) that has been
partly dissolved, so that some fractures are enlarged into passages called conduits,
which carry the groundwater flow. The karst aquifer is a body of soluble rock that
conducts water principally via enhanced (conduit or tertiary) porosity formed by
the dissolution of the rock. These aquifers are commonly structured as a branch-
ing network of tributary conduits, which connect together to drain a groundwa-
ter basin and discharge to a perennial spring (Kentucky Geological Survey 2009).
Karst aquifers are very vulnerable to terrorist attacks because contaminated runoff
can enter these conduits through sinkholes and swallow holes without the advan-
tage of being filtered through sand and soil.

4.3.3 Aquifer Storage and Recovery Technology

Aquifer storage and recovery (ASR) technology means water can be injected into
aquifers and stored there for later use. It has to meet drinking water quality stan-
dards, so there is no chance that water already in the ground could be contami-
nated. Typically, when source water is available, it is injected into a sand aquifer.
The same wells are later used to extract the water and distribute it to users. The
land overlying the wellfield can also continue to be used for other purposes such as
agriculture or grazing (Eckharde 2009a,b). This technology has been utilized for

several years on the east coast, California, Texas, and Florida.

4.3.4 Sandstone Aquifer

Aquifers in sandstone are more widespread than those in all other kinds of consoli-
dated rocks. Although the porosity of well-sorted, unconsolidated sand may be as
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high as 50%, the porosity of most sandstones is considerably less. During the pro-
cess of conversion of sand into sandstone (lithification), compaction by the weight
of overlying material reduces not only the volume of pore space as the sand grains
become rearranged and more tightly packed but also the interconnection between
pores (permeability) (USGS 2009). Sandstone retains some primary porosity unless
cementation has filled all the pores, but most of the porosity in these consolidated
rocks consists of secondary openings such as joints, fractures, and bedding planes
(USGS 2009). Groundwater movement in sandstone aquifers is primarily along bed-
ding planes, but junctions and fractures cut across bedding and provide pathways
that allow water to move vertically between bedding planes. Sandstone aquifers
commonly grade laterally into fine-grained, low-permeability rocks such as shale
or silestone. Folding and faulting of sandstones following lithification can greatly
complicate the movement of water through these rocks (USGS 2009). Sandstone
aquifers are largely productive in different places and generate large quantities of
water supply.

4.3.5 Terrorism against Groundwater Resources

After the 9/11 attacks, the United States put airports on guard, while terrorist lead-
ers continue to pursue their ultimate mission of launching other massive attacks.
Attacking groundwater reserves, one of the most defenseless types of water infra-
structure, could breed catastrophe. For instance, the Edwards Aquifer is desig-
nated as a “sole source” drinking water supply for the 1.7 million people of San
Antonio and the Austin-San Antonio, Texas, corridor (Figure 4.2). Any of the
terrorism activity scenarios shown in Figures 4.3 through 4.5 could likely happen.

4.4 Desalination Treatment Facilities

Desalination is the process of converting salt water to fresh water to provide fresh
water for human use in regions where the availability of fresh water is, or is becom-
ing, limited. The world’s largest desalination plant is the Jebel Ali Desalination Plant
located in the United Arab Emirates. This facility uses multistage flash distillation and
has the capacity to produce 300 million cubic meters per year. The largest desalination
plant in the United States is located in Florida, and operated by Tampa Bay Water,
which started desalinating 34.7 million cubic meters of water per year in 2007.
Brackish groundwater has been treated at an El Paso, Texas, plant since 2004.
Producing 27.5 million gallons (104,000 m3) of water day by reverse osmosis, it is
a crucial contribution to water supplies in this water-stressed city (EPWU 2010).
“Desalinated water may provide a solution for water-stressed regions, but defi-
nitely not for economically distressed areas or at high elevation.” Unfortunately,
that includes some of the places with major water problems. Thus, it may be more
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cost effective to transport water from one place to another than to desalinate it.
An adversary can create economic distress to water-stressed cities by destroying
desalination plants. Protection against any attack should be implemented to avoid
economic damages (short or long term).

4.5 Water Tanks

Water tanks usually store water for human consumption. A water tank provides
water for drinking, agricultural irrigation, fire suppression, farming livestock, chem-
ical manufacturing, food preparation, and many other possible uses. A ground-
based water tank is made of lined carbon steel, and it may receive water from a well
or from surface water, allowing a large volume of water to be placed in inventory
to be used during peak demand cycles. Elevated water tanks, also known as water
towers, create a pressure at the ground-level tank outlet of 1 pound per square inch
(psi) per 2.31 feet of elevation; thus, a tank elevated to 70 feet creates about 30 psi of
discharge pressure. The discharge pressure of 30 psi is sufficient for most domestic
and industrial requirements. Unfortunately, water tanks can be very susceptible to
vandalism and terrorism using deadly or hazardous chemicals if no chemical detec-
tion technology is installed as shown in Figure 4.6. Preventative measures against
attacks on water tanks are presented in Chapter 10.

4.6 Reservoirs

A reservoir is an artificial lake normally used to collect and store water as illustrated
in Figure 4.7a. Reservoirs may be developed between river valleys by building a
dam or may be constructed by excavation in the ground. The storage capacity is
divided into three zones: exclusive, multiple-purpose, and inactive, as shown in

Figure 4.7b.

4.6.1 Exclusive Capacity

The exclusive space is reserved for use by a single purpose. Usually, this serves flood
control, although navigation and hydroelectric power have exclusive space in some
reservoirs (USACE 1997).

4.6.2 Multiple-Purpose Capacity

Multiple-purpose capacity serves seasonal flood control storage, navigation, hydro-
electric power, water supply, irrigation, wetland, groundwater supply, recreation,
and water quality (USACE 1997).
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4.6.3 Inactive Space

Sediment storage may affect all levels of reservoir storage. Inactive space can be
used during drought when it can provide limited but important storage for water
supply, irrigation, recreation, fish and wildlife, and water quality (USACE 1997).

4.6.4 Terrorism against Reservoirs

The terrorists might thoroughly consider a different approach in yielding severe
damage against the United States by contaminating reservoirs with deadly agents
or blasting the dam structures that hold the reservoirs as shown in Figures 4.7a,
4.7b, and 4.7c. Los Angeles is one of the largest metropolitan areas in the United
States that has faced a major economic crisis in the recent years. Los Angeles could
be a prime choice for terrorism because of its economic vulnerability. Attacking
one of the Los Angeles reservoirs such as the Hollywood Reservoir may cause cata-
strophic destruction comparable to the collapse of the St. Francis Dam in 1928.
The Hollywood Reservoir is situated in one of the most famous cities in the whole
world, Hollywood. It currently holds 2.5 billion gallons of water and provides the
majority of water to Los Angeles. An example of terrorism against the Hollywood
reservoir is presented in Figure 4.7a.

4.7 Dams

Dams are barriers that retain water or underground streams, whereas other struc-
tures such as levees are used to manage or prevent water flow into specific areas.
Dams are generally categorized based on the material used in the structure and the
type of design. Concrete gravity dams are structurally designed according to their
weight for their stability, hydrostatic forces to their abutment by arch action, and
based on the soil characteristic of the site. Whereas, with concrete buttress dams, the
hydrostatic force is supported by a slab that spreads the weight or types of loadings to
buttresses perpendicular to the axis of the dam. Most dams are constructed within a
narrow part of a deep river valley; the side slopes of the valley can then act as natural
supports for a dam and its foundations. The primary function of the dam’s structure
is to fill the space in the natural reservoir boundary left by the stream channel.
Dam failures are usually catastrophic, comparable or worse than the wars in Iraq
or Afghanistan when the structure is breached or damaged, particularly those dams
located upstream of several communities such as the Kensico Dam in New York.
One of the examples of dam catastrophic failure is the St. Francis Dam. According
to the Association of the Engineering Geologists Special Publication commemorat-
ing the 50th anniversary of the failure of the St. Francis Dam, dated March 1978,
it was a concrete gravity—arch dam, designed to create a reservoir as a storage point
of the Los Angeles Aqueduct. It was located forty miles northwest of Los Angeles,
California, near the present city of Santa Clarita. It was built between 1924 and
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1926 under the supervision of William Mulholland, chief engineer and general
manager of the Los Angeles Department of Water and Power. Three minutes before
midnight on March 12, 1928, the dam catastrophically failed, and the resulting
flood killed more than 500 people (AEGS 1978). The collapse is the second great-
est loss of life in California’s history, after the 1906 San Francisco Earthquake and
Fire. After the disaster, the City of Los Angeles immediately reinforced another
dam almost structurally identical in shape and design, the Mulholland Dam,
which creates the Hollywood Reservoir, also designed and built by Mulholland.

4.7.1 Terrorism against Dams

The terrorists could consider blasting the Hollywood Reservoir, also known as the
Mulholland Dam. It has similar engineering design as the St. Francis Dam that col-
lapsed in 1928, which generated catastrophe and over five hundred deaths. Popular
dams that large major urban areas are dependent upon for tourism, hydroelectric
power, flood control, and water supply are attractive to terrorists for attacks. These
include such dams as the Hoover Dam (Figures 4.7b and 4.7¢) in the Black Canyon
of the Colorado River, the Kensico Dam in New York, and the Glen Canyon Dam
on the Colorado River. Figures 4.7a, 4.7b, and 4.7c illustrate terrorist attack scenar-
ios against the Hollywood Reservoir (the Mulholland Dam) and the Hoover Dam.

4.8 Aqueducts

In modern engineering, the term aqueduct is used for any system of pipes, ditches,
canals, tunnels, and other structures used for the purpose of carrying water. The
term aqueduct also applies to any bridge or viaduct that transports water across a
gap. The largest aqueducts of all have been built in the United States to supply the
country’s biggest cities. The Catskill Aqueduct carries water to New York City over a
distance of 190 km but is dwarfed by aqueducts in the far west of the country, most
notably the Colorado River Aqueduct as shown in Figure 4.8, which supplies water
to the Los Angeles area from the Colorado River nearly 400 km to the east, and the
714.5-km California Aqueduct, which runs from the Sacramento—San Joaquin River
Delta to Lake Perris. In addition, the Central Arizona Project is the largest and most
expensive aqueduct constructed in the United States. It stretches 540.7 km from its
source near Parker, Arizona, to the metropolitan areas of Phoenix and Tucson.

4.8.1 Terrorism against Aqueducts

Attacking the most defenseless water infrastructures in the United States’ larg-
est and overpopulated cities (e.g., Los Angeles and New York) can easily breed
catastrophe.

Terrorists could easily consider both blasting and contaminating the aqueducts
as illustrated in Figures 4.9a and 4.9b.
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4.9 Surface Water

Surface water is water accumulated in a river, lake, stream, or ocean. Surface water
naturally recharges through precipitation and is naturally lost by evaporation and
subsurface seepage into the groundwater. Meanwhile, terrorists can indirectly
attack surface water through the explosion of chemical plants or petroleum refin-
eries with results comparable to the Deepwater Horizon accident that occurred
on April 20, 2010. Figure 4.10 illustrates an example of a terrorist attack that can
devastate the surface water, groundwater, water mains, and sewer pipelines.

4.10 Municipal Water Treatment Plants

The objective of municipal water treatment plants (MW TDPs) is to provide a potable
water supply, one that is chemically and bacteriologically safe for human con-
sumption (Hammer 1975). Also, the goal of all MWTDs is to produce potable
water that is aesthetically acceptable, which is free from apparent turbidity, color,
odor, and objectionable taste. Common water sources for MWTDPs are aquifers,
rivers, natural lakes, and reservoirs. Disinfection and fluoridation are the simplest
treatment processes. The combination of typical treatment processes is presented in
Figure 4.11. Chlorine is used to disinfect the water supplies and provides residual
protection. Fluoride is added to reduce the incidence of dental caries. Dissolved
iron and manganese in groundwater oxidize when contacted with air, forming
tiny rust particles that discolor the water. Removal of rust particles is performed
by oxidizing the iron and manganese with chlorine or potassium permanganate
and removing the precipitates by filtration. Lime and soda ash are mixed with raw
water, and settleable precipitate is removed. Carbon dioxide is applied to stabilize
the water prior to final filcracion. Aeration is the common first step in the treatment
of most groundwater to strip out dissolved gases and add oxygen. The primary
process in surface water treatment is chemical clarification by coagulation, sedi-
mentation, and filtration, as shown in Figure 4.11. Lake and reservoir water has
a more uniform quality year-round and requires a lesser degree of treatment than
river water. The challenge in waterworks operation is to process these waters to a
safe, potable product acceptable for domestic use.

4.10.1 Terrorism against Municipal Water Treatment Plants
After the 9/11 series of attacks, the EPA maintained that the MWTPs were

secure and safe. It is unlikely the major terrorists would exert a great amount of
effort on attacking MWTPs, where there is no benefit of creating mass casualties
and no optimization of fear by just blasting the MW TPs. However, governing
agencies should keep MWTDPs secured and safe from vandalism and from the
attack of amateur terrorists, whose aim is to create short-term media attention
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and temporary service disruption. Contaminating the original water source with
deadly agents such as cyanide and arsenic compounds is the most likely way of
attacking MW TPs because once the highly contaminated water is disinfected
with chlorine in the plants, the water can be more hazardous and it could easily
disrupt MWTDP operation. An example of a preventive measure is presented in
Chapter 10.

4.11 Municipal Wastewater Treatment Plants

Conventional wastewater treatment may involve three stages, called primary, sec-
ondary, and tertiary treatments. Primary treatment consists of temporarily hold-
ing the sewage in a quiescent basin where heavy solids can settle to the bottom
while oil, grease, and lighter solids float to the surface. The settled and floating
materials are removed, and the remaining liquid may be discharged or subjected to
secondary treatment. Secondary treatment removes dissolved and suspended bio-
logical matter. Secondary treatment is typically performed by indigenous, water-
borne microorganisms in a managed habitat. Secondary treatment may require a
separation process to remove the microorganisms from the treated water prior to
discharge or tertiary treatment. Tertiary treatment is sometimes defined as any-
thing more than primary and secondary treatment. Treated water is sometimes
disinfected chemically or physically prior to discharge into a stream, river, bay,
lagoon, or wetland, or it can be used for the irrigation of a golf course, green way,
or park. If it is sufficiently clean, it can also be used for groundwater recharge or
agricultural purposes.

4.11.1 Terrorism against Municipal Wastewater
Treatment Plants

Currently, DHS and the EPA have municipal wastewater treatment plants
(MWWTPs) secured. It is recognized that major terrorists and their leaders
(Al Qaeda) could plan another series of terrorist attacks; however, it is unlikely
they would exert a great amount of effort on MWW TPs, as there is no gain of gen-
erating mass casualties by blasting the MWW TPs. The terrorists want Americans
dead. Thus, governing agencies should keep MW WTDPs secure from vandalism
and from the attack of amateur terrorists, whose main goal is to create short-term
media attention and temporary service disruption. The most vulnerable compo-
nents of MWW TPs are the major inlet sanitary sewers that carry wastewater to the
treatment plants. In addition, terrorists can easily intrude MWW TPs through the
outfall area as shown in Figure 4.12. If any of those main sewers are compromised,
it can injure the public health, environment, and water resources. Figure 4.12 shows
a typical municipal wastewater treatment facility.
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4.11.2 Major Sewer Pipelines and Manholes

Currently, sanitary sewer pipelines and manholes near major assets are not secured.
Terrorists could install improvised explosive devices (IEDs) with highly explosive
materials presented in Chapter 3 and the scenario illustrated in Chapter 11. If any
of those main sewers are compromised and utilized as accessories for attacks, the
public health, environment, and water resources could be injured easily.

4.12 Impacts

Water infrastructure vandalism and terrorism could impact the public in the fol-
lowing ways: create catastrophe, produce long-term damage to safe drinking water,
injure public morale and confidence, optimize fear, generate economic chaos, cause
water shortages or outages, cause irreversible damage to water resources, and injure
the environment. These impacts could have serious consequences, which the United
States should be concerned with to keep water infrastructure safe and secure.
Hence, risk assessment and risk acceptability analysis for water infrastructure are
critically needed in identifying the probabilities of prospective events of terrorism.
The identification of these terrorism risks may lead to strategic improvements of the
security of water infrastructure in the United States, and make it more difficult for
actacks to succeed and lessen the impact of attacks that may occur.
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Chapter 5

Regulatory Policies
for the Protection
of Water Infrastructure

The U.S. water supply was designated as one of the eight national infrastruc-
tures vital to the security of the United States through the issuance of Executive
Order (EO) 13010. EO 13010 established the President’s Commission on Critical
Infrastructure Protection, which concluded in 1997 that there was inadequate
protection against chemical or biological contamination of water supplies and
insufficient technology for the detection, identification, and measurement of con-
taminants (Nuzzo 2006). In response to the Commission’s findings, President
Clinton issued Presidential Decision Directive 63 (PDD 63) in May 1998, which
designated the U.S. Environmental Protection Agency (EPA) as the lead federal
agency responsible for protecting the U.S. water supply from intentional physical,
chemical, and biological attacks (Nuzzo 2006).

According to the EPA, Title IV of the Bioterrorism Act of 2002 pertains to
drinking water security and safety requiring vulnerability assessments and emer-
gency response plans for large- and medium-sized water systems. Consequently, as
of 2006, the EPA has the lead for developing surveillance, monitoring systems of
water contamination events, and implementing emergency preparedness/response
plans per Homeland Security Presidential Directive 9 (HSPD 9). Based on the
2006 EPA report, HSPD 9 directs the agency to develop a network of integrated
federal and state water testing laboratories.

135
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The potential success of the program and plan presented by the EPA is unclear.
According to an EPA Inspector General Report in 2003, the EPA has not issued
standards for water infrastructure and has not obtained or analyzed data to develop
a baseline for water security (USEPA 2003; Grosskruger 2006). Without established
standards and benchmarks, the water industry and the government have no idea
on what exactly constitutes vulnerability (Grosskruger 2006). Grosskruger pointed
out that the EPA simply focused on complying with the 2002 Bioterrorism Act,
which required completing vulnerability assessments instead of developing stan-
dards. Moreover, the EPA has proceeded with a heavy emphasis on issuing water
infrastructure guidance, developing systems for information sharing, and partner-
ing approaches via a heavy-handed approach. According to the U.S. Department of
Homeland Security (DHS), protection for water infrastructure against chemical,
biological, and radiological threats is inadequate and technology for the detection,
identification, and measurement of contaminants is insufficient. Furthermore, it
is important to perform a comprehensive review on U.S. regulatory policies for
groundwater, water supply systems, dams, and reservoirs.

5.1 U.S. Regulatory Policies for Groundwater
and Water Supply System Protection

The regulatory policies and standards for water supply are presented in the follow-
ing sections.

5.1.1 Safe Drinking Water Act
The Safe Drinking Water Act (SDWA) allows states to develop a Comprehensive

State Groundwater Protection Program to protect underground water reserves (e.g.,
aquifers, underground reservoirs, or aquifer storage and recover facilities) from con-
tamination. Under this program, a state can require an agricultural establishment
or other agribusiness to use designated Best Management Practices (BMPs) to help
prevent contamination of groundwater by nitrates, phosphates, pesticides, micro-
organisms, or petroleum products; however, these apply only to agricultural opera-
tions that are subject to public water system supervision (USEPA 2010b). The Act
does not cover private wells based upon U.S. Code 42 U.S.C.§300£(4)(A). Likewise,
bottled water is regulated by the Food and Drug Administration (FDA) under the
federal Food, Drug, and Cosmetic Act.

5.1.1.1 Title 40 of the Code of Federal Regulations

Maximum contaminant levels (MCLs) are standards that are set by the EPA
in Title 40 of the Code of Federal Regulations. An MCL is the legal threshold
limit on the amount of a hazardous substance that is allowed in drinking water
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under the SWDA. The MCL standards and treatment technique (TT) are shown
in Tables 5.1 to 5.6. Thus, National Secondary Drinking Water Regulations are
nonenforceable guidelines regarding contaminants that may cause cosmetic or
aesthetic effects on drinking water. The EPA recommends secondary standards
for water systems but does not require systems to comply (Table 5.7).

Table 5.1 Microorganism MCL Standards

Contaminant MCLG? (mg/L)® MCL or TT? (mg/L)®
Cryptosporidium zero TTe

Giardia lamblia zero TTe
Heterotrophic plate count n/a TTe
Legionella zero TTe

Total coliforms (including zero 5.0%¢

fecal coliform and E. coli)?

Turbidity n/a TTe
Viruses (enteric) zero TTe

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

Maximum contaminant level goal (MCLG)—The level of a contaminant in drinking
water below which there is no known or expected risk to health. MCLGs allow
for a margin of safety and are nonenforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

Maximum residual disinfectant level goal (MRDLG)—The level of a drinking water
disinfectant below which there is no known or expected risk to health. MRDLGs
do not reflect the benefits of the use of disinfectants to control microbial
contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

Maximum residual disinfectant level (MRDL)—The highest level of a disinfectant
allowed in drinking water. There is convincing evidence that addition of a disin-
fectant is necessary for control of microbial contaminants.

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per
liter are equivalent to parts per million.

¢ EPA’s surface water treatment rules require systems using surface water or
groundwater under the direct influence of surface water to (1) disinfect their
water, and (2) filter their water or meet criteria for avoiding filtration.

d Fecal coliform and E. coli are bacteria whose presence indicates that the water
may be contaminated with human or animal wastes.

¢ No more than 5.0% samples total coliform-positive in a month.
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Table 5.2 Disinfectant MCL Standards

Contaminant MCLG? (mg/L)b MCL or TT? (mg/L)®
Bromate zero 0.010
Chlorite 0.8 1.0
Haloacetic acids (HAA5) n/ac 0.060

Total trihalomethanes (TTHMs) n/ac 0.080

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

MCLG —The level of a contaminant in drinking water below which there is no
known or expected risk to health. MCLGs allow for a margin of safety and are
nonenforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

MRDLG —The level of a drinking water disinfectant below which there is no known
or expected risk to health. MRDLGs do not reflect the benefits of the use of dis-
infectants to control microbial contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

MRDL—The highest level of a disinfectant allowed in drinking water. There is con-
vincing evidence that addition of a disinfectant is necessary for control of micro-
bial contaminants.

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per
liter are equivalent to parts per million.

¢ Although there is no collective MCLG for this contaminant group, there are indi-

vidual MCLGs for some of the individual contaminants:
(a) Trihalomethanes: bromodichloromethane (zero); bromoform (zero); dibromochlo-
romethane (0.06 mg/L): chloroform (0.07mg/L); (b) Haloacetic acids: dichloroacetic
acid (zero); trichloroacetic acid (0.02 mg/L); monochloroacetic acid (0.07 mg/L).
Bromoacetic acid and dibromoacetic acid are regulated with this group but have no
MCILGs.

5.1.2 Bioterrorism Act: Title 1V-Drinking
Water Security and Safety

Bioterrorism Act Title IV requires community drinking water systems serving
populations of more than 3,300 persons to conduct assessments of their vulner-
abilities to terrorist attack or other intentional acts and to defend against adver-
sarial actions that might substantially disrupt the ability of a system to provide
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Table 5.3 Disinfection By-product MCL Standards

Contaminant MRDLG? (mg/L)® MRDL? (mg/L)P
Chloramines (as Cl,) MRDLG =42 MRDL = 4.02
Chlorine (as Cl,) MRDLG =42 MRDL = 4.02
Chlorine dioxide (as ClO,) MRDLG =0.82 MRDL = 0.8?

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

MCLG—The level of a contaminant in drinking water below which there is no
known or expected risk to health. MCLGs allow for a margin of safety and are
non-enforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

MRDLG —The level of a drinking water disinfectant below which there is no known
or expected risk to health. MRDLGs do not reflect the benefits of the use of dis-
infectants to control microbial contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

MRDL—The highest level of a disinfectant allowed in drinking water. There is con-
vincing evidence that addition of a disinfectant is necessary for control of micro-
bial contaminants.

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per
liter are equivalent to parts per million.

a safe and reliable supply of drinking water (USEPA 2010a). The provision also
requires the EPA to focus on prevention, detection, preparedness, response, and
recovery. Hence, each administrator also focuses on how to best stop and contain
contaminated water flow to keep it from reaching the public. They also develop
classes and training exercises for Community Water Systems (CWS) employees.
The EPA should consider many ways a terrorist might disrupt, destroy, or con-
taminate a water supply based on simple to bolder terrorism activity scenarios
and then take measures to prevent them. When creating these scenarios, the
administrator must consider the security of the following among other issues:
(1) storage and distribution facilities; (2) water pipes; (3) water collection facili-
ties; (4) pretreatment and treatment plants; (5) electric and computer systems;
(6) original water source; (7) large stormwater, chemical, and sewage pipelines
adjacent to water supply distribution systems; (8) outfall of wastewater treat-
ment plants (outfall can be a point of intrusion); and (9) explosive and petroleum
plants near water bodies or groundwater resources.
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Table 5.4 Inorganic Chemical MCL Standards

Contaminant MCLG? (mg/L)b MCL or TT? (mg/L)®
Antimony 0.006 0.006
Arsenic 0c 0.010 as of 01/23/06
Asbestos (fiber >10 pm) 7 million fibers per liter 7 MFL
Barium 2 2
Beryllium 0.004 0.004
Cadmium 0.005 0.005
Chromium (total) 0.1 0.1

Copper 13 TTd9; action level =1.3
Cyanide (as free cyanide) 0.2 0.2

Fluoride 4.0 4.0

Lead zero TT9; action level = 0.015
Mercury (inorganic) 0.002 0.002

Nitrate (measured as 10 10
nitrogen)

Nitrite (measured as 1 1

nitrogen)

Selenium 0.05 0.05
Thallium 0.0005 0.002

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

MCLG—The level of a contaminant in drinking water below which there is no
known or expected risk to health. MCLGs allow for a margin of safety and are
non-enforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

MRDLG —The level of a drinking water disinfectant below which there is no known
or expected risk to health. MRDLGs do not reflect the benefits of the use of dis-
infectants to control microbial contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

MRDL—The highest level of a disinfectant allowed in drinking water. There is con-
vincing evidence that addition of a disinfectant is necessary for control of micro-
bial contaminants.
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Table 5.4 Inorganic Chemical MCL Standards (Continued)

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per

liter are equivalent to parts per million.

¢ Lead and copper are regulated by a TT that requires systems to control the cor-

rosiveness of their water.

d Each water system must certify, in writing, to the state (using third-party or manu-
facturer’s certification) that when acrylamide and epichlorohydrin are used to
treat water, the combination (or product) of dose and monomer level does not

exceed the levels specified, as follows:

Acrylamide = 0.05% dosed at 1 mg/L (or equivalent)
Epichlorohydrin = 0.01% dosed at 20 mg/L (or equivalent)

Table 5.5 Organic Chemical MCL Standards

Contaminant MCLG? (mg/L)P MCL or TT* (mg/L)®
Acrylamide zero TTe
Alachlor zero 0.002
Atrazine 0.003 0.003
Benzene zero 0.005
Benzo(a)pyrene (PAHSs) zero 0.0002
Carbofuran 0.04 0.04
Carbontetrachloride zero 0.005
Chlordane zero 0.002
Chlorobenzene 0.1 0.1
2,4-D 0.07 0.07
Dalapon 0.2 0.2
1,2-Dibromo-3-chloropropane (DBCP) zero 0.0002
o-Dichlorobenzene 0.6 0.6
p-Dichlorobenzene 0.075 0.075
1,2-Dichloroethane zero 0.005
1,1-Dichloroethylene 0.007 0.007
cis-1,2-Dichloroethylene 0.07 0.07
trans-1,2-Dichloroethylene 0.1 0.1

(Continued)
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Table 5.5 Organic Chemical MCL Standards (Continued)

Contaminant MCLG? (mg/L)® MCL or TT? (mg/L)®
Dichloromethane zero 0.005
1,2-Dichloropropane zero 0.005
Di(2-ethylhexyl) adipate 0.4 0.4
Di(2-ethylhexyl) phthalate zero 0.006
Dinoseb 0.007 0.007
Dioxin (2,3,7,8-TCDD) zero 0.00000003
Diquat 0.02 0.02
Endothall 0.1 0.1
Endrin 0.002 0.002
Epichlorohydrin zero TTe
Ethylbenzene 0.7 0.7
Ethylene dibromide zero 0.00005
Glyphosate 0.7 0.7
Heptachlor zero 0.0004
Heptachlor epoxide zero 0.0002
Hexachlorobenzene zero 0.001
Hexachlorocyclopentadiene 0.05 0.05
Lindane 0.0002 0.0002
Methoxychlor 0.04 0.04
Oxamyl (Vydate) 0.2 0.2
Polychlorinated biphenyls (PCBs) zero 0.0005
Pentachlorophenol zero 0.001
Picloram 0.5 0.5
Simazine 0.004 0.004
Styrene 0.1 0.1
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Table 5.5 Organic Chemical MCL Standards (Continued)

Contaminant MCLG? (mg/L)P MCL or TT? (mg/L)®
Tetrachloroethylene zero 0.005
Toluene 1 1
Toxaphene zero 0.003
2,4,5-TP (Silvex) 0.05 0.05
1,2,4-Trichlorobenzene 0.07 0.07
1,1,1-Trichloroethane 0.20 0.2
1,1,2-Trichloroethane 0.003 0.005
Trichloroethylene zero 0.005
Vinyl chloride zero 0.002
Xylenes (total) 10 10

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

MCLG —The level of a contaminant in drinking water below which there is no
known or expected risk to health. MCLGs allow for a margin of safety and are
non-enforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

MRDLG —The level of a drinking water disinfectant below which there is no known
or expected risk to health. MRDLGs do not reflect the benefits of the use of dis-
infectants to control microbial contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

MRDL—The highest level of a disinfectant allowed in drinking water. There is con-
vincing evidence that addition of a disinfectant is necessary for control of micro-
bial contaminants.

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per
liter are equivalent to parts per million.

¢ Each water system must certify, in writing, to the state (using third-party or manu-
facturer’s certification) that when acrylamide and epichlorohydrin are used to
treat water, the combination (or product) of dose and monomer level does not
exceed the levels specified, as follows:

Acrylamide = 0.05% dosed at 1 mg/L (or equivalent)
Epichlorohydrin = 0.01% dosed at 20 mg/L (or equivalent)
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Table 5.6 Radionuclide MCL Standards

Contaminant MCLG? (mg/L)b MCL or TT? (mg/L)®
Alpha particles none¢ 15 picocuries per liter
__________ (pCi/L)
zero
Beta particles and none¢ 4 millirems per year

photon emitters

zero
Radium 226 and radium nonec 5 pCill
228 (combined) |
zero
Uranium zero 30 pg/L as of 12/08/03

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-004, 2010.

2 Definitions:

MCLG—The level of a contaminant in drinking water below which there is no
known or expected risk to health. MCLGs allow for a margin of safety and are
non-enforceable public health goals.

MCL—The highest level of a contaminant that is allowed in drinking water. MCLs
are set as close to MCLGs as feasible using the best available treatment technol-
ogy and taking cost into consideration. MCLs are enforceable standards.

MRDLG —The level of a drinking water disinfectant below which there is no known
or expected risk to health. MRDLGs do not reflect the benefits of the use of dis-
infectants to control microbial contaminants.

TT—A required process intended to reduce the level of a contaminant in drinking
water.

MRDL—The highest level of a disinfectant allowed in drinking water. There is con-
vincing evidence that addition of a disinfectant is necessary for control of micro-
bial contaminants.

b Units are in milligrams per liter (mg/L) unless otherwise noted. Milligrams per
liter are equivalent to parts per million.

¢ Lead and copper are regulated by a TT that requires systems to control the
corrosiveness of their water.

5.2 Funding for Protection Research

‘The EPA provides grants to organizations that provide training, technical assistance,
and tool development for water security (USEPA 2010d). For example, beginning
in 2002 the EPA provided counterterrorism grants to ensure that drinking water



Regulatory Policies for the Protection of Water Infrastructure

Table 5.7 Secondary Drinking Water Standards
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Contaminant Secondary Standard
Aluminum 0.05to0 0.2 mg/L
Chloride 250 mg/L

Color 15 (color units)
Copper 1.0 mg/L

Corrosivity noncorrosive
Fluoride 2.0 mg/L

Foaming agents 0.5 mg/L

Iron 0.3 mg/L
Manganese 0.05 mg/L

Odor 3 threshold odor number
pH 6.5-8.5

Silver 0.10 mg/L

Sulfate 250 mg/L

Total dissolved solids 500 mg/L

Zinc 5 mg/L

Source: Data from U.S. Environmental Protection Agency, EPA 816-F-09-

004, 2010.

utilities receive technical assistance and training on homeland security issues,
including vulnerability assessments, and emergency response plans.

5.3 Enforcement of Regulations

States and the EPA maintain a formal enforcement program to ensure that viola-
tions related to water supply systems are promptly addressed and that public health
is protected from hazard, however, the success of this program is currently ambigu-
ous when there are notorious contaminants (e.g., prescription drugs, perchlorate, or
other toxic contaminants generated by ammunition/explosive plants) that are not
entirely regulated and monitored. The 1996 SDWA amendments also require that
primacy states have administrative penalty authority.
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5.4 Agencies Involved in Protection Policies

Consequently, the EPA has evolved to be in charge of developing surveillance
and monitoring systems to provide early detection and awareness of water con-
tamination events per HSPD 9. The EPA works with other federal agencies such
as the Centers for Disease Control and Prevention (CDCP), the Federal Bureau
of Investigation (FBI), the Department of Defense (DOD), and water organiza-
tions such as the Water Environment Research Foundation (WERF) to improve
information on water security technologies and conduct research for water security.

5.5 Federal Regulations for Dams, Reservoirs,
and Other Water Systems

The regulations involved in protecting dam, reservoir, and other water systems are
presented in the following sections.

5.5.1 Water Resources Development Act

Most people recognize and acknowledge the Clean Air Act, the Clean Water
Act, and the Coastal Zone Management Act, but are unfamiliar with the Water
Resources Development Act (WRDA). However, it is a very important piece of leg-
islation that can have a dramatic impact on your favorite beach or surf spot because
WRDA funds the U.S. Army Corps of Engineers (USACE). Almost every coastal
community in America is somehow affected by a USACE project. It is respon-
sible for many coastal armoring projects, beach fill projects, channel dredging for
navigation, construction of dams and flood control projects, and wetlands develop-
ments. According to USACE (2006), U.S. Fish and Wildlife Service and National
Wildlife Federation (2007), in 1986, Congtess passed a landmark WRDA bill con-
taining 300 new projects, which, in fact, requires all local sponsors pay a portion
of project costs.

5.5.2 Dam Safety and Security Act

The Dam Safety and Security Act of 2002, signed into law on December 2, 2002,
reauthorized the National Dam Safety Program (NDSP) for four more years and
added enhancements to the 1996 Act that are designed to safeguard dams against
terrorist attacks (FEMA 2010a).

5.5.3 River and Harbors Act of 1899

The River and Harbors Act of 1899 through USACE prohibits the unauthorized
discharging or dumping of nonliquid waste in navigable waterways.
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5.5.4 The Federal Water Power Act of 1920

The Federal Water Power Act of 1920 controls hydroelectric dam construction and
improvements on all navigable waterways. This allows the federal government to
standardize and require private electric utilities to obtain licenses prior to legal
operation. The federal government also constructed hydroelectric dams to provide
cost-effective power or electricity and an emergency water supply and to persuade
private electric companies to maintain reasonable prices.

5.6 Funding for Protection Research Related to
Dams, Reservoirs, and Other Water Systems

Research development is crucial for dam safety and security development.

According to FEMA, the National Dam Safety Review Board recently devel-
oped a five-year strategic plan for research needs in dam safety and security. The
goal in developing the strategic plan was to ensure that priority would be given to
those projects demonstrating a high degree of collaboration and expertise, and the
likelihood of producing products that will contribute to the safety of dams in the
United States (FEMA 2010b).

In recent years, research funds have been allocated to workshops related to dam
safety. The research topics presented at the workshops are utilized for further stud-
ies and future research advancements.

5.7 Agencies and Programs Involved in the
Protection Policies for Dams, Reservoirs,
and Other Water Systems

As lead federal agency for the NDSP, the Federal Emergency Management
Agency (FEMA) is responsible for coordinating, managing, and evaluating
efforts to secure the safety of dams through the U.S. Congress’ passage of the
NDSP Act of 2006 that reauthorized the program for five more years, through
2011. The program makes federal funds of approximately $3.5 million per year
available to the states, which are primarily responsible for protecting the public
from dam failures and disasters. Also, FEMA is responsible for providing finan-
cial aid to states’ dam safety programs where eligibility is based on national
performance criteria, under the NDSP Act of 2006. The potential success of
FEMA’s financial assistance and programs for dam safety and security is cur-
rently doubtful, because most dams are still unsafe and unsecured. The aid and
programs should heavily focus on engineering technology development, and
policy and security improvements for dam structure failure and disaster includ-
ing terrorist attacks.
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5.7.1 The National Dam Safety Review Board

The National Dam Safety Review Board advises FEMA on national dam safety
priorities, coordinates federal—state activities, and evaluates states’ development in meet-
ing national performance criteria defined under the NDSP Act of 2006. Board mem-
bership includes representatives from federal and state agencies and the private sector.

5.7.2 The Interagency Committee on Dam Safety

According to FEMA, the Interagency Committee on Dam Safety (ICODS) coor-
dinates federal regulatory policies, guidelines, and efforts related to dam safety.
ICODS is chaired by FEMA and includes the following federal agencies, which
build, own, operate, or regulate dams: Department of Agriculture (USDA);
Department of Energy (DOE); Department of the Interior (DOI); Department of
Labor (DOL); Mine Safety and Health Administration (MSHA); Federal Energy
Regulatory Commission (FERC); Department of State, International Boundary
and Water Commission (U.S. Section); Nuclear Regulatory Commission (NRC);
and Tennessee Valley Authority (TVA). ICODS’s main goal is to maintain the
safety of dams that pose a risk to the public and damage to property.

5.7.3 The Association of State Dam Safety Officials

The Association of State Dam Safety Officials (ASDSO) is a national nonprofit
organization of state and federal dam safety regulators, dam owners and operators,
science and engineering consultants, manufacturers and suppliers, academia, and
contractors. The organization supports programs and policies designed to increase
dam safety and security.

5.7.4 The United States Society on Dams

The United States Society on Dams (USSD) is a national professional organization
that represents mainly private sector interests with representatives from the private
sector and some governmental agencies. The USSD seeks to advance the technol-
ogy of dam engineering, construction, operation, maintenance, and dam safety;
to foster socially and environmentally responsible water resource projects; and to
promote awareness of the role of dams in managing the nation’s water resources.
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Chapter 6

Introduction to Risk and
Vulnerability Assessment

6.1 Introduction

This chapter is an introduction to the qualitative and quantitative risk and
vulnerability assessment, operational formulations, and models for homeland criti-
cal infrastructure protection, especially for water supply systems, recommended
by prominent authors, the U.S. Department of Homeland Security (DHS), U.S.
Environmental Protection Agency (EPA), Central Intelligence Agency, Federal
Emergency Management Agency (FEMA), National Counterterrorism Center,
U.S. Department of Defense, National Security Council, Public Health Service,
National Commission on Terrorism, and other government and state agencies,
together with the integrated approach to risk assessment with cumulative prospect
theory for water infrastructure security and safety.

6.2 Standard Risk and Vulnerability
Strategies and Models

6.2.1 Basic Homeland Security Risk Assessments

According to the DHS, risk is the projected (or expected) loss from a future sequence
of events with an unwanted outcome. The total system risk () is the summation of
the risks from all possible events. The events arising from one or many threats and ini-
tiating actions may lead to different risk scenarios, which in turn have many possible
outcomes. The basic DHS risk (R) assessment formula is as follows: the threat (1)

151
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to a target/area multiplied by vulnerability (V) of the target/area multiplied by
consequence (C) of an attack on that target/area or

R=TxVxC 6.1)

6.2.2 Model-Based Vulnerability Analysis

According to critical infrastructure authors and experts, scalable or model-based
vulnerability analysis (MBVA) is an extensive tool of analysis that combines risk
analysis, fault tree method, event tree method, and network analysis based on the
principles of probability and cost minimization. The MBVA was mostly used by
computer science, network science, and information technology professionals and
later on was adopted for homeland critical infrastructure risk/vulnerability analy-
sis. In MBVA, hubs are identified, hub vulnerabilities are organized and quantified
using fault tree, all possible events are organized as an event tree, and an optimal
investment strategy is computed that minimizes risk (Lewis 2006). The primary
procedure of MBVA includes the network analysis, which is basically rooted in the
scale-free network theory, proposed by Derek J. de Solla Price in 1965, called cumu-
lative advantage or preferential attachment. Albert-Laszlo Barabasi rediscovered and
popularized the network theory in 1999. In this theory, critical infrastructure is
modeled as a network, with nodes and links conceptually representing areas, power
lines, power generators, cyber technologies, or sector assets and relationships among
those assets. As this approach only produces a specific subset of networks, scien-
tific communities are considering alternative techniques. A further discussion is

presented in Chapter 7.

6.2.3 Water/Wastewater Vulnerability Self-Assessment Tools

The vulnerability self-assessment tool (VSAT) is a qualitative risk assessment method
recommended by the EPA and American Water Works Association, which provides
a structured approach to assess the vulnerabilities of utilities. This tool analyzes the
risk of utility assets and identifies critical assets and potential single points of fail-
ure in water infrastructure utilities. Examples of the assessment using VSAT are
presented in Chapter 7.

6.2.4 Security Vulnerability Self-Assessment Guide
for Small Drinking Water Systems
The EPA recommended the security vulnerability self-assessment to assist small

water systems serving populations of at least 3,300 and fewer than 50,000 to
determine possible vulnerable components and identify security measures that
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should be considered in order to protect the system and the public health from
hazard and denial of water service. This guide was designed for use by water sys-
tem personnel and was developed by the Association of State Drinking Water
Administrators and the National Rural Water Association in association with the
EPA. More details about completing the security vulnerability self-assessment are
provided in Chapter 7.

6.2.5 Automated Security Survey and Evaluation Tool

The Automated Security Survey and Evaluation Tool is a self-guided software pro-
gram designed to help small and medium-sized drinking water systems to complete
a vulnerability assessment and to improve their security and their responsiveness to
a range of threats (USEPA 2010a,b,c,d).

6.2.6 Risk Analysis and Management for
Critical Asset Protection Plus

The Risk Analysis and Management for Critical Asset Protection (RAMCAP)
model has been developed and used for risk analysis of critical national infrastruc-
tures. It is a quantitative method that estimates values of risk and resilience, and
benefits of improving risk and resilience based on evaluations of vulnerability,
potential threat, and consequence. The RAMCAP Plus model defines risk as the
product of potential threat, vulnerability, and consequence:

risk = threat x vulnerability x consequence

2
R=TxVxC 6.2)

where R is risk, the potential for loss or harm, calculated as the combination of the
probability and consequence of an adverse event; 7 is threat, any event that can cre-
ate potential damage to an asset or population; in terms of terrorism risk, threat is
based on the analysis of the capability of a terrorist to launch actions injurious to an
infrastructure or public health; Vis vulnerability, any weakness in an infrastructure’s
design, implementation, or operation that can be attacked by a terrorist to gener-
ate disaster; in this risk analysis, vulnerabilities that can cause potential damage or
catastrophe are usually determined and identified; Cis consequence or the outcome
of an event occurrence.

In this method, resilience is the central purpose and not part of the risk formu-
lation. Resilience is broadly defined as the ability to operate or survive through an
actack or disaster and its ability to return to its full function.
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For the asset owner, the level of resilience for a particular threat is expressed as

(ASME-ITT, 2009)

resilience, lost revenue x vulnerability x threat (6.3a)

owner) =
For the community, the level of resilience for a particular threat is expressed as

= lost economic activity in the community (6.3b)
x vulnerability x threat

resilience,

community)

The lost revenue is the product of the duration of service (in days), the extent of
service denial (in units of service denied per day), and the price per unit (in dollars,
estimated at present levels), which are all essential parts of estimating the owner’s
financial loss:

loss revenue = duration of denial x severity of denial x price per unit (6.30)

The lost economic activity in the community is the level of decrease in output to
direct customers and the indirect losses (multiplier effect) throughout the economy
of a given region due to denial of service. Practical examples and assessment of this
method are presented in Chapter 7.

6.2.7 CARVER Matrix

CARVER (acronym for criticality, accessibility, recuperability, vulnerability, effect,
and recognizabiliry) is a decision tool used for rating the relative desirability of
potential targets and for propetly allocating attack resources. For every potential
target, a lowest value of 1 to a highest value of 5 is assigned for each CARVER fac-
tor, thereby creating a CARVER matrix. Then, by totaling the six CARVER values,
a total score for each target can be calculated, and the scores represent the targets’
relative prioritization. Moreover, the higher the CARVER score is, the more sig-
nificant a target becomes. The CARVER matrix presented in this book is designed
and refined for water infrastructure (including dams, aqueducts, and reservoirs)
qualitative risk and vulnerability assessment based on multiple experts and govern-
ment agencies.

6.2.7.1 Criticality

Criticality is a target value and is the main aspect in targeting. A target is considered
critical when the magnitude of the destruction of the target has a potential effect
on political or economic operations, or any operations of safety and security. The
value of a target will change depending on the condition, requiring the use of time-
sensitive methods to respond to changing conditions. For instance, when an area has
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Table 6.1 Assigning Criticality Values

Criteria Scale
Immediate termination in outcome; target cannot function without it 9-10
Loss would reduce mission performance considerably, or two-thirds 7-8

reduction in outcome

Loss would reduce mission performance, or one-third reduction in 5-6
outcome
Loss may reduce mission performance, or 10% reduction in 34
outcome
No significant effect on outcome 12

few water supply systems (e.g., reservoirs and aqueducts), water supply tanks may be
less critical as targets; however, safeguarding water supply tanks may be critical to
maneuvering conventional forces, which requires the use of the water supply in the
tanks (e.g., emergency response fire protection). Criticality depends on several factors:
(1) time, which is crucial in evaluating the rapidness of the impact on operations of
the destruction of a target; (2) the magnitude of outcome due to target destruction;
(3) the presence of substitutes for the outcome product; and (4) perspective or relativ-
ity, which is important in determining the number of targets and in evaluating their
conditions. Table 6.1 shows how criticality values are assigned on CARVER matrixes.

6.2.7.2 Accessibility

A target is accessible when terrorists can physically intrude upon the target or if
the target can be hit by direct or indirect methods. Accessibility varies with the
intrusion/exit, survival and escape potential of the target zone, the security situation,
and the need for barrier penetration. The four basic steps identifying accessibility
are as follows: (1) intrusion from the staging base to the target zone; (2) movement
from the point of entry to the target; (3) mobility to the target’s critical object; and
(4) the ability of the terrorist to escape. The use of obstacle equipment and methods
should always be considered when evaluating accessibility. The ability of the terror-
ists to survive is not usually associated with a target’s accessibility. The factors con-
sidered when evaluating accessibility include, but are not limited to, the following:
(1) advance warning systems; (2) detection devices; (3) defense capabilities within
the target zone; (4) transportation systems; (5) terrain and location; (6) concealment;
(7) population density; (8) barriers; (9) weather conditions; and (10) roadways.

It is crucial to measure the time it could take for the terrorists to penetrate barriers
along each way based on the relative ease/difficulty of movement, and the likelihood
of detection. Hence, the use of standoff weapons should be incorporated in the assess-
ment. Table 6.2 shows how accessibility values are assigned on CARVER matrixes.
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Table 6.2 Assigning Accessibility Values

Criteria Scale
Easily accessible, standoff weapons can be used, or away from security 9-10
Inside a perimeter fence but outdoors or easily accessible outside 7-8
Easily accessible, inside a building or a structure but on ground 5-6
level floor

Difficult to gain access, inside a building or a structure but on the 34

top floor or in the basement; climbing or crawling required

Not accessible (very difficult to gain access) 1-2

Table 6.3 Assigning Recuperability Values

Criteria Scale
Extremely difficult to replace or recovery requires 1 year or more 9-10
Difficult to replace or recover in less than a year (<1 year) 7-8
Can be replaced or recovered in a relatively short time (months) 5-6
Easily replaced or recovered in a short time (weeks) 34
Easily replaced or recovered in a short time (days) 1-2

6.2.7.3 Recuperability

Recuperability is the period needed to recover or circumvent the destruction
inflicted on the target. It varies with the sources and type of targeted components
and the availability of spare parts. Table 6.3 shows how recuperability values are
assigned on CARVER matrixes.

6.2.7.4 Vulnerability

Vulnerability is a measure of the ability of the terrorists to destroy the target object,
and the scale of the critical component needs to be compared with the ability of the
terrorists to destroy. Primarily, the terrorists may tend to choose particular targets
and cause permanent damage and maximize effects through the use of weapons,
resulting in destruction of the targets. Table 6.4 shows how vulnerability values are
assigned on CARVER matrixes.

6.2.7.5 Effect

The effect of an asset attack is a measure of possible security, political, environ-
mental, and sociological impacts. The type and intensity of consequences will help
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Table 6.4 Assigning Vulnerability Values

Criteria Scale
Vulnerable to long-range target designation; special operations 9-10
forces definitely have the knowledge and expertise to attack
Vulnerable to light weapons; special operations forces probably 7-8
have the knowledge and expertise to attack
Vulnerable to medium weapons; special operations forces may have 5-6
the knowledge and expertise to attack
Vulnerable to special weapons; special operations forces probably 34
have no impact
Invulnerable to all but the most extreme targeting measures; special 1-2
operations forces do not have much capability to attack

Table 6.5 Assigning Effect Values
Criteria Scale
Overwhelming positive effects; no significant negative effects, 9-10
favorable sociological impact
Moderate positive effects; few significant negative effects 7-8
No significant effects; neutral; some adverse impact on public and 5-6
environment
Moderate negative effects; few significant positive effects; adverse 34
impact on public and environment
Overwhelming negative effects; no significant positive effects; 1-2
assured adverse impact on public and environment

analysts and decision makers select targets and target components for attack. Usually,
the effect of a target attack includes the effect on the local population, but now
effects also include (1) the triggering of countermeasures, (2) economic aftershocks,
(3) national panic and chaos, and (4) collateral damage to other targets. Table 6.5

shows how effect values are assigned on CARVER matrixes.

6.2.7.6 Recognizability

An asset’s recognizability is the level to which it can be identified and perceived by

intelligence, survey, and exploration.
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Table 6.6 Assigning Recognizability Values

Criteria Scale

The asset is clearly recognizable under all conditions and from a 9-10
distance; it requires very minimal or no training to attack.

The asset is easily recognizable, which requires a very minimal 7-8
amount of training for recognition.

The asset is difficult to recognize at night or in bad weather 5-6
conditions, or might be confused with other assets or target

components.

The asset is difficult to recognize at night or in bad weather 34

conditions; it is easily confused with other assets or asset
components; it requires extensive training for recognition, as it is
hard to recognize, with the potential for confusion.

The asset cannot be recognized under any conditions, except by 1-2
experts.

Other factors that influence recognizability include the size, popularity, and
complexity of the asset; the existence of distinctive asset signatures; and the techni-
cal sophistication and training of the terrorists (e.g., technical expertise to destroy
Hoover Dam or Glen Canyon Dam). Table 6.6 shows how recognizability values
are assigned on CARVER matrixes.

An individual target is evaluated for each CARVER factor by entering the
appropriate value into the matrix. Once all the potential targets are evaluated,
values for each potential target are added. The summation represents the relative
desirability of each potential target, constituting a prioritized list of targets. Those
targets with the highest totals are attacked first.

6.2.8 CARVER Plus Shock

The CARVER plus Shock method assesses the vulnerabilities in the food sector
(USDA 2010) and can be used in water infrastructure. It helps a decision maker to
think like a terrorist and identify the most attractive targets for actacks as detailed in
Section 6.2.7. Terrorists attempt to achieve strong emotional responses and cognitive
reactions from their target audience. CARVER has six attributes, as discussed in
Section 6.2.7, for evaluating the attractiveness of a target. The modified CARVER
tool assesses a seventh attribute, the combined health, environmental, economic,
and cognitive reactions, and psychological impact, or the Shock attributes of a tar-
get. Table 6.7 shows how Shock values are assigned on CARVER plus Shock.

Once the ranking on each of the attribute scales has been quantified for a given
node, the ranking on all the scales is summed to give an overall value for that node.
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Table 6.7 Assigning Shock Values

Criteria Scale

Asset has major historical, cultural, religious, or other symbolic 9-10
importance; loss of over 5,000 lives; national economic impact of
more than $100 billion

Asset has high historical, cultural, religious, or other symbolic 7-8
importance; loss of between 500 and 5,000 lives; national economic
impact between $50 and $100 billion

Asset has moderate historical, cultural, religious, or other symbolic 5-6
importance; loss of between 150 and 500 lives; national economic
impact between $5 and $50 billion

Asset has little historical, cultural, religious, or other symbolic 34
importance; loss of less than 150 lives; national economic impact
between $50 million and $5 billion

Asset has no historical, cultural, religious, or other symbolic 1-2
importance; loss of less than 50 lives; national economic impact less
than $50 million

Source: Derived from U.S. Department of Agriculture, http:/fda.gov/Food/
FoodDefense/CARVER/default.htm. 2010.

The nodes with the highest overall rating have the highest probable risk and should
be the focus for the protective measures. Practical examples and assessment of this
tool are presented in Chapter 7.

6.2.9 Freight Assessment System

The Freight Assessment System (FAS) is designed to minimize the risks of poten-
tial terror threats to the nation and is associated with the estimated 50 billion
pounds of domestic cargo transported annually by air carriers. Congress directed
the Transportation Security Administration (TSA) in 2004 to develop a system to
identify and target increased-risk cargo, and recently mandated the TSA to imple-
ment security plans to support a requirement of 50% screening of all cargo by
February 2009, and 100% screening of all cargo by August 2010. This new policy
is called the Certified Cargo Screening Program, which is designed to connect via
portals to TSA legacy and future systems to enable data transfer and receive risk-
based data. Additionally, FAS will eventually share crucial information with other
modes of transportation: rail, highway, and motor carriers.

System-Based Risk Management Asset Assessment is used in the FAS, utilizing
an analytical approach that secks to develop technology and policy for preventive
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measures to reduce the risks to those assets that are critical to the sector’s strategic
risk objectives. Assessment is similar to other risk assessments in that it estimates
the chances of a specific set of events occurring and/or their potential consequences.
Risk assessments carry a range of interpretations that vary within industries. Also,
the fundamental understanding of what properly constitutes the risk assessment
process can vary. In the context of homeland security, risk assessments typically
focus on threats, vulnerabilities, and consequences (TVC).

relative risk = f (threat, vulnerability, consequence) (6.4)
likelihood of a successful attack

Separate analyses are associated with each term (e.g., threat analysis and vulner-
ability analysis). A set of activities represent the TVC analyses and are input into a
resulting risk assessment model. The output of a risk assessment model provides a
relative scoring, either qualitative or quantitative, for the assets under study. This
risk assessment enables the development of outcome-focused countermeasures
designed to reduce the overall risk to the assets under study.

6.2.10 Federal Emergency Management Agency HAZUS-MH

HAZUS (HAZards United States) is a geographic information system—based nat-
ural hazard loss assessment model created by FEMA. The current version is
HAZUS-MH MR4, where MH stands for multi-hazards. Currently, HAZUS can
model floods, hurricanes, and earthquakes. Also, it is used for mitigation and recov-
ery as well as preparedness and response (FEMA 2010). Moreover, this model can
also be applied in terrorism risk assessment under special conditions. First, it quan-
titatively defines the exposure of a selected area; second, it systematically character-
izes the magnitude of the hazard affecting the exposed area; and third, it exploits
and utilizes the exposed area and the hazard to quantify the potential losses.

6.2.11 Chemical Security Assessment Tool

The DHS Chemical Security Assessment Tool (CSAT) was created to identify
facilities that have a high level of risk. After the initial registration for the pro-
cess, a series of questions, called “Top Screen,” is used to determine if the facil-
ity should be regulated by the Chemical Facility Anti-Terrorism Standards. Top
Screen results define and qualify the risk level and appropriate responsibilities.
Screening threshold quantities (STQs—quantities that trigger Top Screen require-
ments) for chemicals in these categories tend to be quite high (5,000 pounds or
greater), with the exception of chemicals such as phosgene, whose threshold is 500
pounds. Facilities in this category may already be covered under the EPA’s Risk
Management Program.
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6.2.11.1 Chemical Weapons/Chemical Weapon Precursors

According to DHS, certain Chemical Weapon Convention (CWC) toxic chemicals
and precursors (e.g., chlorosarin and methylphosphonyldifluoride) have a very low
threshold of 100 grams, cumulative. Other CWC hazardous chemicals and precur-
sors have thresholds between 2.2 and 220 pounds.

6.2.11.2 Chemicals That Qualify as a Weapon of Mass Effect

This category includes certain chemicals of interest classified as DOT Division 2.3
(poisonous gases), Zone A or Zone B. The thresholds for Zone A and B chemicals
are 15 and 45 pounds, respectively.

6.2.11.3 Chemicals That Qualify as an Improvised
Explosive Device

This includes certain chemicals that may be used as or developed into an improvised
explosive device. This category includes nitric acid (typically used for nitration) with
a threshold of 400 pounds and hydrogen peroxide with a threshold of 400 pounds.

6.2.11.4 Sabotage or Contamination of Chemicals

The sabotage or contamination of chemicals, if mixed with other chemicals, has
the potential to create potential catastrophic consequences. This category includes
chemicals that can produce a poisonous gas when mixed with water (DOT
Division 4.3, water-reactive materials).

6.2.11.5 Mission-Critical Chemicals

The term mission-critical chemicals applies to facilities that supply 20% or more of
the domestic production of any chemical to infrastructure sectors.

6.2.12 Automated Targeting System
The Automated Targeting System (ATS) is a DHS-computerized system that, for

every person and cargo that crosses U.S. borders, scrutinizes a large volume of data
related to the designated individual and assigns a rating based on which the person
may be considered in a risk group of terrorists or other criminals. Currently, ATS
consists of six modules that focus on exports, imports, passengers and crew (airline
passengers and crew on international flights, passengers and crew on sea carriers), pri-
vate vehicles crossing land borders, and import trends over time (DHS 2006, 2007).
ATS is consistent in its evaluation of risk associated with individuals and is used to
support the overall Custom and Border Protection (CBP) law enforcement mission.
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6.2.12.1 ATS-Inbound

ATS-Inbound is the primary decision support tool for inbound targeting of cargo
and is available to CBP officers at all major ports (air/land/sea/rail) throughout
the United States; it assists CBP personnel in the Container Security Initiative
decision-making process (DHS 2006, 2007).

6.2.12.2 ATS-Outbound

ATS-Outbound is the outbound cargo—targeting of exports that pose a high risk of
containing hazardous chemicals (e.g., narcotics, illegal goods, or possible materials
used for WMD) and Federal Aviation Administration violations. It utilizes Export
Declaration data from CBP’s automated export system.

6.2.12.3 ATS-Passenger

ATS-Passenger is used at all U.S. airports and seaports receiving international flights
and ships to evaluate and screen passengers and crew that could be a potential risk
for creating danger to homeland or violation of U.S. law.

6.2.12.4 ATS-Land

ATS-Land (ATS-L) provides risk assessment of private passenger vehicles crossing
the United States borders for security and screening by inspection of license plate
numbers of vehicles. ATS-L permits CBP officers to compare information evalu-
ate the assessment, and cross-reference the treasury enforcement communications
system (TECS) crossing data, TECS seizure data, and state Department of Motor
Vehicle data while using weighted rule sets to provide risk scores.

6.2.12.5 ATS-International

ATS-International provides foreign customs authorities with controlled access to
automated cargo targeting capabilities (DHS 2006) and provides critical collabora-
tion to other countries to enhance the security of international supply chains and
increase protection to avoid disruption by terrorists.

6.2.12.6 ATS-Trend Analysis and Analytical Selectivity

ATS-Trend Analysis and Analytical Selectivity allow CBP to examine, trace, identify
and target action violators of U.S. laws regarding international trade. The trend
analysis functions thoroughly review historical statistics that provide an overview of
trade activity and can support in determining illegal trade activity.
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6.2.13 Risk Lexicon

The DHS Risk Lexicon provides a set of terms for use by the homeland security risk
community and represents an important milestone in building a unified approach
to homeland security risk management and enabling integrated risk management
for the department (DHS 2008a). It is developed for the following reasons among
others: (1) the promulgation of a common language to create uniformity and unity
in communications between the DHS and its partners, (2) support for exchanging
data and information essential to interoperability among risk practitioners, and
(3) the improvement of relationships and credibility by providing consistency in the
usage of terms by the risk community across DHS and its components.

6.2.14 Microbial Risk Assessment Framework

The EPA Microbial Risk Assessment (MRA) framework has two methods of esti-
mating risk: chemical risk assessment, and ecological risk assessment.

6.2.74.1 Chemical Risk Assessment

Chemicals in foods were first addressed in a public policy framework in the mid-
1800s, when they were viewed as adulterants. In the early twentieth century, chem-
ical food safety and toxicity were major issues; these chemicals were later regulated
as if a “safe threshold” existed (Hutt 1997; NRC 1983). As animal testing pro-
duced more data, the method of chemical risk assessment led to intense debates
and interrogation.

Chemical risk assessment relies on static modeling techniques, which cannot
represent dynamic processes such as disease transmission, and on the assumption
that each exposure is an independent event (USEPA 2008Db). Infection is a function
of dose and, rather than mortality, may be the health outcome of concern (USEPA
2008b). When secondary transmission is involved, dynamic modeling and popula-
tion scale measures of risk are crucial (Eisenberg et al. 20006).

Some of the problems that researchers have identified as not addressed by the
Red Book paradigm for microorganisms include the following:

1. Microorganisms can propagate, evolve into different life stages, and die off.

2. Virulence varies during a pathogen’s life cycle and between different patho-
gen strains.

3. Pathogens behave differently under particular conditions in terms of tem-
perature, environment, and time.

4. Microbial pathogens are not evenly distributed in the environment, which

presents very asymmetrical likelihood of exposure.
. Person-to-person transmission occurs in many infectious diseases.
6. Attack rates and infection rates differ.

N
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Although the MRA steps are often the same as those for chemical risk assessments,
the emphasis, elements, and conduct are different in various stages of MRA due
to the dynamic nature of the agents and population (ECES 1997). In particular,
changes in the population’s immunity and susceptibility status are not considered in
the traditional chemical risk assessments.

6.2.14.2 Ecological Risk Assessment

During the 1980s and early 1990s, ecological risk assessment evolved at the EPA
(USEPA 1992). Although ecologic analysts were informed by the chemical risk
assessment approach, they recognized that as a paradigm, it did not entirely fit their
needs. Ecological risk assessment demands an extensive, systems-oriented context,
which requires analysts with different backgrounds and experiences. As a result,
lack of a clearly defined problem statement makes ecological risk assessments dif-
ficult and inefficient. Because the Red Book did not include a problem formula-
tion step, ecological risk assessors created one and explained how to implement it

(USEPA 1992).

6.2.14.3 MRA for Drinking Water

Numerous studies on drinking water exposure to pathogens have been conducted
(e.g., Eisenberg et al. 2005; Haas et al. 1993). The typical sequence of MRA
exposure assessment includes the following: (1) source and cause of contamina-
tion, (2) source of water, (3) treatment technology, (4) storage and distribu-
tion system, (5) customer’s piping system, plumbing and point-of-use devices,
(6) tap water, and (7) consumption/exposure. Uniquely, this MRA separates
exposure and effects assessment into two distinct processes. The exposure assess-
ment is the method of detecting biological threats in the water supply system
for determining the recovery efliciency, viability/infectivity and specificity, and
monitoring untreated or treated drinking water. The effects assessment is the
process of the dose—response analysis based on human application studies; hit
theory for infection; pathogen dynamics; host dynamics; and the spectrum of
health consequences.

6.2.14.4 MRA for Wastewater

Several MRA have modeled the risks associated with water reuse applications.
In these evaluations, exposure assessment has included examination of the
(1) source and cause of contamination, (2) fate and transport of contaminants,
(3) treatment technology, (4) post-treatment storage, (5) distribution and use,
and (6) consumption.



Introduction to Risk and Vulnerability Assessment ® 165

6.2.14.5 A Need to Improve MRA

There are many requirements for new research and technologies to improve MRA
precision and accuracy. Data are crucially needed for several components of MRA
paradigms; such research is time consuming and requires resources. With com-
prehensive paradigms to help risk assessors or analysts identify and consider the
potential factors involved in biological threat—related illness, MRA will become
increasingly successful in providing assessment and information effectively to pro-
tect the public from health hazards.

6.2.15 Pareto Principle (80-20 Rule)

The Pareto Principle, commonly known as the 80-20 rule, is used to compare the
results with other methods of risk rate determination and to verify whether this
principle can be applied to the event tree analysis. According to the Pareto Principle,
in today’s context, 80% of car accidents might be caused by 20% of car drivers, or
80% of the traffic pollution is produced by 20% of the vehicles. The Pareto Principle
is widely used in engineering risk assessment and project management, i.e., used in
the analysis of running a project within the budget (Doro-on 2009). The Pareto
Principle will be utilized to illustrate a comparison of the results of an engineering
judgment with an engineering judgment based on the Pareto Principle. The origi-
nal observation was with regard to income and wealth. Pareto noticed that 80% of
Italy’s wealth was owned by 20% of the population. He then performed surveys on
other countries and discovered that a similar outcome and distribution applied.

6.2.16 Sandia National Laboratories Security
Risk Assessment Methods

A risk assessment method has been refined by Sandia National Laboratories to
assess risk at various types of facilities and critical infrastructures. The method is
based on the risk equation provided by Garcia (2008) in her book, 7he Design and
Evaluation of Physical Protection Systems:

risk =P, x(1-B)xC 6.5)

where P, is the likelihood of adversary attack, Py is security system effectiveness,
1 — Py is adversary success, and C is consequence of loss of the asset.

The primary step in this risk assessment method is the characterization of the
facility, which includes identification of the undesired events and the respective
critical assets. Guidelines for determining terror threats and for using the definition
of the threat to estimate the probability of adversary attack against the facility is
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included. Hence, relative values of consequence and the effectiveness of the security
system against the adversary attack are estimated.

6.2.17 Security Vulnerability Assessment Method

The first step in the process of estimating risks is to identify and analyze the threats
and the vulnerabilities facing a facility by an SVA. The SVA is a systematic process
that evaluates the likelihood that a threat against a facility will be successful (API-
NPRA 2004). The objective of conducting an SVA is to identify security hazards,
threats, and vulnerabilities facing a facility and to evaluate the countermeasures for
protecting the public, workers, national interests, the environment, and the facility
(API-NPRA 2004). The basic approaches to estimate the potential risk are (1) deter,
(2) detect, (3) delay, (4) deny, (5) defeat, and (5) respond. Appropriate approaches
for managing security vastly depend on the individual characteristics of the facility,
including the type of facility and the threats facing the facility. Accordingly, in the
SVA process, risk is a function of

1. Consequences of a successful attack against a facility.
2. Likelihood of a successful attack against a facility.

Likelihood is a function of (1) the actractiveness for the potential attack, (2) the
magnitude of the consequence, and (3) the degree of vulnerability of the asset. The
SVA process does not recommend preventive measures but provides analysis and
estimation of vulnerabilities.

6.2.18 ASME RA-S Probabilistic Risk Assessment

ASME RA-S is the American Society of Mechanical Engineers Probabilistic Risk
Assessment Standard for non-light water reactor nuclear power plant applications.
The Probabilistic Risk Assessment (PRA) is a mainstream regulatory tool that
contributes to the decision-making process for plant design, operation, and main-
tenance. Hence, the principle and standard of PRA can be applied in the PRA
process for water infrastructure risk analysis.

In March 1999, the General Accounting Office (GAO) issued GAO/RCED-
99-95, “Nuclear Regulation: Strategy Needed to Regulate Safety Using Information
on Risk.” GAO pointed out that it is important to “develop standards on the scope
and detail of risk assessments needed for utilities to determine that changes to their
plants’ design will not negatively affect safety.” The standard establishes require-
ments for a PRA ranging from a limited-scope to a “full-scope” PRA. The mean-
ing of “full scope” includes but is not limited to (1) sources of radioactive material
(or other vital material relating to water infrastructure) both within and outside
the reactor core or system; (2) a full set of plant-operating states covering all antici-
pated operating and shutdown modes; (3) a full set of initiating events, such as
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fires and floods, seismic events and transportation accidents; (4) a definition of
event sequences to a level that is necessary and sufficient to characterize mechanis-
tic source terms and offsite radiological and chemical consequences to public health
and safety; and (5) a quantification of the event sequence frequencies, mechanis-
tic source terms, offsite radiological and chemical consequences, risk, and associ-
ated uncertainties, and using this information consistent with the scope of PRA.
Currently, ASME RA-S does not cover accidents resulting from acts of terrorism.
However, the PRA standard procedure can be used as a guideline in risk assess-
ment for water infrastructure protection from terror threats because the degree of
consequences generated from a catastrophic nuclear power plant accident is almost
comparable to the magnitude of consequences from a terrorist attack (e.g. the psy-
chological response created by a nuclear power plant accident is almost the same as
terrorism).

6.2.19 Checkup Program for Small Systems

Checkup Program for Small Systems (CUPSS) is an infrastructure manage-
ment tool for small drinking water and wastewater utilities. CUPSS provides a
straightforward systematic approach based on EPA’s Simple Tools for Effective
Performance Guide series. The EPA’s Office of Groundwater and Drinking Water
created CUPSS with assistance and support from state agencies, some technical
groups, EPA regional offices, and small wastewater and water supply utilities. With
this collaborative approach, the EPA was able to develop tools for implementation
of an asset management program and develop effective asset management plans

(USEPA 2010a,d).

6.2.20 Water Health and Economic Analysis Tool

WHEAT was developed by the EPA to be compatible with water sector risk assess-
ment methods such as RAMCAP (USEPA 2010c,d). According to the EPA, the
tool is intended for drinking water utility owners and operators to quantitatively
and qualitatively assesses public health impacts, utility financial costs, and regional
economic impacts of an adverse event such as terrorist attack.

6.2.21 Water Contaminant Information Tool

The Water Contaminant Information Tool (WCIT) helps in protecting drinking
water systems and wastewater systems from the effects of intentional or accidental
contamination (USEPA 2010b). It also provides information and guidelines for water
treatment utilities, public health officials, and agencies responsible for the protec-
tion of water supplies from contamination. Introduced in late 2005, WCIT is a
password-protected online database containing information on 93 contaminants of
concern: chemical, biological, and radiological substances that pose a serious threat
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if introduced into drinking water systems or wastewater systems (USEPA 2010b,d).
Unlike other databases, WCIT supports water-specific data and covers both regulated
and non-regulated contaminants, including data on other chemical threats used for
terrorism.

6.3 Historical Perspective of Prospect Theory

Prospect theory is a theory of decision making under risk conditions. Decisions are
based on judgments under conditions of uncertainty, when it is difficult to foresee
or predict the consequences of events with clarity. Also, prospect theory directly
addresses how these preferences are framed and assessed in the decision-making
development. Daniel Bernoulli was the first to introduce the concept of system-
atic bias in decision making based on a “psychophysical” model. Bernoulli used a
coin toss game known as St. Petersburg’s Paradox to demonstrate the limitations of
expected value as a normative decision rule, which led him to analyze uzilizy function
to explain people’s choice of behavior (Kahneman and Tversky 1979). He assumed
that people tried to maximize their utility and not their expected value. Bernoulli’s
function proposed that utility was not merely a linear function of wealth but rather
a subjective evaluation of outcome (McDermott 1998). The concave shape of the
function introduced the idea of declining minor utility, through which changes
away from the starting point have less impact than those that are closer. For instance,
Bernoulli’s utility function argues that $1 is a lot compared with nothing; people
will, therefore, be reluctant to part with this dollar. However, to most people, $101
is not significantly different from $100. Because Bernoulli’s concave utility function
assumed that increments in utility decreased with increasing wealth, the expected
utility model implicitly assumed risk aversion (McDermott 1998). Thus, prospect
theory is based on psychophysical models, such as those that originally inspired
Bernoulli’s expected value proposition. Tversky and Kahneman (1979) applied psy-
chophysical principles to investigate and examine judgment and decision analysis.
People are not conscious of how the brain interprets vision into prospect. People
make decisions based on how their brains comprehend facts or information and not
exclusively on the basic utility that a certain choice obtains for a decision maker.

6.3.1 Expected Utility Theory

According to Kahneman and Tversky (1979), decision making under risk can be
observed as a preference between prospects or gambles. A prospect (x;, py; ... 5 x,, p,,)
is a contract that yields outcome x; with probability p;, where p +p, + ...+ p, = 1.
To simplify notation, we omit null outcomes and use (x, p) to denote the prospect
(x, p; 0, 1—p) that yields x with probability p, and 0 with probability 1—p. The
(riskless) prospect that yields x with certainty is denoted by (x) (Kahneman and
Tversky 1979).
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6.3.2 Classical Prospect Theory

According to Kahneman and Tversky (1979), the classical prospect theory distin-
guishes two phases in the choice process: framing and valuation. In the framing
stage, the decision maker develops a representation of the consequences that are
crucial to the decision. In the valuation stage, the decision maker assesses the value
of each prospect and chooses systematically. Then, the decision maker is considered
to evaluate each of the refined prospects, and to select the prospect of highest value.
The overall value of a refined prospect, designated as V; is expressed in terms of
two scales,  and ». The first scale, 7, associates a decision weight 7(p) with each
probability, p, which reveals the influence of p on the overall value of the prospect.

6.4 Cumulative Prospect Theory

Prospect theory was modified by Kahneman and Tversky (2000) into cumulative
prospect theory. The five foremost phenomena of choice, as detailed in Sections 6.4.1
to 6.4.5, which violated the standard model and presented a basic challenge, must
be met by any adequate descriptive theory of choice as pointed out by Kahneman
and Tversky.

6.4.1 Framing Effects

The rational theory of choice assumes description invariance: equivalent formula-
tions of a choice problem should give rise to the same preference order (Arrow 1982).
Contrary to this assumption, there is much evidence that variations in the framing
of options yield systematically different preferences (Tversky and Kahneman 1986).

6.4.2 Nonlinear Preferences

According to the expectation principle, the utility of a risky prospect is linear in
outcome probabilities. Allais’s (1953) famous example challenged this principle by
showing that the difference between probabilities of 0.99 and 1.00 has more impact
on preferences than the difference between 0.10 and 0.11. More recent studies
observed nonlinear preferences in choices that do not involve sure things (Camerer

and Ho 1991).

6.4.3 Source Dependence

People are eager to bet on an uncertain event based on the magnitude of uncer-
tainty and on its source or cause. More recent evidence indicates that people often
prefer to bet on an event, although the former probability is vague and the latter is

clear (Heath and Tversky 1991).
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6.4.4 Risk Seeking

Risk aversion is primarily assumed in economic analysis of decisions under uncertainty.

6.4.5 Loss Aversion

One of the basic phenomena of choice under both risk and uncertainty is that losses
loom larger than gains (Kahneman and Tversky 1991).

6.5 Advances in Prospect Theory

The new theory explains loss aversion, risk seeking, and nonlinear preferences in
terms of the value and the weighting functions (Kahneman and Tversky 2000).

In cumulative prospect theory as characterized by Kahneman and Tversky
(2000), S is a definite set of states of nature (subsets of S are called “events”). Xis a
set of consequences or “outcomes.” Assume X is a neutral outcome, denoted as 0.
All other elements of X are gains (+) or losses (=). A prospect fis then represented
as a sequence of pairs (x;, 4;), which yields x; if 4; occurs, where x; > x; iff i > jand
(A,) is a partition of S. The positive part of £, denoted as f*, is obtained by

frs)=f(s) if f(s5)>0

Fr(5)=0 if f(s)=0

The negative part of f; denoted as /-, is defined similarly.

Based on Kahneman and Tversky (2000), there exists an increasing value func-
tion, v: X — Re, satistying v(x,) = v(0) = 0, and capacities W* and W, such that
for f = (x;,4),-m=i=<n,

V()=V(f)+V(f) (6.6)

V(f+)= E(nrv(xi)) (6.62)

V(f) = E(n;v(m) (6.6b)
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where the decision weights 7t* (f*) = (nt,...,n}) and w (f~) = (nZ,,,...., ) are
defined by

n; = W+ (AW)’ JT:m = W_ (A—m>

nr=W+(A4U..UA4,),-W*(4, U..UA4,)
Letting ;t; = ww} if i = 0 and m; = w7 if i < 0, Equations 6.6a and 6.6b reduce to

n

VI(f+)= 2 (mro(x) (6.60)

i=—m

The decision weight 7}, in relation to a positive outcome, is the difference between
the capacities of the events: “the outcome is at least as good as x;” and “the outcome
is at least as bad as x;” (Kahneman and Tversky 2000). The decision weight 77,
associated with negative outcome, is at least as bad as x; and is strictly worse than
x; (Kahneman and Tversky 2000). Thus, the decision weight associated with an
outcome can be deduced as W+ and W-. It follows readily from the definitions of
= and W that for both positive and negative prospects, the decision weights add to
1 and for mixed prospects, the sum can be either lesser or greater than 1 as defined
by individual weights (Kahneman and Tversky 2000):

J‘C; =(D+(Pn)> n:m =(’0_(pm)

a =0 (p, et p,) -0 P+t p,), O=si=n-1

1

=0 (p, +tp)—0 (P, +t py), 1l-m=i=<O0

where 0* and @~ are increasing functions from the unitinterval, w*(0) = ®=(0) = 0,
andw*(D)=w-(1)=1.

According to Kahneman and Tversky (2000), cumulative prospect theory
broadens the original theory as follows:

1. It applies to any controlled or limited prospect and it can be extended to con-
tinuous distributions.

2. Tt applies to both probabilistic and uncertain prospects and can coordinate
some form of source dependence.

3. The enhanced theory allows different decision weights for gains and losses
thereby simplifying the initial version that assumes w* = w~.

4. Consequently, the cumulative prospect theory presented herein will be inte-
grated into risk acceptability analysis as detailed in Chapters 9 and 11.
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6.6 A Need for Risk Acceptability Analysis

This chapter adequately presented the introductory information about the qualitative/
quantitative methods and tools for risk and vulnerability analysis recommended by
renowned authors, experts, and governmental agencies. Some of the most standard-
ized models will be further discussed and presented in detail in Chapter 7 with
illustrative examples. All the models presented in this chapter are adequate in qualita-
tively and quantitatively identifying the risk and vulnerability for the components of
a specific sector such as the water sector. Most of these risk and vulnerability models
concluded that the terror risk against U.S. infrastructure is unacceptable to society.
Chapters 8, 9, and 11 prove to the readers that risk acceptability can be achieved.
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Chapter 7

Standard Risk and
Vulnerability Assessment

7.1 Introduction

This chapter presents the standard qualitative and quantitative risk and vulner-
ability assessment, operational formulations, and models for homeland criti-
cal infrastructure protection, especially for water supply systems, mostly used
and recommended by prominent authors, the U.S. Department of Homeland
Security (DHS), the U.S. Environmental Protection Agency (EPA), the Federal
Emergency Management Agency (FEMA), the U.S. National Counterterrorism
Center (NCTC), Department of Defense, National Security Council, Public
Health Service, National Commission on Terrorism (NCT), and other govern-
mental and state agencies. Examples and applications of these standard processes
and models will be illustrated in this chapter.

7.2 Standard Homeland Security Risk
Assessment and RAMCAP Plus Processes

The basic DHS risk assessment method, risk (R) = threat (7") X vulnerability (V') X
consequence (C), introduced in Section 6.2.1, is widely used and recommended by
experts and is used in conjunction with other vulnerability assessment processes such
as Risk Analysis and Management for Critical Asset Protection (RAMCAP Plus; see
Section 6.2.6). An illustrative example is provided below. Seven steps are used in the
risk estimation: (1) asset classification, (2) threat definition, (3) consequence analysis,
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(4) vulnerability analysis, (5) threat evaluation, (6) risk analysis, and (7) value of
consequence. These seven steps of risk estimation for terrorist attacks against the
aquifer and water supply system of the San Antonio metropolitan area are shown in
Tables 7.1 through 7.7.

Consequence scales for fatalities, injuries, financial losses to owners or operators,
and economic losses to the regional community have been developed based on the
RAMCAP Plus process for the San Antonio, Texas area, which is dependent solely
on the vulnerable aquifers of karstic limestone (Doro-on 2009). There are different
methods for estimating the consequence scale for specific sectors, events, and situ-
ations or conditions for the designated area. It also depends on the political, pol-
lution, environmental, and economic status of the area (e.g., community, city, or
nation). The consequence scale is estimated on the basis of available official statistical
data. If the community has scarce or limited statistical information, an estimate

Table 7.1 Step 1: Asset Characterization for San Antonio,
Texas Water Infrastructure

(a) Edwards Aquifer
“Sole source water supply”

Recharge zones (sinkholes, faults, cracks, caves, springs, wells and dams)
are unprotected.

(b) Twin Oaks Aquifer Storage and Recovery (ASR) Facility

San Antonio Water System (SAWS) stores excess Edwards Aquifer drinking
water during rainy times in a large-scale underground water storage facility
in south Bexar County for use during dry south Texas summers (SAWS 2010).

Above ground of ASR can be leased for public use.

Adjacent properties are also open for public use.

(c) Dos Rios Wastewater Treatment & Water Recycling Plant

Discharge point is not secured.

(d) Medio Creek Water Treatment Plant

Secured with surveillance and fence.

(e) Bexar Metropolitan Water Treatment

Secured with surveillance and fence.

(f) Twin Oaks Water Treatment Plant
Used for treating Edwards before storing into the underground reservoir.

Secured with surveillance and fence.

(g) Water tanks

Unsecured.
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Table 7.2 Step 2: Threat Characterization for San Antonio,
Texas Water Infrastructure

(a) Inject poison (arsenic-based pesticide such as “fire ants control”) to
Edwards Aquifer via sinkholes, cracks, wells, and cave.

(b) Injection of poison (arsenic-based pesticide such as “fire ants control”)
into the underground reservoir (ASR facility).

(c) Attack security personnel, bomb water, and wastewater treatment facilities.
Destroy the building structures within the facilities. Mainly destroy major
water and wastewater (inlet/outlet) pipelines.

(d) Inject poison (arsenic-based pesticide such as “fire ants control”) to water
tanks located in major communities.

can be based on an area with a similar situation that has ample data. In addition,
the available aerial photographic, topographic, or geographic information system
(GIS) maps provided by state or local agencies and the U.S. Geological Survey can
assist in preparing the consequence scale by including information specific damage,
fatalities, injuries, people, equipment, and materials. In Table 7.3, the range of each
bin increases by a factor of two over the next bin. The use of a scaling factor creates
a logarithmic scale for scientific presentation purposes, in this case one at base 2.
As will be seen later, the vulnerability scale presented in Table 7.4 uses a scale fac-
tor of two, enabling construction of a conditional risk table of consequence and
vulnerability scales with the sum of their “bin numbers” being the logarithm of the
conditional risk (ASME-ITT 2009). The bin numbers and vulnerability scale values
presented in this book are solely designed and modified for water infrastructure
based on the RAMCAP Plus process and DHS methods. This will produce a con-
venient, qualitative display of results since the conditional risk matrix will contain
diagonal lines of constant risk.

7.2.1 Fatalities and Serious Injuries

In RAMCAP Plus, human safety and health consequences should be expressed
in terms of the number of fatalities and the number of serious injuries that occur
immediately as a result of disaster events (e.g., lost work time and disability).

7.2.2 Financial and Economic Impacts

Usually, economic and financial impacts are measurements of consequences
in analyzing risks from terrorism and natural disasters. The owners and opera-
tors of the water infrastructure are responsible for maintaining the security of
their facilities, reliability of their services, and financially sustainable opera-
tions. The general public served by the facility is normally represented by public
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authorities and public/private partnerships. As indicated by ASME-ITT (2009), in
the RAMCAP Plus process, when quantifying the owner’s losses, the principle is
that value, whether gain or loss, is the incremental discounted net present value of
future cash flows. The elements of the owner’s loss include, but are not limited to
(1) business interruption costs; (2) environmental remediation; (3) costs involved
in repair of equipment/structures; (4) replacement costs; (5) liability costs; and
(6) other costs contributed by the attack. In the public perspective of water infra-
structure, the major concern is the length of time and quantity of service denied and
the economic consequences of service denial on direct suppliers and customers of
the critical facilities.

The economic loss can be as much as three orders of magnitude greater than the
gross revenue losses of the facility. According to ASME-ITT (2009), in the RAMCAP
Plus method, estimating the economic impacts of the community requires a regional
simulator or an economic model to fully capture cascading failures and indirect/
direct consequences and requires a system model that simulates water infrastructure
systems. The conventional input-output models used in estimating consequences of
a major disruption or attack can lead to major errors. The economic losses shown
in Table 7.3 are estimated by approximation using the RAMCAP Plus process. The
regional economic loss estimate can serve as a baseline for the resilience of the region
and it includes all the affected elements: the severity and time of service denial,
economic consequences, and public health impact (due to severe contamination).
Table 7.3 shows the consequences based on the threats shown in Table 7.2.

7.2.3 Vulnerability Analysis

Vulnerability analysis estimates the conditional likelihood that a threat will have the
consequences estimated in Step 3. It estimates the probability that the terrorist will be
successful in executing a specific attack. Table 7.4a presents Step 4 of RAMCAP Plus.

Table 7.4a Vulnerability Analysis for the San Antonio,
Texas Water Infrastructure

Vulnerability Analysis

(a) Easy access to Edwards Aquifer recharge zone. No surveillance or security
on major roads and freeway leading to wells, faults, sinkholes, and caves.

(b) Wastewater treatment facilities are secured but not on the discharge point.

(c) Water treatment facilities do not have sophisticated fence and surveillance
technology.

(d) Above-ground and underground reservoirs (in the ASR vicinity) are open
for public use.

(e) Water tanks do not have sophisticated fence and surveillance technology.
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Table 7.4b  Vulnerability Scale

Bin (Category) | Probabilities in Decimal Description
5 a .85-1.00
b .65-.84
C 40-.64
4 20-.398
3 10-.198
2 .05-.099
1 .025-.049
0 <.024

Source: Derived from American Society of Mechan-
ical Engineers Innovative Technologies Institute,
LLC, All-Hazards Risk and Resilience Prioritizing
Critical Infrastructure Using the RAMCAP Plus
Approach. New York: ASME, 2009.

The vulnerability scale is shown in Table 7.4b, and the scale uses the same factor
of two between successive categories, as in consequence ranking. This is effective
for plotting a resultant risk matrix. Category 5 is further subdivided into three
subcategories: a, b, and c. It is feasible for the owner/operator to estimate changes
in security and defense level in risk management.

7.2.4 Threat Assessment

Threat assessment estimates the probability of each initiating event. In RAMCAP Plus,
risk assessment for terrorism consists of weighing available evidence about an adversary
and the asset in question. An example of threat assessment is presented in Table 7.5.

7.2.5 Risk and Resilience Assessment

The risk and resilience assessment creates the foundation for selecting strategies
and tactics to defend against disabling attacks and events by establishing priorities
based on the level of risk. The risk imposed by each threat to each asset is calculated
from the risk relationship: R = 7"x V' x C (Equations 6.1 and 6.2). For the asset
owner, the level of resilience for a particular threat is expressed as the product of lost
revenue, vulnerability, and threat (see Equation 6.3a).

For the community, the level of resilience for a particular threat is the
product of lost economic activity in the community, vulnerability, and threat
(Equation 6.3b).
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Lost revenue is the product of the duration of service denial, the extent of
service denial, and the price per unit (Equation 6.3c). Lost economic activity in
the community is the amount of decrease in the loss of output to direct customers
and the indirect losses throughout the economy of a given region due to denial of
service and its extent.

Table 7.5 Threat Assessment for the San Antonio,
Texas Water Infrastructure

Threat Assessment (Three Methods)

1.

o U AW

7.

(a) Numerical ratio method: This estimate can be based on historical data,
intelligence information, or various assumptions.

Let T=number of attacks attempted in the United States.

2. Assume the probability of attacking water infrastructure is equal to all
other 18 sectors.

. Probability (P) = T/18 for terrorist attacks.
. Assume based on the data, there are W facilities.
. Let W=10,000 facilities; P = (7/18)/10,000 ~ .0000056T.

. Assume the particular target being evaluated has 15 major assets:
P=(T/18)(Wx 15).

Let T =15 attacks.
8. P=(15/18)/(50 x 15) = 5.6 X 10-¢ events/year.

N o b~

9.
10.

(b) Comparison of risk tolerance with natural hazard risk uses the idea of risk
tolerance and a natural hazard risk to compare with a terrorist risk to
deduce a threat probability equating the two risks.

1.
2.

. Assume water and wastewater treatment plants recovery/reconstruction

Consider the Standard Homeland Security risk equation, R=Cx V x T.
Transpose to T=R/(Cx V).

cost = $2B.

. Net cash flow after taxes = $6B.
. Tornado risk = 150-250 mph (South Texas).
. Assume tornado risk for the plants = $30M.

. Assume a total owner’s loss of $1B after shutting down for 9 months

and for reconstruction.

. Vulnerability (V) =0.75 (treatment plants with security system at

entrance/exit).
T =(30,000,000)/(2,000,000,000 x 0.75) = 0.02 events/year.
Frequency = 1/0.02 = 50 years.
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Table 7.5 Threat Assessment for the San Antonio,
Texas Water Infrastructure (Continued)

Threat Assessment (Three Methods)

(o) Investment breakeven assumes the decision maker’s choices are simple on
individual options.

R=TxVx C, DHS standard risk equation/RAMCAP Plus equation.

Minimum benefits to justify the option’s cost: (baseline risk-option risk
[RD/Cost,pion > 1.0

Therefore/ {[(Cbaseline X Vbaseline) - (Coption X Voption)] X T}/COStoption =1.0.

Continuing the example from (b), a series of countermeasures were
delineated at a cost of $50M.

The option was approximated to decrease vulnerability from 0.75 to 0.40
and reduce the consequence to the owner from $1B to $0.3B.

Cbaseline = $1 B/ Copﬁon = $O3B

T= COStoption/{[Cbaseline X Vbase[ine] - (Coption X Voption)}

T =$50M/{($1B x 0.75) - ($0.3B x 0.40)}

T =$50M/$0.63B = 0.079 or a reoccurrence of 1/0.079 = 12.6 years

Source: Derived from American Society of Mechanical Engineers Innovative
Technologies Institute, LLC, All-Hazards Risk and Resilience Prioritizing
Critical Infrastructure Using the RAMCAP Plus Approach. New York: ASME,
2009.

Table 7.6 Risk and Resilience Assessment for the San Antonio,
Texas Water Infrastructure

Threat Assessment

(a) Example from Step 3:

Edwards Aquifer Recharge Zone
Contamination Using Arsenic-/
Cyanide-Based Pesticides (Similar Bin
Scenario— “Bhopal Disaster”) Number Remarks

Fatalities 8 In communities dependent on
raw water (from wells)

6 In the cities

1-3 In recreational areas such as
springs, lakes, and rivers

Injuries 8

(Continued)
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Table 7.6 Risk and Resilience Assessment for the San Antonio,
Texas Water Infrastructure (Continued)

Edwards Aquifer Recharge Zone
Contamination Using Arsenic-/
Cyanide-Based Pesticides (Similar Bin

Scenario— “Bhopal Disaster”) Number Remarks

Financial impacts to owner/ 3 Itis approximately $2B to construct
operators (e.g., SAWS and advance treatment system to
BexarMet) remove arsenic/cyanide for one

treatment system facility.

6-10 Overall total loss could go higher.

Regional community economic 6 (or | Business cannot operate due to
impacts higher) | severe contamination in the area.

(b) Consequences are summarized as follows:
(Similar scenario—“Bhopal disaster, 1984")
Fatalities = 5,000+
Acute injuries = 2,560
Financial Impact to the owners = $20B
Losses to the regional economy = $100B+

Consequences of damages to the fishery—environmental, psychological
impact is not quantified in RAMCAP Plus.

(c) Vulnerability:

(Recharge zone is unprotected—no need of any expertise to intrude) 0.95

(d) Threat:
The probability of having an attack per Step 4 is 5.6 x 10-°.

(e) Risk:
1. Fatalities:
R;=5000 x 0.95 x (5.6 x 10-) = 0.0266 lives/year
2. Injuries:
R, =2560 % 0.95 x (5.6 x 107°) = 0.0136 lives/year
3. Financial impacts to the owner:
Ros = $20B % 0.95 x (5.6 x 107) = $106,400
4. Economic losses to regional economy:
Riecions = $100B x 0.95 X (5.6 x 10-6) = $532,000

Source: Derived from American Society of Mechanical Engineers Innovative
Technologies Institute, LLC, All-Hazards Risk and Resilience Prioritizing
Critical Infrastructure Using the RAMCAP Plus Approach. New York: ASME,
20009.
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7.2.6 Risk and Resilience Management

According to ASME-ITT (2009), in RAMCAP Plus risk and resilience management
is the deliberate course of deciding and implementing options (e.g., improving pre-
ventive measures, mitigation tactics, building in redundancy, creating emergency
response plans, exercise business casualties) and achieving an acceptable level of risk
and resilience at an acceptable cost to the organization and the community. Risk
and resilience management based on RAMCAP Plus will not be presented in detail
in this book. Evaluation of the applicability of this model to water infrastructures
are presented in Section 7.3.

7.3 CARVER Matrix
The CARVER Matrix is a tool that evaluates the priority ranking of a given set of

targets. The matrix also evaluates the strengths and weaknesses inherent in each
target. The CARVER Matrix for terrorism aimed on water infrastructures is pre-
sented in Tables 7.7 and 7.8.

7.4 CARVER + Shock

CARVER + Shock is a prioritization tool that can be used to assess the vulnerabilities
within an infrastructure as detailed in Section 7.3, with a seventh attribute, Shock,
added to the original six to assess the combined health, environment, economic,
and cognitive reactions and psychological impacts of an attack. The process evalu-
ation for using this tool for water infrastructure is shown in Tables 7.9 and 7.10.

7.5 Model-Based Vulnerability Analysis

According to Ted G. (2006), Lewis (2006) vulnerability is not the same as risk;
vulnerability is a probability of a risk event, whereas risk is measured in terms of
financial risk, casualty risk, and equipment risk. Risk is the product of vulner-
ability V (probability ranging from 0 to 1.0) and cost D (an estimate of damages).
Lewis pointed out that it is important to distinguish the calculation of vulnerability
from that of risk, because vulnerability reduction achieves a different goal than
risk reduction. Hence, Lewis is one of the authors in the field of homeland secu-
rity who popularized the model-based vulnerability analysis (MBVA). Generally,
MBVA used network analysis with fault tree modeling to derive vulnerability, risk,
and resource allocation strategies. Lewis (2006), in his book, Critical Infrastructure
Protection in Homeland Security, provided a detailed presentation of the MBVA
model for water infrastructure using the Hetch Hetchy Water Supply System
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Table 7.7 Strategic CARVER Matrix Application for Water Infrastructure

Strategic CARVER Matrix

Target Systems C| A R v E R Total
Contamination
1. Edwards Aquifer (as sole 10 (10 | 10 | 10 | 10 | 10 60°
source for water supply in a
large urban area like the San
Antonio metropolitan area)
2. Aquifers 9110 | 10 | 10 | 10 | 10 592
3. ASR facilities (the 9 9 | 10 9 | 10 8 56?
underground reservoir)
4. Reservoirs 9 8 | 10 9 | 10 9 552
5. Aqueducts (open channel type) 9| 10 9|10 | 10 | 10 582
6. Aqueduct pipeline systems 8 | 10 9 8 | 10 9 542
7. Water tanks 5| 10 4|10 5| 10 44
8. Hydrants 2 4 1 2 3 5 17
9. Surface water (e.g., oceans, 8 | 10 | 10 | 10 8 | 10 562
rivers, lakes, and springs)
Blasting/Explosion
1. Municipal water treatment 7 41 10 51| 10 8 44
plants
2. Small community water 7 4 8 5| 10 8 42
treatment plants
3. Municipal wastewater 7 4 8 5| 10 8 42
treatment plants
4. Aquifer storage and recovery, 7 4 8 5| 10 8 42
water treatment plants
5. Desalination plants 10 4110 5| 10 5 44
6. Aqueducts 10 | 10 6 | 10 | 10 | 10 567
7. Major sewer and water 5| 10 3|10 5 4 37
pipelines
8. Dams 10 8 | 10 9 | 10 | 10 572

2 Indicates target system suitable for attack.
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Table 7.8 Operational CARVER Matrix Application for Water
Infrastructure

Operational CARVER Matrix
Target Subsystems C|A|R| V]| E| R/ Total
1. SCADA/cyber components 10| 6] 6 4110 | 3| 39
2. Controls 10| 3|6 41 5| 3| 30
3. Major inlet/outlet distribution lines 9(10( 4 | 10| 5| 10| 48
4. Turbines 91 3|5 41 5| 3] 29
5. Pump stations 6| 7| 3 6| 5| 9] 36
6. Generators/power lines 8|1 91| 2 6| 4| 9| 38
7. Settling chambers 91 7| 3 41 4| 9| 36
8. Chemicals/feed systems 10| 7| 3 41 41 9| 37
9. Primary treatment chambers 101 7|3 41 4| 9| 37
10. Secondary/tertiary treatment 101 7| 3 4 4| 9| 37
chambers
11. Switching stations 8| 3|3 4|1 4] 3| 25
12. Water quality monitoring systems 71 711 6| 4| 4| 29
2 Indicates target system suitable for attack.
Table 7.9 Strategic CARVER + Shock Application for Water
Infrastructure
Strategic CARVER + Shock
Target Systems C| A R V.| E | R | Shock | Total
Contamination
1. Edwards Aquifer (assole | 10 | 10 | 10 | 10 | 10 | 10 9 692
source for water supply
in alarge urban area
like the San Antonio
metropolitan area)
2. Aquifers 9 | 10 | 10 | 10 | 10 | 10 7 667

(Continued)
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Table 7.9 Strategic CARVER + Shock Application for Water

Infrastructure (Continued)

Strategic CARVER + Shock

Target Systems C| A R v E R | Shock | Total
Contamination
3. ASR facilities 9 9 | 10 9 | 10 8 6 622
(underground reservoirs)
4. Reservoirs 9 8 | 10 9110 9 7 622
5. Aqueducts (open 9 |10 9 | 10|10 | 10 8 66?
channel type)
6. Aqueduct pipeline 8 | 10| 9 8 | 10 9 9 632
systems
7. Water tanks 5|10 | 4 | 10 5| 10 2 46
8. Hydrants 2 4|1 2 3 5 0 17
9. Surface water (e.g., 8 | 10 | 10 | 10 8 | 10 3 592
oceans, rivers, lakes,
and springs)
Blasting/Explosion
1. Municipal water 7 4110 51 10 8 4 48
treatment plants
2. Small community water 7 4 8 5110 8 4 46
treatment plants
3. Municipal wastewater 7 4 8 5|10 8 4 46
treatment plants
4. Aquifer storage and 7 4 8 5110 8 4 44
recovery, water
treatment plants
5. Desalination plants 10 4110 5110 5 4 48
6. Aqueducts 10 | 10 6|10 | 10 | 10 1 572
7. Major sewer and water 5110 31101 5 4 1 38
pipelines
8. Dams 10 8 | 10 9 (10 | 10 7 572

2 Indicates target system suitable for attack.
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Table 7.10 Operational CARVER + Shock Application for Water
Infrastructure

Operational CARVER + Shock

Target Subsystems (Using

Explosives) C|A| R | V| E| R | Shock | Total
1. SCADA/cyber 10 6| 6 4|10 3 5 442
components
2. Controls 10| 3|6 4| 5] 3 1 30
3. Major inlet/outlet 9 (10| 4 |10 | 5|10 2 482
distribution lines
4. Turbines 91 3|5 4| 5] 3 5 29
5. Pump stations 6| 7| 3 6| 5| 9 1 36
6. Generators/power lines 8 9| 2 6| 4 9 1 382
7. Settling chambers 91 7| 3 41 4] 9 2 36
8. Chemicals/feed systems 0] 71| 3 41 4] 9 2 37
9. Primary treatment 10 713 4| 4 9 2 37
chambers
10. Secondary/tertiary 0] 7| 3 41 4] 9 2 37
treatment chambers
11. Switching stations 8| 3|3 4| 4] 3 1 25
12. Water quality monitoring 71 7|1 6| 4| 4 1 29

systems

2 Indicates target system suitable for attack.

(HHWSS) of San Francisco, California. His model determines the site or facility-
specific probable risk and vulnerability of an asset.

7.6 Vulnerability Self-Assessment Tool

The vulnerability self-assessment tool (VSAT) is a qualitative risk assessment
method highly recommended by the EPA for water and wastewater treatment
facilities. It examines utility assets such as the physical plant, people, knowledge
base, information technology, and customers. This is an appropriate tool to provide
utility managers a general knowledge of their system’s vulnerabilities, preparing for
extreme events and business recovery activities.
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7.7 Security Vulnerability Self-Assessment
Guide for Small Drinking Water Systems

The Security Vulnerability Self-Assessment (SVSA) Guide for small water systems
is designed for use by water system personnel. The primary steps in conducting
SVSA are presented in Table 7.11.

Table 7.11 Security Vulnerability Self-Assessment Guide

Steps for Security Vulnerability Self-Assessment Guide

1. The personnel should provide basic information (e.g., name, address,
identification number).

2. Inventory of the critical components of small water systems should be made.

3. Answer the general questions for the entire water system. The questions
are designed to apply to all components of small water systems (e.g.,
wellhead, surface water intake, pumps or structures within the area).

4. Once the questions are completed, then the personnel can identify the
areas where the system has vulnerability concerns.

5. The personnel should prepare an emergency contact list. The names and
telephone numbers of emergency responders should be enumerated.

6. A local notification list should be prepared (e.g., police department, fire
department, hospital, health department).

7. A service notification list should be prepared (e.g., electrician, plumber,
pump specialist, telephone utility).

8. A state notification list should be prepared (e.g., hazmat hotline,
emergency management agency, drinking water primacy agency).

9. A media notification list should be prepared (e.g., radio, designated water
system spokesperson, television).

10. The personnel should identify threats through the SVSA checklist (e.g.,
biological, chemical).

11. The personnel should observe suspicious activity and report any
suspicious activity.

12. The personnel will report to the state drinking primacy that the assessment
has been conducted.

Source: Derived from U.S. Environmental Protection Agency. http://water.epa.gov/
infrastructure/watersecurity/techtools/index.cfm, 2010.
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7.8 Automated Security Survey and
Evaluation Tool (ASSET)

The Automated Security Survey and Evaluation Tool (ASSET) provides facility-specific
qualitative vulnerability assessment for small and medium-sized drinking water systems.

7.9 Security Vulnerability Assessment

The risk of a security event is assessed qualitatively by the Security Vulnerability
Assessment (SVA) by the National Petrochemical and Refiners Association (NPRA)
and American Petroleum Institute (API). The security objectives derived from
SVA are to use six basic strategies in the analysis herein to help minimize the risk:
(1) deter, (2) detect, (3) delay, (4) deny, (5) defeat, and (6) respond. It has a two-step
screening process to focus attention on higher risk events. An example of the gen-
eral SVA step screening process for water infrastructure is illustrated in Table 7.12,
and the SVA ranking levels are presented in Table 7.13.

Table 7.12  General Steps of Security Vulnerability Assessment
Screening Process

Screening Process

Step 1: Security risk definition based on the consequences and likelihood of a
successful attack against an asset. Some examples of significant consequences
in a SVA include the following:

Public health injuries

Irreversible damage to water supply systems
Public panic and chaos

Loss of business viability

Water shortage (short term and long term)
Economic stress due to remediation cost
Mass casualties

Disruption of the downstream industry
Long-term health effects

Damage to the environment

Step 2: Likelihood (probability) definition based on the attractiveness to the
adversary of the asset, the degree of threat from terrorism, and the degree of
vulnerability.

(a) Asset attractiveness:
Effect

Potential for causing mass casualties

(Continued)
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Table 7.12 General Steps of Security Vulnerability Assessment
Screening Process (Continued)

Screening Process

Potential for damaging the environment
Potential for creating public chaos
Potential for damaging the regional or national economy
Potential for massive media attention
Potential for creating water shortage
Target
Chemical (and explosive) weapons
Iconic targets
Usefulness of the process material as a weapon

Proximity to a national landmark

(b) Threat:
Amateur terrorists/vandals
Disgruntled individuals
Terrorists
Criminals

Activists

(c) Vulnerability:
Unsecured recharge zone areas (e.g., sinkholes, faults and cracks, wells)

Weak economy that needed to lease the land above underground
reservoirs (ASR)

Unsecured dam and reservoirs (no sophisticated security system)
Unsecured aqueducts

Weakness or poor relation between employees and management that
causes a disgruntled individual within working facilities

Deficiencies in the protection policies for the water reserves such as
aquifers

Source: Derived from American Petroleum Institute-National Petrochemical and
Refiners Association, Security Vulnerability Assessment Methodology for
the Petroleum and Petrochemical Industries, 2nd Edition, http://www
.npra.org/docs/publications/newsletters/SVA_2nd_edition.pdf, 2004.
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7.10 Requirement of Incremental Risk
Acceptability Analysis

This chapter presents the assessment of the qualitative and quantitative methods
and tools for risk and vulnerability analysis mostly used by renowned authors,
experts, and governmental agencies. All the models presented herein including
the tools and methods presented in Chapter 6 are effective in identifying and
estimating the size or facility-specific risk and vulnerability of an asset. But, these
models and methods do not reflect the overall causative risk events surround-
ing the specific risk conditions and do not entirely prescribe consequence values.
Consequently, most of these risk and vulnerability models immediately concluded
that the terrorism risk is unacceptable o society. Probabilistic risk assessment can
be an important tool in the policy formulation process for homeland critical infra-
structure protection. However, it is important to recognize that perceived risk
levels may have far more to do with the feasibility and acceprability of a protec-
tion policy and preventive measures than the actual risk levels themselves. While
developing policy formulation and preventive measures viewpoint of those who
are exposed (or feel they are exposed) to risks need to be considered. It is impor-
tant to unequivocally involve those who are affected by the policy and program
choices in the policy formulation and to effectively convey the information on
actual risks to which they are exposed. This is particularly important when the
exposure to the risk is perceived as involuntary such as with a zerrorist artack: the
straightforward process of making a decision somewhat “participatory” increases
the nature of the risk being voluntary. In these situations, it is also important to
build an effective breakdown of those affected by a decision in which risk is inher-
ent and to deal with these communities individually; the effects on each commu-
nity may be different. Also, if the results of risk assessments are to be really useful
in policy and counterterrorism, it is important to maintain various components
of risk separately. Groups have different sensitivities to issues like property dam-
age, acute injuries, or fatalities. Chapters 8, 9, and 11 of this book will provide the
readers the probabilistic risk assessment model and risk acceprability analysis of
terrorist attacks against water infrastructures.
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Chapter 8

Quantitative Risk
Estimation Model

Mathematically, risk can be defined as a function of the probability of occurrence
of a negative consequence and the value of that consequence. Events are subse-
quently aggregated at the terminal end until all risk pathways are described.

Risk has two major components: (1) the existence of a possible unwanted con-
sequence or loss, and (2) an uncertainty in the occurrence of that consequence,
which can be expressed in the form of a probability of occurrence (Rowe 1977). The
consequence implies a negative value to a risk taker. According to William Rowe
(1977) in his book Anatomy of Risk, risk is the potential for realizing an unwanted,
negative consequence of an event. The concepts connected with the evaluation of
consequences are covered in this chapter, including a comprehensive risk estimation
model for water infrastructure protection against terrorism.

The integrated risk assessment methodology discussed in this chapter is a sys-
tematic approach for the analysis and evaluation of alternative policies concerning
the protection of water infrastructure including dams, reservoirs, and aqueducts.
Also, a comprehensive risk estimation model is developed based on fault tree analy-
sis, event tree analysis, and the probabilistic model. A methodical example involving
terrorist attacks using chemical threats that are difficult to destroy, particularly
cyanide, arsenic, and prescription drugs (PDs), and including biological threats
to water resources, is also discussed. Moroever, we look at their impact on water
supplies for San Antonio, Texas, one of the fastest growing large cities, and for

201
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Los Angeles, California, one of the largest overpopulated metropolitan areas in the
United States, to illustrate this integrated risk assessment methodology.

8.1 Elements of Risk Assessment

The array of risks covers a wide variety of human experiences involving risks, per-
sonal or societal, man-made or natural, with consequences ranging from financial
involvement to premature death (Rowe 1977). According to Robert Kates (1976),
there are three major analytical steps when risk assessment is applied:

1. Risk identification involves reduction of descriptive uncertainty. Whereas,
risk reduction means risk is reduced to some acceptable level.

2. Risk estimation is based on the systematic evaluation of probabilities associ-
ated with events having negative consequences.

3. Risk acceptability analysis is based on the quantitative revealed preferences
method.

8.1.1 Risk Estimation Process for Terrorist Attacks
against Water Infrastructure

Based on the literature research, terrorists can easily access, intrude, and attack the
water infrastructure of the United States. San Antonio and Los Angeles are used
as examples for terrorist attacks on the aquifer recharge zone, aqueducts, and their
urban water supply systems. The following are the reasons why terrorists can easily
actack the water supply systems in San Antonio and Los Angeles:

1. No sophisticated technology, policy, or strategy available for securing U.S.
borders, which have established an easy inflow of deadly chemicals like arse-
nic, cyanide, illegal PDs, and endocrine disruptors (EDs) through under-
ground tunnels.

2. No thorough investigation conducted on individuals purchasing large quan-
tity of arsenic and cyanide compounds (e.g., pesticides, herbicides, and arse-
nic trioxide) in local department stores.

3. No policy requiring governing agencies to conduct thorough background
investigations on an individual or a group of individuals purchasing and leas-
ing real estate properties near or in the major aquifer recharge zone, aquifer
storage and recovery (ASR) facilities, aqueducts, and reservoirs.

4. No security surveillance on the vicinity of any of the aquifer recharge zones
(e.g., dams, wells, lakes, springs, large sinkholes).
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. No regular or thorough inspections conducted on any construction over

recharge areas.

. No regular inspection of underground tanks (e.g., septic tanks, underground

storage tanks) in recharge zones.

. No sophisticated technology for detection of high concentrations of chemical

threats (e.g., cyanide, arsenic, and EDs) in underground tanks, wells, major
recharge areas, water supply tanks, and other water facilities.

. Some of the water supply agencies like San Antonio Water System (SAWYS)

allow land above ASR to be leased or used for public purposes. Also, there is
no policy requiring governing agencies to perform thorough investigations
on individuals who use the land above or near ASR, as long as these individu-
als are able to provide financial statements.

There are five significant steps for the risk estimation process for water infrastruc-
ture security, which are as follows: (1) causative event, (2) outcome, (3) exposure,
(4) probability of consequence, and (5) consequence values. These five steps of the
risk estimation process for terrorist attacks on aquifers and water supply systems are
shown in Tables 8.1a through e.

Table 8.1a Process of Risk Estimation: Step 1—Causative Events

Step 1— Causative Events

Terrorist intrusion to aquifer recharge area (e.g., dams, reservoirs,
sinkholes, cracks, faults, and caves)

(b) | Terrorist intrusion to water supply system/facilities (e.g., water supply
storage, treatment facilities, aqueducts, and wells)

(c) | Terrorists purchase and lease homes (or any real estate properties)
above the aquifer recharge zone

(d) | Terrorists lease or purchase homes (or any real estate properties)

adjacent to aqueduct easements

Terrorists lease or purchase agricultural properties adjacent to or above
the ASR area (e.g., Twin Oaks ASR Facility; according to SAWS (2010),
most land directly above the underground reservoir can continue its
prior use and land can be leased)

Terrorist intrusion to future water supply projects (e.g., Carrizo Aquifer,
brackish groundwater, Lower Colorado River Authority [LCRA]: Highland
Lakes)
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Table 8.1b  Process of Risk Estimation: Step 2—Outcome

Step 2— Outcome

(a)

Dumping or injection of chemical threats (e.g., cyanide, arsenic, EDs,
and PDs) into the aquifer recharge area such as sinkholes, wells, faults,
cracks, caves, and dams

(b) | Injection of cyanide-/arsenic-based pesticides, expired PDs, and EDs in
the water supply tanks and other water storage facilities (e.g., ASR,
Winwood tank station, Oliver/Bulverde Sneckner Ranch)

(c) | Injection of biological threats to lakes, reservoirs, aqueducts, and wells

(d) | Injection of cyanide-/arsenic-based pesticides, expired PDs, and EDs

into the aqueduct pipelines or major water mains

Destruction of water treatment facilities and stealing of stored chemicals
for contamination

Injection or dumping of cyanide, arsenic, illegal or expired PDs, and EDs
into the water resources on U.S. borders.

Table 8.1c  Process of Risk Estimation: Step 3—Exposure

Step 3—Exposure

(a)

Chemical threats (cyanide and arsenic) in the aquifer recharge area:
i. Chemicals mixed in water in aquifer.

ii. Chemicals mixed with chlorine during treatment process to form
hazardous compounds or trihalomethane (carcinogen) or both.

iii. Chemicals will not be oxidized by chlorine once they go to the water
treatment plant.

iv. Chemicals mixed with other nutrients or chemical compounds
present in the water.

v. Chemicals diluted in some areas.

(b)

Chemical threats (cyanide- and arsenic-based compounds) in the
treated water supply system and storage facilities:

i. Chemicals mixed in the water supply.
ii. Chemicals mixed with chlorine during treatment process to form
hazardous compounds.
iii. Chemicals will not be oxidized by chlorine or by any other
traditional treatment system except reverse osmosis.

Chemical threats (a mixture of hazardous chemicals and EDs) in the
water supply system:
i. A combination of different hazardous chemicals, pesticides, and EDs
mix in the water system.
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Table 8.1c  Process of Risk Estimation: Step 3—Exposure (Continued)

ii. A mixture of hazardous chemicals, pesticides, and EDs are difficult to
remove by traditional treatment methods except reverse osmosis. An
increase of production of hazardous compounds in water.

iii. Hazardous chemicals, pesticides, and EDs are diluted in some areas.

(d) | Chemical threats (arsenic- and cyanide-based compounds) in the raw or
untreated water in lakes, rivers, aqueducts, and reservoirs:

i. Chemicals contaminate the water system.

ii. Chemicals react with other chemical compounds present in
the water system. Production of other hazardous compounds in the
water.

(e) | Biological threats in raw and untreated water such as that in lakes, rivers,
aqueducts, and reservoirs:

i. Biological threats mixed in the water system.
ii. Biological threats acclimate and propagate in the water system.

iii. Biological threats are oxidized by traditional disinfection systems
(e.g., ultraviolet [UV] treatment, ozonation, and chlorination).

iv. Some of the biological threats will not survive in the presence
of light.

(f) | PDs and EDs in the aqueducts and reservoirs:
i. PD and ED mixed in the water system.
ii. PD and ED mixed with other chemical compounds present in the raw
water supply.
iii. PD and ED will not be oxidized by chlorine or other traditional
primary and tertiary treatment systems. (An advanced process shall

be used for treatment.) Potential production of hazardous
compounds in the water.

(g) | PDs and EDs in the aquifer recharge zone and ASR:
i. PD and ED mixed in water system.

ii. PD and ED mixed with other nutrients and chemical compounds
present in the water.

iii. PD and ED will not be oxidized by chlorine or other disinfection
system.

(h) | PDs and EDs in the water supply tanks:
i. PD and ED mixed in the water system.

ii. PD and ED mixed with other chemical compounds present in the
water. A possible formation of hazardous chemicals in the water.
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Table 8.1d Process of Risk Estimation: Step 4—Consequence

Step 4— Consequence

(a)

Catastrophic health effects
Short-term effect: Death
Long-term effects:

i. Cyanide: Damage to nervous system and other diseases. Can
immediately cause death.

ii. Arsenic: Slowly causes death and cancer.

iii. PDs and EDs: Slowly cause death, mental illness, behavior problems,
adverse effect on reproductive system, impaired immune functions,
and various cancers.

iv. Biological threats: Various physical illnesses.

(b) | Disrupt downstream commercial, agriculture, and industry
infrastructure
i. Contaminate the livestock.
ii. Contaminate agricultural products.
iii. Contamination and destruction of food supply.
iv. Contaminate water for commercial use: restaurants, fast food,
supermarkets, and other businesses.

(c) | Injury to animals and aquatic organisms (including endangered species)
dependent on clean water resources.

(d) | May create irreversible damage to Edwards Aquifer and other water
supply systems (e.g., ASR Twin Oaks, storage tanks, and future water
supply projects like brackish groundwater, Highland Lakes, Owen Valley
Aqueducts, Los Angeles reservoirs). May also create temporary denial to
water supply service.

(e) | Resultin economic distress due to the tremendous need for
groundwater reserves remediation.

(f) | Cause damage to public morale and confidence.

(g) | No other immediate water supply available after the attack, which can

create public panic and chaos.

(h)

Mass casualties.

(i)

Pollute the environment and cause destruction of natural resources
dependent on clean water.
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Table 8.1d Process of Risk Estimation: Step 4—Consequence (Continued)

Step 4— Consequence

(j) | Resultin economic distress due to the tremendous need to construct and
use an advanced treatment system for cyanide, arsenic, PD, and ED
removal from drinking water.

(k) | Resultin economic distress due to the need for emergency response and
recovery.

() | Pollution to water parks (lakes and rivers).

Table 8.1e Process of Risk Estimation: Step 5—Consequence Values

Step 5— Consequence Values

(a) | Protection and security policy revision

(b) | Provide detection, intrusion, and surveillance technology

(c) | Improve intelligence

(d) | Provide funding for research on improving technology and policy

(e) | Integration of the Department of Homeland Security and educators for
national security improvements

8.2 Risk Estimated by Event Tree Analysis

Event tree analysis provides a systematic logical tracing of sequential events result-
ing in consequential outcomes (Vesely, Goldberg, Roberts, and Hassl 1981). This
method dictates that integral component events and decision nodes in any complex
model stem from an initial event, resulting in multiple terminal outcomes, which
are clearly documented from cause to result (Shih and Riojas 1990). Figure 8.1
presents an example event tree in which only two level-1 components or events are
shown. In Figure 8.1, A might be permitting the highway, where A0 would then be
regarded if the highway were not constructed, resulting in a terminal node with the
end result of “no contamination as a result of highway permitting.” The Al branch
would then represent the implementation of highway construction plans. The B
event node might then represent incorporation of the highway as a conduit of pas-
sage in a hazardous freight route, options presented by this transitional node being
no BO or yes B, and so on. Events are subsequently aggregated at the terminal end
until all risk pathways are described and detailed.
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—)
Al o BO : :
Bl : :

Figure 8.1 An example of an event tree. (Data from Doro-on, A. M., “Risk assess-
ment embedded with cumulative prospect theory for terrorist attacks on aquifer of
karstic limestone and water supply system,” PhD diss., University of Texas at San
Antonio, 2009.)

®_

In development of the aquifer protection model, the following top-level land
use policies are analyzed:

B AQ: No terrorism worry (recharge zone is designated as a protected watershed)

B Ala: Complete protection of the entire recharge zone with electrified fence
and surveillance

B Ald: Partial protection for major recharge facilities

B Ale: Business as usual, no protection against terrorism

Numerous possible events were considered in the development of the fault tree
model, related to the transitional events presented in Table 8.2.

Table 8.2 Fault Tree Transitional Events

A Policy alternatives

B Facility design

C Construction practice

D Personnel hazmat training

E Facility maintenance practices
F Facility operational practices
G Natural phenomena

H Malicious acts

I Chemical contamination

J Abatement action

K Contaminant/aquifer interaction
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Table 8.2 Fault Tree Transitional Events (Continued)

L Plume migration

M | Pollutant mitigation

N Potable water treatment
o Potable water delivery

Accordingly, in the aquifer protection example contamination of the potable
water distribution system (O1) is the terminal node of significance. Using the event
tree as a building block, the fault tree is readily developed. Contamination of the
aquifer becomes the top event of the fault tree, and all failures in the event tree become
subevents. Symbols describing the logic of fault tree nodes are unique, but fairly com-
mon to engineers and managers (Figure 8.2). The basic symbols in the tree include

B Event symbols—indicating event and status

B Gate symbols—indicating logical relationships between input and output
events (AND, NAND, OR, XOR, PRIORITY, NOT, etc.)

B Transfer symbols—mechanisms uniting multiple sections or pages

Logic describing the top three transitional nodes of the fault tree is presented
graphically in Figures 8.3a through d.

8.3 Estimation of Risk and Risk Factors

There are several methods for illustrating, estimating, and evaluating risk data. At
this point, two methods are widely used: (1) computation of risk rates, and (2) com-
putation of losses to life expectancy. Also, there are main approaches of acquiring
and comparing risk rates for terrorist attacks on water infrastructure such as risk
rates/factors based on fatal transportation accidents or nuclear power plant acci-
dents using the two methods of computing risk rates and losses to life expectancy
and risk rates/factors based upon engineering judgment.

8.3.1 Calculation of Risk Rate

For a certain category of events, 7, such as transportation accidents, a number of
such accidents NV, will occur in a given period of years #,. The data can be based
on information from government agencies such as the U.S. Census Bureau and
the U.S. National Highway Traffic Safety Administration. The mean number of
accidents per year, IV, is calculated by the formula

N;
t

i

N =

= mean number of accidents or events per year
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Legend for fault tree

Description

AND gate: Logic operation that requires the existence of
all the input events to create an output event.

Priority AND gate: Logic operation that requires the
occurance of all the input events in a specific
sequence to produce an output event.

OR gate: Logical operation that requires the existance of
only one input event to produce an output event.

Exclusive OR gate: Logical operation that requires
that existance of exactly one input event to create an
output event.

Basic event that requires no additional development.

Event resulting from a conjunction of events through
the input of a logic gate: A rectangle is also used as a
label when placed next to or below a group of events.

An event could potentially developed further.

Transfer in: Branch is developed at the corresponding
transfer out.

Transfer out: Branch development to be attached at the
corresponding transfer in.

Conditioning event: Specific conditions that apply to
any logic gate.

Inhibit gate: Output fault occurs if the single input
fault occurs in the presence of an enabling condition is
represented by a conditioning event drawn to the right
of the gate.

O b4 FOD DD

External event: An event which is usually expected
to occur.

Figure 8.2 Legend of fault tree.
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Contamination of
water supply system

Figure 8.3a The top three transition nodes of the fault tree. This figure shows
the contamination of a potable water system. (Data from Doro-on, A. M., “Risk
assessment embedded with cumulative prospect theory for terrorist attacks on
aquifer of karstic limestone and water supply system,” PhD diss., University of
Texas at San Antonio, 2009.)

Not all contaminants
are reduced or treated by
treatment system M1

Figure 8.3b The top three transition nodes of the fault tree. This figure shows
that not all contaminants are reduced or treated by treatment system M1. (Data
from Doro-on, A. M., “Risk assessment embedded with cumulative prospect the-
ory for terrorist attacks on aquifer of karstic limestone and water supply system,”
PhD diss., University of Texas at San Antonio, 2009.)
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Contaminant(s)
reaches well L1

A A

Figure 8.3c The top three transition nodes of the fault tree. The figure shows
contaminants spreading and reaching the groundwater well. (Data from Doro-on,
A. M., “Risk assessment embedded with cumulative prospect theory for terror-
ist attacks on aquifer of karstic limestone and water supply system,” PhD diss.,
University of Texas at San Antonio, 2009.)

Some contaminants
remain in the water
after final treatment N1

f / Water is \\
|| ozonated )|
® NIC #

4 / Water is \ :
chlorinated ||
A NIB

Water
receives no
additional
treatment
?’j ™ N1A y '

Figure 8.3d The top three transition nodes of the fault tree. The figure shows
that some contaminants remain and produce carcinogens and other hazardous
compounds in the water system after final treatment N1. (Data from Doro-on,
A. M., “Risk assessment embedded with cumulative prospect theory for terror-
ist attacks on aquifer of karstic limestone and water supply system,” PhD diss.,
University of Texas at San Antonio, 2009.)

For each event, j, of class 7, there will be a number of consequence measures for

consequences of different nature:

F; = total faralities for accidents #j
= total fatalities under voluntary risk conditions

Fy
F};, = total fatalities under involuntary risk conditions
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I;; = total injuries

I;; = rotal injuries, voluntary risk
I i = total injuries, involuntary risk
D.. = cost of event in dollars

i

Other consequences such as illness, security, or quality of life factors (e.g., eco-
nomic, social, natural, political, health, and physical) can all be covered in the same
process with clear definitions and detailed classification:

F; +Fijz = Fij

i
Ly+1,, =1,

The formulations used for quantification of the average number of fatalities or inju-
ries or cost in terms of voluntary and involuntary risk conditions recommended by

Rowe are as follows:

F = NL 2 F; = mean number of fatalities, per accident of type i
i

F = NL E F;, = mean number of fatalities (voluntary risk)
i

F =

b 2 F,, = mean number of fatalities (involuntary risk)
N, Ls*
7

A similar process is used for quantifying the mean number of injuries 7, /,;, and 1,
and the mean cost D,. The populations at risk are designated as follows:

P = total population at risk based on statistical data
P, = population subject to voluntary risks
P, = population subject to involuntary risks

Then the number of fatalities, injuries, and costs annually for each class of event
N, is of the form

x F. = mean value of fatalities annually
x I, = mean value of injuries annually

=21

N.

i

X Dl- = average annual costs

The risk to an individual is
N x

i T

N, xI,

* = mean probability of injury to an individual at risk annually

e

= mean probability of death to an individual at risk annually

kol

X
P
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The death rate per 100,000 people at risk f; is

N, x F, x105

= £ x10° =
fi-F A

And the injury rate per 100,000 people at risk #; is
_ I x10°
/el-=/el-><105=Nix %10

Ra]B

Therefore, the voluntary and involuntary risk rates can be quantified.

However, not all the members within the population at risk automatically expe-
rience the same risk. Thus, the risk rates shall be subdivided into different group
exposures. The segregation of exposed and protected groups or populations can also
be quantified by using the equations of the degree of containment index (CI) recom-
mended by Rowe, as follows:

Containment index, Cl=

NI

where ]71 is the risk to an individual in the exposed population and f; is the risk
to an individual in the protected population. Since P, is the exposed population
and T - P, is the protected population, 7 is the overall population (e.g., the total
population of the United States). Alternately, 2 is the protected population if the

populations examined are not jointly all-inclusive.

CI=7T_Bx&
L &i
where
& =NxF
g =N, xF
P<T
& =4
Letting, CI=T_ L x log g+l
f g +1

8.3.2 Life Expectancy Models

Baldewicz (Baldewicz et al. 1974) developed a model for assessing risk data based
on loss of life expectancy. Assuming that all insults (definitions) for a given risk
system are linearly independent, the total rate of loss of life, based on 10° exposure
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hours to each stressor, is taken as L =10°) w,[; =10° Ewi?’ here L = ?’

1 z
(loss of life expectancy in years per exposure hour for the ith insult), Z; = lost years
of life expectancy, 7; = time of exposure in hours, and w; = coeflicient of insult
intensity (between 0 and 1).

8.4 Fault Tree Analysis

Integrating the statistical likelihood of component events, the fault tree can then
be used to estimate the overall probability of occurrence for a desired end result of
a failure sequence (Schreiber 1982). A fault tree analysis can be simply described
as an analytical technique, whereby an undesired state of the system is specified
(usually a state that is critical from a safety standpoint), and the system is then
analyzed in the context of its environment and operation to find all credible ways in
which the undesired event can occur (Vesely, Goldberg, Roberts, and Hassl 1981).
Vesely et. al. (1981) pointed out that the fault tree is not in itself a quantitative
model, but it is rather a qualitative model that can be evaluated quantitatively and
often is. The legend and descriptions for the top three transition nodes of the fault
tree are presented in Table 8.3. Moreover, Table 8.4 presents the probability equa-
tions utilized in describing the top three transition events of the fault tree models
illustrated in Figures 8.3a through d.

Table 8.3 Legend and Descriptions for the Top Three Transition Nodes of
the Fault Tree

Legend Description
1 Contaminant must reach the well.
2 The efforts to remove the pollutant must be unsuccessful.
3 The treatment that was being used as a final treatment before the

aquifer was contaminated must fail to remove all the contaminants
that slip past the equipment.

4 Mixing with water supply.

5 Dilution.

M1a Arsenic.

M1b Cyanide.

M1c Arsenic and cyanide.

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative pros-
pect theory for terrorist attacks on aquifer of karstic limestone and water sup-
ply system,” PhD diss., University of Texas at San Antonio, 2009.
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Table 8.4 Probability Equations Utilized in Describing the Top Three
Transition Events of the Fault Tree Models Illustrated in Figures 8.3a
through d

o,pP =P(1)-P(2)-P(3)
L1, P(1) =P(4)-P(5)
M1, P(2) =P(M1a+ M1b + M1c)

=P(M1a) + P(M1b) + P(M1c) — [P(M1a-M1b) + P(M1b-M1c)
+ P(M1c-M1a)] - P(M1a-M1b-M1c)

N1, P(3) =P(N1a+ N1b + N1c)
=P(N1a) + P(N1b) + P(N1c) — 2[P(N1a-N1b)-P(N1b-N1c)
-P(N1c-N1a)] +3P(N1a-N1b-N1c)

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009.

The general form of the event tree analysis for terrorist attacks on groundwater
resources is presented in Figure 8.4. Moreover, the probability estimation of suc-

cessful terrorist attacks based upon Figure 8.4 is very high as presented in Section
8.4.1.

8.4.1 Probability Estimation Based on
Probability Model in Figure 8.4

If P denotes an epidemic caused by an aquifer contamination, the assigned risk
rates for the general form of an event tree on Figure 8.4 are as follows:

P(T) =0.95
P(C) =0.80
P(M/C) = 0.001

P(D/MC) =0.95

P(O/MCD) =0.75

P(Pb/MCDO) = 0.80

P(E/MCDOH) = [0.95 x 0.80 x 0.001 x 0.95 x 0.75 x 0.80] = 4.33 x 10~
= probability of a successful attack against groundwater

Additional detailed presentations of the event tree analysis and risk acceptability
analysis for water infrastructure terrorism are provided in Chapter 9.
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Event tree analysis for

water supply system terrorism
Typical event tree process

P(T)

Terrorism on

aquifer water

supply system
started

P(C)

P(M/C)

Place, inject, and
dump chemical(s)
in the recharge
system of aquifer and
water supply
system

Chemical mixed
in the
water system

8.4
JANUARY
2011

EVENT TREE ANALYSIS
CHEMICAL THREAT-AS & CN
PREPARED BY: ANNA M. DORO-ON, PH.D.

P(D/MC)

Dilution of

contaminant(s)

P(O/MCD)y,

Chemical(s) can
not be treated

PEW) \ 4 or oxidized by
Contaminated chlorination
water for public,
commercial, and P(Pb/MCDo)
industrial use 4

Health
epidemic and
may create
irreversible
damage to
‘water reserve

P(D/MCDOH)

Poison in water
supply

Health
epidemic and
may create
irreversible
damage to
water reserve

P(E/MCDOH)

Figure 8.4 General form of an event tree analysis for water supply system

terrorism.
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Chapter 9

Cumulative Prospect
Theory and Risk
Acceptability

9.1 Introduction

Risk acceprability is involved with the determination of what level of safety is
required or what degree of risk can be permitted by society for specific risk situa-
tions. The problems of risk acceptability can be summarized in three questions:
The first is “How safe is safe enough?” the second question is “Which risks are
acceptable?” and the third question is “Acceptable to whom?” However, the first
and second questions cannot be answered without answering the third question
first; but often, the answer to the third question is only implicitly stated if at all. It
is the objective of this book to develop a systematic approach to risk acceptability
and provide answers to these questions.

Meanwhile, risk acceptability requires a clear definition and a systematic quan-
titative method to evaluate it. This chapter will provide risk acceptability analysis
and risk assessment quantification embedded with cumulative prospect theory. The
information required to estimate the risk includes the joint probability of a series
of events leading to the consequence, the value of this consequence, and the func-
tional relationship defining the risk.

219
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9.1.1 Cumulative Prospect Theory of Kahneman
and Tversky

Prospect theory was developed by Daniel Kahneman, who won a Nobel Memorial
Prize in economic sciences in 2002, and Amos Tversky. This theory describes deci-
sions between alternatives that involve risk, explicitly alternatives with uncertain
outcomes, where the probabilities are known. This classical prospect theory explains
the major violations of expected utility theory in choices between prospects with a
small number of outcomes (Tversky and Kahneman 1986). According to Tversky
and Kahneman (1992), the two significant key elements of this theory are as follows
(see Sections 6.3.2 and 6.4)

B The value function of prospect theory is steeper for losses than for gains.

B There is a nonlinear transformation of the probability scale in prospect
theory, which inflates small probabilities and deflates moderate and high
probabilities.

That is why people are interested not only in the benefit they receive but also the
benefit received by others. This hypothesis is consistent with psychological research
into happiness, which finds that subjective measures of well-being are relatively sta-
ble over time, even in the face of large increases in the standard of living (Easterlin
1974; Frank 1997).

Meanwhile, risk perception is the perceived or subjective judgment that an
individual or group of people make about the characteristics, condition, and
severity of a risk. Decision makers do not always react with perfect rationality to
prospects of loss and gain in the presence of risk because individual perception
impacts decisions. Kahneman and Tversky (1979) tested this implication and
found that subjects systematically preferred to accept risk when prospects were
presented in terms of costs and risk avoidance than when the same prospects were
presented in beneficial terms. Meanwhile, Kahneman and Tversky presented a
new enhanced model of prospect theory in 1992 that gives rise to different evalu-
ations of gains and losses, which are not distinguished in the standard cumula-
tive model, and that provides a unified treatment of both risk and uncertainty.
The critical adjustment and revision to classical prospect theory is that, as in
rank-dependent expected utility theory, cumulative probabilities rather than the
probabilities themselves are transformed. This brings us to the aforementioned
inflating of extreme events (e.g., a coordinated series of terrorist attacks against
United States infrastructure), which occur with small probability, rather than
a deflating of all small probability events. The adjustment and improvement
of prospect theory helps to prevent a violation of first-order stochastic domi-
nance and makes an attainable generalization to arbitrary outcome distributions.
The cumulative prospect theory is an expansion and variant of Kahneman and
Tversky’s prospect theory.
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9.2 Public Perception of Risk

If every individual perceived the world around him or her in the same manner, there
would be no difficulty in assessing the acceprability of a particular risk situation or
event. In the real world, people often fail to perceive reality very clearly or in the
same way. The risk problems of interest to authors are, in many different condi-
tions, neither well established, nor documented. They are often surrounded by a
large degree of uncertainty resulting from such diverse causes as limited knowl-
edge and restricted measurement capabilities. Compounding these limitations is
the complexity of the problem, not just based on the multiplicity of risk pathways
but also because risk does not exist by itself. It is only one of many problems that
must be considered as simply one factor in a morass of benefits and costs, which
can be direct and indirect, that surround any public decision problem. Kahneman
and Tversky (2000) concluded that the intuitive and cognitive abilities of the not-
mal human being are clearly overwhelmed by this complexity, thereby forcing
him or her to rely on simplified and standardized rules of thumb. These simplified
information-straining and decision-making rules always create bias and erroneous
judgments. For instance, one such heuristic as judging the probability of a risk
based on the ease with which instances can be brought to mind can obviously
lead to unjustified biases. This heuristic at least partially accounts for the media’s
capability to mislead or distort the public’s perception of risk. Under these circum-
stances and conditions, it is not surprising that it is often difficult, if not impossible,
to evaluate the public’s acceptability of an assigned risk.

9.2.1 Advanced Theory and Risk

An anatomy of human perception and its influence on discretion or choice behavior
based on experimental evidence is generalized in cumulative prospect theory. Under
this enhanced theory, one can no more utilize an anticipated value (i.e., probability
and consequence) to describe the preference ordering of options. Instead, one must
also incorporate functions that account for the differences in perception due to
the different ways in which problems are framed (i.c., the observer’s conception of
the problem, consequences, and contingencies). Therefore, instead of the common
expected value of risk, one gets

V()=V(f)+V(f)

V(f*) = 0(no gain for terrorists attack)

0.1

Therefore,
V(f)=V(f)
V(f)=ow(p)v(x)
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Hypothetical value and weighing function
(Approximately drawn for illustration purposes)
Not to scale

Decision weight, o(p)

Stated probability, p 1.0

Figure 9.1 Hypothetical value and weighing Function. Hypothetical prob-
ability function. (Data from Doro-on, A. M., “Risk assessment embedded with
cumulative prospect theory for terrorist attacks on aquifer of karstic limestone
and water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Shih, C. S., A. M. Doro-on, and G. A. Arroyo, Risk Assessment of Terrorism Based
on Prospect Theory for Groundwater Protection. Vol. 1 Environmental Science
and Technology, Houston: American Science Press, 2007; Kahneman, D., and
A. Tversky, Choices, Values and Frames, New York: Russell Sage Foundation and
Cambridge University Press, 2000.)

where
(p) = decision weight associated with the probability of occurrence
v(x) = values associated with consequences

V(f)=risk

Hypothetical value and decision weight functions derived from Kahneman and
Tversky (2000) are depicted in Figure 9.1. If 0(p) and v(x) were a straight line, an
individual or a decision maker’s choice would be exclusive of the problem’s framing.
However, due to characteristic nonlinearities, different frames can lead to different
choices even though the expected values of the options remain the same (Shih and
Riojas 1981; Shih, Doro-on, and Arroyo 2007; Doro-on 2009).

Besides the theoretical and experimental work done on cumulative prospect
theory, a great deal has been done to determine the inferred or intuitive factors
involved in the development of perception (Shih and Riojas 1981; Doro-on 2009).
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Some of the most complete analyses, at least for the specific area of risk assessments,
are presented in Sections 9.2.1.1 through 9.2.1.8.

9.2.1.1 Voluntary or Involuntary

Perception appears to be cleatly affected by whether a risk is incurred by choice or
not. For instance, one normally expects a worker at a hazardous waste facility such
as an ammunition plant or nuclear power plant to be much more tolerant to risk
than the surrounding people.

9.2.1.2 Discounting Time

An event currently happening tends to be valued higher than the same event occur-
ring at some time in the past or in the future. This corresponds with the long-held
financial concept that a dollar in the past is worth more than the same dollar today
according to an inflationary perspective of the world. The length of time one is sub-
jected to a risk also seems to affect the valuation process in the form of discounting

risk (Nogami and Streufort 1973).

9.2.1.3 Identifiability of Taking a Statistical Risk

Whether a risk will be taken by or imposed on individuals or groups with which
one identifies or in which one is just a “number in the crowd” influences one’s
perception of risk. A classic example of this can be seen in the expending of huge
amounts of money to rescue trapped miners who have become identifiable while
begrudging support to routine safety budgets. Known circumstances and condi-
tions are more highly valued than hypothetical ones.

9.2.1.4 Controllability

People appear to accept higher risk when they comfortably feel that the situation is
well controlled such as when they are driving an automobile.

9.2.1.5 Position in Hierarchy of Consequence

The desire to prevent an unwanted consequence depends heavily on the perceived
undesirability, that is, position in a desirable—undesirable hierarchy, of the conse-
quence as shown in Table 9.1. As a result, once would normally expect the threshold
for acknowledging risk to be much lower for fatal or catastrophic situations than for
ones involving risk to security.

9.2.1.6 Ordinary or Catastrophic

A large number of fatalities happening in a single accident have a greater impact
than the equivalent number of fatalities spread randomly over a number of smaller
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Table 9.1 Consequence Hierarchy

Lowest priority Self-actualization

Egocentric

Belonging/love

Security

Exhaustible resources

Survival factors

llIness and disability

Highest priority Death

Source: Data from Doro-on, A. M., “Risk assessment embedded
with cumulative prospect theory for terrorist attacks on
aquifer of karstic limestone and water supply system,”
PhD diss., University of Texas at San Antonio, 2009.

accidents within the same period. For instance, a greater risk tolerance is expressed
by the public for automobile accidents (which are normally ordinary) versus com-
mercial aviation accidents (which tend to be catastrophic).

9.2.1.7 Natural- or Man-Originated

Risks imposed by natural causes such as earthquakes tend to be much more easily
tolerated versus man-originated risks (e.g. terrorist attacks) probably because man
has always considered that natural disasters are attributed to acts of God.

9.2.1.8 Magnitude of Probability of Occurrence

The perceptions of a consequence are not continuously influenced by the degree of
the probability of that consequence. This often results in very small probabilities
being inflated and high level of risks are acceptable to an individual or group can
be expected to vary. As a result, we see situations such as the nuclear power plant
controversy on acceptability of a risk event.

If an individual desires to use subjective perceptions in one’s assessments, then
risk must be distinguished into categories that correspond with the variations
between reality (or one’s best discretion) and these perceptions.

9.3 Strategic Determination of Risk Acceptability

A number of possible strategies for addressing the questions “How safe is safe enough?”
and “Which risks are acceptable?” have been proposed. Three basic approaches can
be readily identified. The first is the formal analysis approach. The principal methods
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included in this category are benefit—cost analysis and decision analysis. This approach
relies heavily on formal logic and optimization principles. Meanwhile, cost-benefit
analysis involves the analysis of cost effectiveness of risk reduction, while benefit-cost
analysis is involved when risk is a surrogate for social cost.

The next technique is the comparative analysis approach, which is composed of three
distinct methods: (1) revealed preference, (2) expressed preference, and (3) natural stan-
dards. An absolute acceptable risk boundary is developed against which the estimated risk
can be evaluated. The last crucial category is professional judgment (e.g., scientific and
engineering judgment). This relies principally on the perceptive intelligence and experi-
ence of the professional individual or group. A detailed comparison of each approach
utilizing the following five key characteristics is illustrated in Table 9.2: decision-making
criteria, locus of wisdom, principal assumptions, possible decision attributes, and
data requirements. Each of these techniques has strengths and weaknesses (Table 9.3).
Benefit—cost analysis is very limited, since any element that cannot be transformed to
economic terms is disregarded. The formal analysis methods, particularly the decision
analysis, impart structure assessment. Both formal techniques, benefit—cost analysis and
decision analysis, require large amounts of detailed and reliable data and information
and failure to entrench public subjective perceptions of risk into the equation.

All the comparative analysis methodologies have the advantage of determining
absolute risk boundaries. All three techniques are only intended to address risk and
they are incapable of handling the overall decision problem. Furthermore, both
revealed and expressed preference methods are dependent on the limitations of
society and its citizens.

9.4 Quantitative Revealed Societal
Preference Method

The quantitative revealed societal preference method examines existing databases rela-
tive to societal risk before using these data to calculate the relative impact of risk factors
as risk referents for use in risk acceptability analysis. According to Rowe (1977), two
aspects of risk valuation are addressed: (1) relative risk and (2) absolute risk. Relative
risk provides an initial screening at the effect of risk factors or risk rates on risk valu-
ation through the comparison of different risks, whereas absolute risk represents an
effort to evaluate, analyze, and differentiate quantitatively the risk acceptance levels
for all type of risks based on revealed societal preference. Meanwhile, accidental risks
(e.g., nuclear power accidents) provide the most straightforward database, which can
be used as a comparison to risks related to terrorist attacks, as there are no standard risk
factors associated to terrorist attacks.

9.4.1 Behavior and Risk Attitude

Revealed societal preferences are used to generate a risk referent according to the
typical notion that the societal behavior is acceptable no macter whether it is right
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or wrong. Harry Otway (1975) pronounced the use of existing societal behavior of
this nature the method of revealed societal preferences, which involves the psycho-
logical and psychometric study of behavior in identified groups or strata of society,
and attempting to measure attitudes toward risk as opposed to risk behavior.

9.4.2 Establishing Risk Comparison Factors

Risk comparison factors can be determined for different types of consequences and
risks. Risk data are given for fatalities, illnesses, property damage, life-shortening
factors, and productive days lost, by some government agencies such as the U.S.
Census Bureau (USCB) or U.S. Environmental Protection Agency (EPA), which
can be analyzed and quantified. Nevertheless, there are not enough available risk
data for terrorism; therefore, data of fatal automobile accidents and/or nuclear
power accidents will be utilized for the risk analysis of terrorist attacks on ground-
water and the water supply system in the United States. The magnitude of fear
and consequences created by nuclear power accidents are comparable to terrorism.
Additional data involves consequences of types that are less agreeable to objective
standards, such as esthetic values and quality of life. The EPA actually listed four
major life factors (USEPA Quality of Life Indicators 1973, 2009): (1) household
and environmental economic condition (e.g., adequate income and job opportuni-
ties), (2) health (e.g., safety and environmental sustainability), (3) natural resources
and amenities, and (4) vibrant community (e.g., attracts businesses and retirees).
It is evident that humans accept different levels of risk for different types of risk
(e.g., voluntary risk vs. involuntary risk) (Velimirovic 1975). Refer to Chapter 8,
Section 8.3 for risk conversion factors.

9.4.3 Controllability of Risk

Controlling risk based on one’s perception of controllability as an individual or
group and the degree of systematic control provided by regulatory requirements, and
technological and institutional processes can potentially increase the value of conse-
quences and risk acceprability. Technological innovations to improve security from
terrorist attacks, reduce water contamination and hazards, and prevent dam failure
and accidental mishaps are commonplace. On the other hand, society is becoming
increasingly aware and focused on requiring that sophisticated technology be used
to protect the entire population. Therefore, terrorist attacks on aquifers and water
supply systems can be mitigated when new sophisticated technology for security
and surveillance are implemented. Reduction of risk is in itself considered to be a
benefit. Three main classes of benefit are as follows: (1) materialistic (economic sur-
vival), (2) physical protection and security (e.g., protection against terrorist attacks),
and (3) self-advancement (free from chaos and distress).
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9.4.4 Perceived Degree of Control

The perceived degree of control (as opposed to the “real degree of control”) to avoid a risk
consequence by a valuing factor is a primary condition in defining consequence value.
The degree of controllability, whether real or perceived, must be crucially considered.

9.4.5 System Control in Risk Reduction

A society concerned about exposure to risks from new or ongoing activities of
humans or from natural causes can achieve the reduction of risk systematically. For
example, flood control projects by the Federal Emergency Management Agency
(FEMA) save many lives from naturally occurring flood conditions. Terrorist attacks
against groundwater resources can be prevented if protection and security technol-
ogy are installed on major recharge system areas or at the original water source.

9.4.5.1 Systemic Control of Risk

More formally, systemic control of risk as presented in Table 9.4 requires a standard
procedure that must be implemented to control risks, which includes the following:

B A standard measure of controlling and reducing risk that is given the most
emphasis in the design and operation of the technological system involved

B A regulatory requirement or policy of the overall system to assure maximum
safety and security

B A system design that includes the following: quality control, redundancy for
critical systems, training and educating of personnel involved, and ongoing
screening of system performance to meet enforcement and auditing system
goals in accordance with the regulatory or policy requirements

Table 9.4 Systemic Control of Risk

Systemic Control of Risk

Positive Level Negative

1. Risk must be 1. Risks increase over 1. When the systemic
balanced with lesser time no faster than the control concept is
value to ensure that technological system'’s not considered and/
the risk per unit of rate of development, or a technological
measure of either absolutely or system whose risk
technological system relatively. Or risks behavior is
performance and maintain the same characterized by an
operation is value over time. increase in risk over
decreasing over time. time.

(Continued)
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Table 9.4 Systemic Control of Risk (Continued)

Systemic Control of Risk

Positive

Level

Negative

2. Technological
systems that are
designed and built
with positive systemic
control as a goal
(e.g., weapons and
defense systems)

2. Whose risk behavior
is described by a
equilibrium level of
risk over time.

Other Types of Control

Control through
Specific Design Features

Control by Inspection
and Regulation

Risk Management
System

Safety is achieved
through special and
specific design features
of the technological
system that provide
safety and security (e.g.,
the use of an alternate
reverse osmosis system
to remove prescription
drugs in the water
supply is an example of
specific design features
to reduce risk).

Positive control is to be
achieved, not through
special and specific
designs but through
inspection and
regulatory requirements
for the technological
systems (e.g., the recall
of defective Toyota Yaris
automobiles in the
United States that
occurred between 2009
and 2010 is an example of
proposed positive
control). Whether or not
it is combined with
specific design features,
control by inspection
and regulation is part of
reducing risk in high-risk
situations.

Combine control
through special design
features of the
technological system
involving inspection
and regulation. Itis a
crucial measurement
for achieving systemic
control.

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Rowe, W., An Anatomy of Risk, New York: John Wiley & Sons, 1977.
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9.4.5.2 Control Factors

The four control factors required to give a degree of controllability value for every
combination, are as follows: (1) control approach, (2) degree of control, (3) state of
implementation, and (4) basis for control effectiveness.

9.4.6 Controllability of New Technological Systems

Controllability of new technological systems indicates the requirement for practice
of systemic control of risk. Since no data are established to evaluate controllability,
the effective calculated different levels of control are based entirely on judgment of
value, in this condition, the author’s engineering discretion.

The level of desirability of control is defined as

F3=C, xC,xCyxCy 9.3)

where F3 = condition for a given risk with control (minimum of 0.01 and maximum
of 1.0), C; = no control, C, = uncontrolled, and C; and C; are ignored (set at unity).

9.4.7 Cost-Benefit Analysis

A cost—benefit (loss—gain) analysis is consists of two processes, as follows: (a) first,
overall comparability of gains and losses; and (b) second, a specific analysis to deter-
mine whether inequities have been improved. Richard Wilson (1975) presented a
four-step process, as follows: (a) we must be sure that we understand the benefit
and the risk and that the former outweighs the latter; (b) we must be sure we have
chosen the method of achieving the benefit with the least risk; (c) we must be sure
we are spending enough money to reduce the risk further; and (d) we go back and
recheck our numbers with a new perspective from the preliminary calculations.

Rowe’s (1977) technique is composed of four principal parts: (1) design an
applicable risk classification scheme; (2) define an absolute risk reference for each
category in the scheme; (3) using risk references as a basis, quantify the risk refer-
ence that performs as the acceptability boundary for particular conditions; and
(4) examine and balance the estimated risk within an order of magnitude of the ref-
erence to be acceptable. As indicated in Table 9.5, these processes explicitly include
the objective to subjective transformation factors. Risk assessments must be divided
into different parts to understand the aspects that direct to subjective perception.

The fundamental classification scheme advocated by Rowe (1977) is perception.
The basic classification scheme advocated by Rowe is shown in Table 9.6. In addi-
tion, the hierarchy of consequences as shown in Table 9.1 illustrates the value of a
consequence is associated to life and health.

Once a classification scheme is applied, an absolute risk reference must be
determined and defined for every category. These are approximated definitely from
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Table 9.5 Transformation Factor Utilization in Risk Referents

Factors that are unequivocally integrated in the absolute risk reference
determination

¢ Voluntary or involuntary

* Discounting of time

e Identifiable statistical risk taker

e Position in hierarchy of consequences
¢ Ordinary or catastrophic

¢ Natural or human-originated

Factors that are unequivocally integrated in the determination of risk referent
¢ Controllability
* Propensity for risk taking

Other factors

* Magnitude of probability of occurrence

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Shih, C., and A. Riojas, In Risk Assessment for Groundwater Pollution
Control, Editors: McTernan, W., and Kaplan, E., American Society of Civil
Engineers, 1990; Rowe, W., An Anatomy of Risk, New York: John Wiley &
Sons, 1977.

historic societal risk data as revealed preferences. The risk references derived from
the data provided by Rowe (1977) for immediate statistical accidents are shown in
Table 9.7.

For the risk, V(f), defined by Kahneman and Tversky’s cumulative prospect
theory, risk reference is essentially the value of consequence, v(x) (Doro-on 2009).
Using the revealed preference concepts, the v(x) or risk reference is really the cur-
rent incremental acceptable risk by U.S. society as shown in Figure 9.2 (Doro-on
2009).

9.4.8 Prerequisites for Risk Acceptance of Terrorist

Attacks against Groundwater and the Water

Supply System
Before undertaking the development of a methodology for risk acceptance, a num-
ber of questions must be asked. “Is there a need for risk acceptance?” “How and

where shall it be used?” “What methods and techniques are currently available?”
“What alternative approaches can be employed?”
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Table 9.6 Classification of Acceptable Risk

Immediate statistical

1. Natural
a. Catastrophic Involuntary
b. Ordinary Involuntary

2. Man-originated

a. Catastrophic Voluntary and involuntary
b. Ordinary Voluntary, regulated voluntary, and
involuntary

3. Man-originated

a. Catastrophic Involuntary
b. Ordinary Voluntary, regulated voluntary, and
involuntary

Immediate identifiable (1)

Delayed statistical (1)

Delayed identifiable (1)

(1) Same as immediate statistical

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Shih, C., and A. Riojas, In Risk Assessment for Groundwater Pollution
Control, Editors: McTernan, W., and Kaplan, E., American Society of Civil
Engineers, 1990; Rowe, W., An Anatomy of Risk, New York: John Wiley &
Sons, 1977.

9.4 8.1 Need for a Methodology

Humans are naturally risk averse, but they are willing to take risks to achieve spe-
cific benefits and personal desires when the choice is under their direct control.
When the risk is imposed by humans or nature as “acts of God” without immediate
gain, however, risk averse action dictates. The subjects of news reports, a reflection
of society’s news preferences, make it evident that society is more concerned with
controversial and undesirable consequences than with benefits. Disaster or terror-
ism reports and political controversy news overshadow news about achievements

and health benefits.
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Table 9.7 Summary of Risk References

Risk
Classification Class of Consequences
Property Life Span
Fatality/ Health Damage Shortened/
Year Effects/Year ($)/Year Year
Naturally occurring
Catastrophic 9.5 %1077 4.8x10° 0.02 2.8x1072
Ordinary 6.8 x107° 3.8x10* 2.8 0.2
Man-originated catastrophic
Voluntary 1.8 x10° 1.8x107° 0.38 5.8x1073
Regulated
Voluntary 2.8 <107 2.8x10° 0.38 5.8 x 1072
Involuntary 9.8 x108 4.8 x1077 1.8 2.8x1072
Ordinary
Involuntary 4.8x10° 2.8x10° 1 9.5x1033
Voluntary 5.8 x 10+ 2.8x10" 200 1
Regulated
Voluntary 9.5 %10~ 5.8 x 1072 40 0.1
Man-originated catastrophic
Involuntary 1.8 x 1077 1x10° 3.8x1072 5.8x10*
Voluntary 3.8 x10° 4x10°° 0.75 5.8x1073
Ordinary
Involuntary 9.8 x10° 2.8x1072
Voluntary 9.8 x 10~ 1.8
Regulated
Voluntary 1.8 x 10 0.18

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Shih, C. S., A. M. Doro-on, and G. A. Arroyo, Risk Assessment of Terrorism
Based on Prospect Theory for Groundwater Protection. Vol. 1 Environmental
Science and Technology. Houston: American Science Press, 2007; Rowe, W.,
An Anatomy of Risk, New York: John Wiley & Sons, 1977.
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Historical development

Risk reference (F)

Time or socioeconomic well-being (T)

Figure 9.2 Risk reference versus socioeconomic well-being. (Data from Doro-on,
A. M., “Risk assessment embedded with cumulative prospect theory for terror-
ist attacks on aquifer of karstic limestone and water supply system,” PhD diss.,
University of Texas at San Antonio, 2009.)

The risk aversion of society, coupled with increasing awareness of new risks
resulting from the side effects of new technology, has focused increased attention on
technological risk. The side effects of new technology are probably irreversible, since
the knowledge base for technology assessment and risk identification is available to
everyone. Consideration of societal risk in all technological approaches in evaluat-
ing risk is estimated in two different theoretical models for regulatory approaches:
(1) the rational model, and (2) the bureaucratic model.

9.5 Establishing the Risk Referent

Sections 9.5.1 through 9.5.6 illustrate the systematic procedures for developing the
risk referent.

9.5.1 Multiple Risk Referents

Different types of risk can be analyzed through the absolute risk levels for involun-
tary risk and for regulated voluntary risk. Moreover, risks can be compared and bal-
anced across equivalent indirect gains at a certain degree to create final risk values,
for the activity is correlated with every equivalent type of risk as referent. When all
quantified risks are less than their risk referent counterparts, the net calculated risks
are acceptable. If any risks exceed the referents, then the net calculated risks are unac-
ceptable, and therefore, risk reduction shall be employed to make them acceptable.
For the weighting factor of cumulative prospect theory, ®(p), the consid-
erations of degree of voluntarism (F1), benefit—cost balance to society (£2), and
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controllability of risk (#3) will be included and quantified (Doro-on 2009).
Furthermore, the risk as defined by cumulative prospect theory is essentially the
risk referent, which is the incremental acceptable risk of U.S. society: risk referent =
F1 X F2 X F3 X risk reference (Doro-on 2009).

9.5.2 Risk Proportionality Factor Derivation
From Risk References

In utilizing risk references, it is expected that there is a proportion of total societal
risk that is acceptable to society (societal value judgment) to gain indirect benefit,
and this is called a risk proportionality factor. For example, a greatly beneficial plan
to society such as termination of heart disease and breast cancer as a cause of death
might shorten the total life span of those not affected by heart disease and breast
cancer because the resultant lower death rate might increase the age of the popula-
tion and the competition for limited resources.

As a value judgment, an extremely beneficial plan to society could be accept-
able if the increase of net involuntary societal risks were less than 9% of the overall
degree of involuntary risk. This value can be used as a top level for the risk propor-
tionality factor for involuntary risk. In this case, the risk of terrorist attacks against
aquifers including water supply systems will be compared to “accidents” to analyze
risk and quantify risk acceprability.

If there are no other alternatives available, one expects to assume a greater pro-
portion of risk, or it can be equivalent to all other risks. The author of this book has
made a personal judgment of 0.09 for the risk proportionality factor for involuntary
risk and a value of 1.0 for the regulated voluntary or voluntary risk.

There are two differences in voluntary risk: One group of risks involves the opera-
tor or controller of a technological system (e.g., a light rail transit, LRT). The second
group involves the population that is voluntary risk, with appropriate alternatives
available (e.g., LRT passengers). The first group of voluntary risks is the operator or
driver in this case, and secondly, the society, passengers in this case. Although volun-
tary absolute risk levels are used for examining the second type of voluntary risk, a
risk proportional factor of 0.09 is proposed. If the society is risk averse, it will reject
large risks if alternatives are achievable.

9.5.3 Risk Proportionality Derating Factors

A second group of social value judgments is to identify the risk proportionality derat-
ing factors for smaller favorable indirect gain—loss balances. The five conditions of
indirect gain—loss balance are presented in Table 9.8: (1) favorable balance, (2) mar-
ginal favorable balance, (3) indecisive balance, (4) marginal unfavorable balance, and
(5) unacceptable balance. Note: A factor of 1.0 represents a doubling of existing risk
for the new proposed scheme. A factor of 0.09 is 9% of the present risk. In this book,
the derating functions shown in Table 9.9 have been selected as “straw men” values.
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Table 9.8 Risk Proportionality (F1) and Derating Factors (F2)

Involuntary Regulated
Factor Risk Voluntary
Proportionality 0.09 1.0
factor (F1)
Derating factor (F2)
Balance
Favorable 1.0 1.0
Marginal favorable 0.09 0.18
Indecisive 0.0081 0.09
Marginal unfavorable 0.00073 0.018
Unfavorable 0.000065 0.009

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Rowe, W., An Anatomy of Risk, New York: John Wiley & Sons, 1977.

Table 9.9 Controllability Factors (F3)

Degree of State of Control

Control Approach Control Implementation Effectiveness
Factor C1 Factor c2 Factor 3 Factor 4
Systematic 1.0 |Positive 1.0 [Demonstrated |[1.0 |Absolute |1.0
control

Risk 0.80 0.80 0.80 0.80
management

system

Special design | 0.55 0.55 | Proposed 0.55 |Relative  |0.55
features

Inspection 0.25 | Level 0.25 0.30 0.30
and regulation

(Continued)
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Table 9.9 Controllability Factors (F3) (Continued)

Degree of State of Control
Control Approach Control Implementation Effectiveness
Factor C1 Factor c2 Factor 3 Factor 4
Negative 0.18 0.2 0.2
No control 0.08 | Uncontrolled |0.08 | No action 0.08 | None 0.08
scheme

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009;
Rowe, W., An Anatomy of Risk, New York: John Wiley & Sons, 1977.

9.5.4 Degree of Systemic Control

The degree of risk that society is tolerating in a current situation is not always accept-
able to society; or the society may not be satisfied with the current level of risks. In this
condition, the society will want to minimize the risk compared to the present level of
risk. The author has used the values derived in Table 9.10 for the risk controllability
factor F3, which is the product of the four factors listed in Table 9.10.

9.5.5 Conversion of a Risk Reference to a Risk Referent

The conversion of a risk reference to a risk referent requires three factors:

1. Establish the appropriate risk proportionality factor, that s, the fraction of exist-
ing societal risk or known as risk reference, that would be considered acceptable
in a condition where there was a very favorable indirect benefit—cost balance,
for both regulated voluntary (or voluntary) and involuntary risks (#1).

2. Establish a factor that is the risk proportionality derating factor, which can be
applied in those conditions where the indirect benefit—cost balance is not as
favorable, which transforms the risk proportionality factor in those identified
conditions (£2).

3. Establish the modification factor related to the degree of risk controllability (£3).

Using the three aforementioned factors, calculate the risk referent, which is the incre-
mental acceptable risk (V' (/)" in cumulative prospect theory) based on current socio-
economic well-being in the United States (or in another society, country, or nation).

Risk referent = risk reference x F1x F2x F3 9.4)

The first two factors deal with the fundamental propensity of individuals and/or groups
to take risks and integrate the additional decision aspect of indirect benefits/costs.
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Table 9.10 Risk of Terrorism on Water Infrastructure

(General Overview)

lllustration of Alternatives

Degree of

Voluntarism | Benefit—-Cost | Controllability | Risk Referent
Alternative (F1) Balance (F2) (F3) Values
E1: Business as 0.09 0.000065 0.000041 2.4 x10710
usual
E2: Protection 1.0 0.0081 0.41 3.2 x1071
of major
recharge zone
E3: Complete 1.0 1.0 0.41 4x108
protection over (Acceptable)
recharge zone

General overview: Values for terrorist attacks against groundwater resources
and water supply systems

Risk reference = [catastrophic, man-originated: fatality/year] = 9.8 x 10~

Proportionality by degree of voluntarism = 0.09

Derating = cost-benefit balance = 6.5 x 10~

Controllability =4.1 x 10

This acknowledges the tendency for people to accept a higher level of risk if the
benefit to them more than offsets the imposed risk or for people to be increasingly
risk averse in the opposite case. All three of these factors are based on value judg-
ments. The specific numbers in Table 9.8, risk proportionality and proportionality
derating factor (F1 and F2), and Table 9.9, controllability factor (F3), are based on
the straw men values originally posed by Rowe (1977) and modified in this book
based on the author’s scientific and engineering judgment.

The overall controllability factor is the result of multiplication of four subfactors
(F3 = C1 x C2 x C3 x C4). The four subfactors are as follows: (1) control approach
(i.e., the type of risk control management used), (2) degree of control (i.e., effective-
ness of risk control), (3) state of implementation, and (4) basis for control effectiveness.

Meanwhile, the relationship of cumulative prospect theory and risk referents is
as follows (Doro-on 2009):

V(f)=w(p)-v(x) (from Equation 9.2)

Risk referent = {F1x F2 x F3} x risk reference
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where
V (f) = risk referent
o(p) =1{F1 X F2 X F3}
v(x) = risk reference

Therefore, incremental risk acceptability = V( f') = risk referent:
V(f)={F1x F2x F3} x risk reference 9.5)

An illustration of alternatives using the incremental risk acceprability in general
overview is presented in Table 9.10.

9.5.6 Risk Estimation and Risk Acceptability
for Water Infrastructure

Based upon the simple form of event tree analysis for terrorist attacks against the
water supply system as shown in Figure 8.4, the risk of 4.33 X 107 is very high and
the incremental risk acceptability of 2.35 x 107 is very low, which means that the
existing groundwater protection policy and technological security system shall be
improved and revised. The risk acceptability calculation based on Figure 8.4 is

=[9.8 X 1078] X [9 X 1072] X [6.5 X 107°] X [4.1 X 107°]
=2.35 X 107V (not acceptable incremental risk) << 4.33 x 107 (the estimated
risk of potential terrorism, from Chapter 8)

The potential inflow of weapons from U.S. borders is illustrated in Figure 9.3.
The detailed event tree analysis for water infrastructure terrorism using arsenic,
cyanide, biological threats, prescription drugs, and endocrine disruptors are pre-
sented in Figures 9.4a through 9.8g. The designed probability scale based upon
the author’s refined engineering judgment for the risk estimation model applied
in the event tree analysis is provided in Table 9.11. The risk rates for the detailed
event tree analysis are provided in Tables 9.12 through 9.16, whereas Tables 9.17
through 9.19 present the calculated risk estimation and risk acceptability based
upon the event tree analysis of Figures 9.4a through 9.8g. Currently, the risks
related to terrorist attacks are not acceptable to society according to the quanti-
fied risks.

Among all the weapons presented in the event tree analysis in Figures 9.4a
through 9.8¢g, the highest potential risk against water supply is posed by the com-
binations of prescription drugs, endocrine disruptors, and arsenic-/cyanide-based
pesticides, since they are easy to acquire in the United States. Prescription drugs
and endocrine disruptors are currently difficult to detect in the drinking water sup-
ply and they are difficult to treat using the municipal water treatment plant, as the
analysis provided in Table 9.19 shows. Moreover, Table 9.20 shows a comparison of
proposed alternatives regarding protective measures against terrorist attacks. If the
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Event tree analysis for water supply system terrorism
Using chemical threat-cyanide
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2011
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Terrorists make Terrorists are Homeland security Homeland security % < Q
real estate able to purchas with scarce technology b Y 1= 2=
- ) with “business as =1
investments in the or rent homes for security and usual” strate "é =i
United States near U.S. borders protection &Y =l %
v 2=
(FTv-ia2) (FTv-hsa2) (FTv-hsb2) Zle é
Homegrown Terrorists Custom borders CBP agent inspected]] gl & a
terrorists are construct the patrol (CBP) agents the truck for a e g
radicalized in tunnel underneath do not discover short time Ol <
the U.S. the house or the tunnels &
(see Figure 9.3) FTv,hsag)¢ (FTv»hsb3)¢
Terrorists aquire (FTv-ia3) Cyanide i No thorough
¢ yanide is loaded . S
fmd‘t cards and Inflow of cyanide in the vehicles )| investigation by
oans to support CBP agent
I through [
their mission
underground .
tunnels I
(FTv-tmal) (FTy-tma2) .
Transport of Bags of cyanide
dead.ly X I are transported
cyanide from "1 to urban areas ]
Mexico or Canada ]
(FTv-hra2) '
20 million illegal < :
aliens per year \ I
(FTv-hral) crossing the (FTv-hra3) %
The terrorists borders. 201bsx5m= =
employ illegal Approximately, 75,000,000 Ibs i
aliens to import P 5 million aliens per =P 37,000 tons per Z I
cyanide year. Afsume an year (minimum) o
alien will carry a
201bs of cyanide ="
(possible scenario) -5 I
-
S
2 ]
(FTv-pual) "
]
The terrorists are
randomly I
purchasing cyanide
using credit cards :
]
(FTv-pub1) (FTv-pucl) vy (FTv-tral) [
Terrorists steal Cyanide is I
. cyanide from transported
Terrorists manufacturers’ to urban areas .
are not able warehouse n
to purchase
cyanide
]
]

Figure 9.4b Plate A.1: Event tree analysis for water supply terrorism using cyanide.
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Event tree analysis for water supply system terrorism =
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Figure 9.4c Plate A.2: Event tree analysis for water supply terrorism using cyanide.
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Figure 9.4d Plate A.3: Event tree analysis for water supply terrorism using cyanide.
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Event tree analysis for water supply system terrorism
Using chemical threat-cyanide

A4

JANUARY
2011

(FTv-wwl)

Water will go through
traditional water
treatment system using

A

chlorine for disinfection

EVENT TREE ANALYSIS
CHEMICAL THREAT-CYANIDE

PREPARED BY: ANNA M. DORO-ON, PH.D.

Long-term
health effects:
damage to the
nervous
system and
heart

(FTv-wal)

High concentration
of cyanide will not

(FTv-wbl)

Catastrophic

| be treated by | effects to public Short-term
chorination health effects: death
Cyanide will
»| a| produce more potent o (FTv bi Disrupt the
(FTv»waZT 7| compounds during » »| downstream
chlorination industries Catastrophi @)
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— effects on animals, %
Reaction of cyanide livestock, goods, .E
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supply system

P
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No other
immediate water
supply available
therefore it can

cause public
panic and chaos

Figure 9.4e Plate A.4: Event tree analysis for water supply terrorism using cyanide.
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Event tree analysis for water supply system terrorism
Using chemical threat-cyanide
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Figure 9.4f Plate A.5: Event tree analysis for water supply terrorism using cyanide.
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Event tree analysis for water supply system terrorism
Using chemical threat-cyanide
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Figure 9.4g Plate A.6: Event tree analysis for water supply terrorism using cyanide.
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Event tree analysis for water supply system terrorism
Using chemical threat-arsenic
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Figure 9.5b Plate B.1: Event tree analysis for water supply terrorism using arsenic.
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Event tree analysis for water supply system terrorism
Using chemical threat-arsenic
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Figure 9.5c Plate B.2: Event tree analysis for water supply terrorism using arsenic.
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Event tree analysis for water supply system terrorism
Using chemical threat-arsenic
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Figure 9.5d Plate B.3: Event tree analysis for water supply terrorism using arsenic.
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Figure 9.5e Plate B.4: Event tree analysis for water supply terrorism using arsenic.
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Figure 9.5g Plate B.6: Event tree analysis for water supply terrorism using arsenic.
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Figure 9.6b Plate C.1: Event tree analysis for water supply terrorism using arse-
nic and cyanide.
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Figure 9.6c Plate C.2: Event tree analysis for water supply terrorism using arse-
nic and cyanide.
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Figure 9.6d Plate C.3: Event tree analysis for water supply terrorism using arse-
nic and cyanide.
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Figure 9.6e Plate C.4: Event tree analysis for water supply terrorism using arse-
nic and cyanide.
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Figure 9.6f Plate C.5: Event tree analysis for water supply terrorism using arse-
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Figure 9.6g Plate C.6: Event tree analysis for water supply terrorism using arse-
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Figure 9.7b Plate D.1: Event tree analysis for water supply terrorism using bio-
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Figure 9.7c Plate D.2: Event tree analysis for water supply terrorism using bio-
logical threats.
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Figure 9.8b Plate E.1: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Event tree analysis for water supply system terrorism
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Figure 9.8c Plate E.2: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Event tree analysis for water supply system terrorism
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Figure 9.8d Plate E.3: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Event tree analysis for water supply system terrorism
Using prescription drugs, endocrine disruptors,
and cyanide/arsenic-based pesticides
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Figure 9.8e Plate E.4: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Figure 9.8f Plate E.5: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Event tree analysis for water supply system terrorism
Using prescription drugs, endocrine disruptors,
and cyanide/arsenic-based pesticides
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Figure 9.8g Plate E.6: Event tree analysis for water supply terrorism using pre-
scription drugs, endocrine disruptors, and cyanide-/arsenic-based pesticides.
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Table 9.11 Probability Scale for Risk Estimation Model

Probability Scale

Probabilities in Decimal
Description Description

Very high 0.90-1.00

(indicates that there are no effective
policy or protective measures currently
in place to deter, detect, delay, and
respond to the threat)

High 0.80-0.89

(there are some policy and protective
measures to deter, detect, delay, defeat
or respond to the asset but not a
complete or effective application of
these security strategies)

0.71-0.79

Medium high 0.61-0.70

(indicates that although there are some
effective policy and protective measures,
there is not a complete and effective
application of these security strategies)

Medium low 0.40-0.60

(indicates that although there are
some effective policy and protective
measures, there is not a complete and
effective application of these security
strategies)

Low 0.20-0.398

(indicates that there are effective
protective measures in place; however, at
least one weakness exists such that an 0.10-0.198
adversary would be able to defeat the
countermeasure)

Less likely—very low probability 0.05-0.099

(indicates no credible evidence of

. 0.025-0.049
capability)

<0.024
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Table 9.12 Risk Rates Using Engineering Judgment of the Event Tree

Analysis for Water Supply System Terrorism Using Cyanide

Event Tree List of Events

year (minimum of weapons being transported into the
United States)

Risk

Symbol Description Rate

Ftv-al Terrorists make real estate investments in the United States | 0.800

Ftv-b1 Homegrown terrorists—Americans who are radicalized 0.800
in North America

Ftv-ial Terrorists purchase foreclosure homes and lands 0.800
adjacent to U.S. borders

Ftv-ia2 Terrorists construct/build tunnels underneath houses for | 0.800
inflow of cyanide and illegal aliens (see Figure 9.3)

Ftv-ia3 Successful inflow of cyanide through the tunnel/pipeline | 0.800
system on the cross-borders

Ftv-hsa1l Homeland security with scarce technology for security 0.800
and protection

Ftv-hsa2 U.S. Customs and Border Protection (CBP) agents do not | 0.800
discover the tunnels on U.S. borders

Ftv-hsa3 Cyanide is loaded in trucks/vehicles regularly 0.800

Ftv-hsb1 Homeland Security with business-as-usual strategy for 0.800
security

Ftv-hsb2 Border patrols/CBP agents stop the vehicle with cyanide 0.200
for short and temporary inspection

Ftv-hsb3 No thorough investigation by border patrols/CBP agents 0.200

FTv-tmal | Transport of deadly cyanide from Mexico with false 0.040
documents

FTv-tma2 | Cyanide is transported to urban areas 0.800

FTv-hrat lllegal aliens hired by terrorists to import cyanide into 0.800
the United States

FTv-hra2 | 20 million illegal aliens crossing U.S. borders per year; 0.200
assume approximately 5 million aliens per year will carry
some cyanide

FTv-hra3 20 Ib x 5 million = 75,000,000 pounds or 37,000 tons per 0.023
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Table 9.12 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Cyanide (Continued)

Event Tree List of Events

Risk
Symbol Description Rate
FTv-pual | Terrorists randomly purchase large quantity of cyanide —
FTv-pub1 | Terrorists are not able to purchase large quantity of 0.001
cyanide
FTv-pucl | Stealing of cyanide from manufacturers’ warehouses, 0.001
laboratory facilities, or plants
FTv-tral Cyanide is transported to urban areas 0.800
FTv-hrc1 Presidential Directive 7: U.S. EPA with business-as-usual 0.800
strategy and policy
FTv-tgat Deficiency in technology for groundwater protection 0.800

from cyanide

FTv-hrb1 | Deficiency in technology for other water supply system 0.800
protection from cyanide

FTv-hrclc | Deficiency in policy on groundwater and water supply 0.800
system protection

FTv-scal No surveillance on and no fence around major aquifer 0.200
recharge zones and water supply systems

FTv-sca2 No intrusion detection on the sensitive aquifer recharge | 0.200
zone

FTv-sca3 No checkpoints within the major aquifer recharge zone 0.200
and water supply system facilities (e.g., aqueducts, lakes,
reservoirs)

FTv-sca4 No surveillance and detection technology on roads 0.200
leading to the recharge zone or water supply system

FTv-sca5 No cyanide detection on wells and tanks 0.200

FTv-sca6b No surveillance or security for the land above aquifer 0.200
storage and recovery facility

(Continued)
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Table 9.12 Risk Rates Using Engineering Judgment of the Event Tree

Analysis for Water Supply System Terrorism Using Cyanide (Continued)

Event Tree List of Events
Risk

Symbol Description Rate

FTv-scb1 No background investigation on buyers of properties 0.800
located above the aquifer recharge zone or the
underground reservoir

FTv-scb2 | No background investigation on the chemical buyers or 0.800
haul-away companies (these are the companies that
collect the pharmaceutical waste)

FTv-scb3 | No regular inspection on major aquifer recharge zones 0.230
that are open for public use

FTv-scb4 | No regular inspection on underground tanks 0.230

FTv-scb5 | No regulations requiring installation of detection 0.800
technology for high concentration of cyanide in tanks

FTv-scb6 | Lack of funding for policy making on groundwater and 0.500
water supply protection

FTv-tial Terrorists rent some agricultural land above aquifer 0.800
storage and recovery (ASR) vicinity

FTv-tia2 Terrorists own or rent residential properties located 0.800
above the aquifer

FTv-tia3 Terrorist intrusion into unsecured and secured water 0.300
supply system facilities

FTv-tia4 Terrorists inject deadly chemical into the water tank 0.300

FTv-tib1 Terrorists store the cyanide in the garage, rooms, or 0.001
underground tanks

FTv-tib2 Terrorist intrusion to major recharge zone areas such as 0.800
sinkholes, faults, caves, wells

FTv-tib3 Terrorist dump the cyanide in the recharge zone, for 0.800
example, sinkholes, faults, caves, wells

FTv-tic1 Terrorists inject or pump the cyanide into the 0.800
underground tank to be discharged into the
groundwater indirectly
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Table 9.12 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Cyanide (Continued)

Event Tree List of Events

Risk

Symbol Description Rate

FTv-tic2 Discharge through pipes from the underground tank 0.800
containing cyanide

FTv-tic3 Terrorists inject the cyanide beneath the residence to 0.950
the aquifer

FTv-tic4 Immediately inject the cyanide beneath the ground 0.950

FTv-cg1 Severe contamination to groundwater and water supply | 0.800
system

FTv-cg2 No severe contamination to groundwater and water 0.0001
supply system

Table 9.13 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Arsenic
Event Tree List of Events

Symbol Description Risk Rate

Ftv-al Terrorists make real estate investments in the United 0.800
States

Ftv-b1 Homegrown terrorists—Americans who are 0.800
radicalized in North America

Ftv-ial Terrorists purchase foreclosure homes and land 0.800
adjacent to U.S. borders

Ftv-ia2 Terrorists construct/build tunnels underneath the 0.800
house for inflow of arsenic and illegal aliens (see
Figure 9.3)

Ftv-ia3 Successful inflow of arsenic through the tunnel/ 0.800
pipeline system on the cross-borders

Ftv-hsa1l Homeland Security with scarce technology for 0.800
security and protection

Ftv-hsa2 U.S. CBP agents do not discover the tunnels on the 0.800
U.S. borders

(Continued)
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Table 9.13 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Arsenic (Continued)

Event Tree List of Events

system protection from arsenic

Symbol Description Risk Rate

Ftv-hsa3 Arsenic is loaded in trucks/vehicles regularly 0.800

Ftv-hsb1 Homeland Security with business-as-usual strategy 0.800
for security

Ftv-hsb2 | Border patrols/CBP agents stop the vehicle with 0.200
arsenic for short and temporary inspection

Ftv-hsb3 No thorough investigation by border patrols/CBP 0.200
agents

FTv-tmal | Transport of deadly arsenic from Mexico with false 0.040
documents

FTv-tma2 | Arsenic is transported to urban areas 0.800

FTv-hrat lllegal aliens hired by terrorists to import arsenic into 0.800
the United States

FTv-hra2 | 20 million illegal aliens per year crossing U.S. borders; 0.200
assume approximately 5 million aliens per year will
carry illegal drugs

FTv-hra3 20 Ib x 5 million = 75,000,000 pounds or 37,000 tons 0.023
per year (minimum of weapons being transported
into the United States)

FTv-pual | Terrorists randomly purchase large quantities of 0.023
arsenic

FTv-pub1 | Terrorists are not able to purchase large quantities of 0.001
arsenic

FTv-pucl | Stealing of arsenic from manufacturers’ warehouses, 0.001
laboratory facilities, or plants

FTv-tral Arsenic is transported to urban areas 0.800

FTv-hrc1 Presidential Directive 7: U.S. EPA with business-as- 0.800
usual strategy and policy

FTv-tgat Deficiency in technology for other water supply 0.800
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Table 9.13 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Arsenic (Continued)

Event Tree List of Events

and water supply protection

Symbol Description Risk Rate

FTv-hrb1 | Deficiency in policy on groundwater and water 0.800
supply system protection

FTv-hrclc | No surveillance on and no fence around major 0.800
aquifer recharge zones and water supply systems

FTv-scal No intrusion detection on the sensitive aquifer 0.200
recharge zone

FTv-sca2 No checkpoints within the major aquifer recharge 0.200
zone and water supply system facilities (e.g.,
aqueducts, lakes, reservoirs)

FTv-sca3 No surveillance and detection technology on roads 0.200
leading to the recharge zone or water supply system

FTv-sca4 No arsenic detection in wells and tanks 0.200

FTv-sca5 No surveillance or security for the land above ASR 0.200
facility

FTv-sca6 | No background investigation on buyers of properties 0.200
located above the aquifer recharge zone or the
underground reservoir

FTv-scb1 | No background investigation on the chemical buyers 0.800
or haul-away companies (these are the companies
that collect the pharmaceutical waste)

FTv-scb2 | No regular inspection on major aquifer recharge 0.800
zones that are open for public use

FTv-scb3 | No regular inspection on underground tanks 0.230

FTv-scb4 | No regulations requiring installation of detection 0.230
technology for high concentration of arsenic in tanks

FTv-scb5 | Lack of funding for policy making on groundwater 0.800

Terrorists rent some agricultural land above the ASR
vicinity

(Continued)
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Table 9.13 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Arsenic (Continued)

Event Tree List of Events

system protection from arsenic

Symbol Description Risk Rate

FTv-scb6 | Terrorists own or rent residential properties located 0.500
above the aquifer

FTv-tial Terrorist intrusion to unsecured and secured water 0.800
supply system facilities

FTv-tia2 Terrorists inject arsenic into the water tank 0.800

FTv-tia3 Terrorists store the arsenic in the garage, rooms, or 0.300
underground tanks

FTv-tia4 Terrorist intrusion to major recharge zone areas such 0.300
as sinkholes, faults, caves, wells

FTv-tib1 Terrorists dump the arsenic in the recharge zone, for 0.001
example, sinkholes, faults, caves, wells

FTv-tib2 Terrorists inject or pump the arsenic into the 0.800
underground tank to be discharged into the
groundwater indirectly

FTv-tib3 Discharge through pipes from the underground tank 0.800
containing arsenic

FTv-tic1 Terrorists inject the arsenic beneath the residence to 0.800
the aquifer

FTv-tic2 Immediately inject the cyanide beneath the ground 0.800

FTv-tic3 Severe contamination to groundwater and water 0.950
supply system

FTv-tic4 No severe contamination to groundwater and water 0.950
supply system

FTv-cg1 Deficiency in technology for groundwater protection 0.800
from arsenic

FTv-cg2 Deficiency in technology for other water supply 0.0001
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Table 9.14 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Arsenic and Cyanide

Event Tree List of Events

year; assume approximately 5 million aliens per year
will carry illegal drugs

Symbol Description Risk Rate

Ftv-at Terrorists make real estate investments in the United 0.800
States

Ftv-b1 Homegrown terrorists—Americans who are 0.800
radicalized in North America

Ftv-ial Terrorists purchase foreclosure homes and land 0.800
adjacent to U.S. borders

Ftv-ia2 Terrorists construct/build tunnels underneath houses 0.800
for inflow of arsenic, cyanide, and illegal aliens (see
Figure 9.3)

Ftv-ia3 Successful inflow of arsenic and cyanide through the 0.800
tunnel/pipeline system on cross-borders

Ftv-hsa1l Homeland Security with scarce technology for 0.800
security and protection

Ftv-hsa2 U.S. CBP agents do not discover the tunnels on U.S. —
borders

Ftv-hsa3 | Arsenic is loaded in trucks/vehicles regularly 0.800

Ftv-hsb1 Homeland Security with business-as-usual strategy 0.800
for security

Ftv-hsb2 | Border patrols/CBP agents stop the vehicle with arsenic 0.800
and cyanide for short and temporary inspection

Ftv-hsb3 | No thorough investigation by border patrols/CBP agents 0.200

FTv-tmal | Transport of deadly arsenic and cyanide from Mexico 0.200
with false documents

FTv-tma2 | Arsenic and cyanide are transported to urban areas 0.040

FTv-hral | lllegal aliens hired by terrorists to import arsenic and 0.800
cyanide into the United States

FTv-hra2 | 20 million illegal aliens crossing the U.S. borders per 0.800

(Continued)
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Table 9.14 Risk Rates Using Engineering Judgment of the Event
Tree Analysis for Water Supply System Terrorism Using Arsenic and
Cyanide (Continued)

Event Tree List of Events

and tanks

Symbol Description Risk Rate

FTv-hra3 20 Ib x 5 million = 75,000,000 pounds or 37,000 tons per 0.200
year (minimum of weapons being transported into
the United States)

FTv-pual | Terrorists randomly purchase large quantities of 0.023
arsenic and cyanide

FTv-pub1 | Terrorists are not able to purchase large quantities of 0.023
arsenic and cyanide

FTv-pucl | Stealing of arsenic and cyanide from manufacturers’ 0.001
warehouses, laboratory facilities, or plants

FTv-tral Arsenic and cyanide are transported to urban areas 0.001

FTv-hrc1 Presidential Directive 7: U.S. EPA with business-as- 0.800
usual strategy and policy

FTv-tgal Deficiency in technology for groundwater protection 0.800
from arsenic and cyanide contamination

FTv-hrb1 Deficiency in technology for water supply system 0.800
protection from arsenic and cyanide contamination

FTv-hrclc | Deficiency in policy for groundwater and water 0.800
supply system protection from arsenic and cyanide
contamination

FTv-scal No surveillance, no security, and no fence for major 0.200
recharge zones and water supply systems (e.g.,
aqueducts and reservoirs)

FTv-sca2 No intrusion detection on the sensitive aquifer 0.200
recharge zone and water supply system

FTv-sca3 No checkpoints within the major recharge facilities 0.200

FTv-sca4 | No surveillance and no technology detection on 0.200
roads leading to recharge zone and water supply
system

FTv-scab No arsenic and cyanide detection on recharge wells 0.200
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Table 9.14 Risk Rates Using Engineering Judgment of the Event
Tree Analysis for Water Supply System Terrorism Using Arsenic
and Cyanide (Continued)

Event Tree List of Events

containing deadly chemicals

Symbol Description Risk Rate

FTv-sca6 | No security and no surveillance on artificial aquifer 0.200
recharge/ASR facility

FTv-scb1 | No background investigation prior to purchasing 0.800
properties above the aquifer

FTv-scb2 | No background investigation prior to purchasing 0.800
large amount of chemicals

FTv-scb3 | No regular inspection on underground tanks (e.g., 0.230
septic tank, water tank)

FTv-scb4 | No regular inspection on underground (septic or 0.230
water) tanks

FTv-scb5 | No regulations requiring the installation of technology 0.800
detecting pure/high concentration of chemicals

FTv-scb6 | Lack of funding for policy making on groundwater 0.500
protection

FTv-tial Terrorists rent agricultural land above artificial aquifer 0.800
recharge

FTv-tia2 Terrorists own or rent residential properties 0.800
(including land) above aquifer

FTv-tia3 Terrorist intrusion on unsecured water supply 0.300

FTv-tia4 Terrorists inject or dump deadly chemicals into the 0.300
water tank

FTv-tib1 Hide/store the chemicals in the garage, rooms, or 0.001
underground

FTv-tib2 Terrorist intrusion to major recharge zone areas like 0.800
sinkholes, faults, caves, wells

FTv-tib3 Terrorists dump the arsenic and cyanide in the recharge 0.800
zone, for example, sinkholes, faults, caves, wells

FTv-tic1 Inject chemicals into the underground septic tank 0.800

FTv-tic2 Discharge through pipes from the septic tank 0.800

(Continued)
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Table 9.14 Risk Rates Using Engineering Judgment of the Event
Tree Analysis for Water Supply System Terrorism Using Arsenic
and Cyanide (Continued)

Event Tree List of Events

Symbol Description Risk Rate

FTv-tic3 Inject the chemicals beneath the residence to the 0.950
aquifer

FTv-tic4 Immediately pump or inject chemicals beneath the 0.950
ground

FTv-cg1 Severe contamination to groundwater and water 0.800
supply system

FTv-cg2 No severe contamination to groundwater and water 0.800
supply system

Table 9.15 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Biological Threats
Event Tree List of Events

Symbol Description Risk Rate

BT-al Terrorists purchase properties such as foreclosure 1.0
homes for investments in the United States

BT-b1 Homegrown terrorists—Americans who are radicalized 1.0
in North America

BT-iat Terrorists buy/purchase homes and land adjacent to 0.80
U.S. borders

BT-ia2 Construct tunnels or install pipes underneath the 0.75
houses for inflow of biological threats and illegal aliens

BT-ia3 Inflow of biological threats through tunnels/pipeline 0.60
system to the United States

BT-hsat Homeland Security with scarce technology for security 0.80
and protection

BT-hsa2 U.S. CBP agents do not discover tunnels/pipes on U.S. 0.20
borders

BT-hsa3 Biological threats are loaded in trucks/vehicles 1.00
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Table 9.15 Risk Rates Using Engineering Judgment of the Event
Tree Analysis for Water Supply System Terrorism Using Biological
Threats (Continued)

Event Tree List of Events

Symbol Description Risk Rate

BT-hsb1 Homeland Security with business-as-usual security 0.80
strategy

BT-hsb2 | Border patrols/CBP agents stop the vehicle for short 0.20
and temporary inspection

BT-hsb3 Lack of thorough investigation by border patrols/CBP 0.50
agents

BT-tmal | Transport of biological threats from Mexico with false 0.60
documents

BT-tma2 | Biological threats are transported to urban areas 0.80

FTv-hra3 | Terrorists produce biological threats in their 0.90
designated vicinities within the United States

BT-tra1 Biological threats are transported to urban areas 0.90

BT-hrc1 Presidential Directive 7: U.S. EPA typical or business- 0.90
as-usual strategy and policy

BT-ww1 Water systems are open for public use 1.00

BT-ww2 Water will not go through the water treatment system 0.70

BT-tgat Deficiency in technology for groundwater protection 0.90

BT-hrb1 Deficiency in technology for protecting other water 0.90
supply systems

BT-hrclc | Deficiency in policy on groundwater and water supply 0.90
system

BT-scatl No camera surveillance/fence on major recharge zone 0.95

of an aquifer

BT-sca2 No intrusion detection on sensitive and major 0.95
recharge zone

BT-sca3 No checkpoints within the major recharge facilities 0.95

BT-sca4 No surveillance and no detection technology on roads 0.95
leading to recharge zone

(Continued)
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Table 9.15 Risk Rates Using Engineering Judgment of the Event

Tree Analysis for Water Supply System Terrorism Using Biological

Threats (Continued)

Event Tree List of Events

Symbol Description Risk Rate

BT-sca5 No biological threats detection on recharge zone wells 0.95

BT-sca6 No security/no surveillance for artificial aquifer recharge 0.95

BT-scb1 No background investigation on buyers of properties 0.95
located on the ground above an aquifer

BT-scb2 No background investigation on buyers of chemicals 0.95

BT-scb3 No regular inspection on underground tanks (e.g., 0.95
septic tank, water tank)

BT-scb4 No regular inspection on underground (septic or 0.95
water) tanks

BT-scb5 No regulations requiring the installation of technology 0.95
detecting pure/high concentration of chemicals in the
tank or vessel

BT-scb6 Lack of funding for policy making on groundwater 0.90
protection

BT-tia1 Terrorists rent the agricultural land above aquifer 0.90
recharge and recovery facility

BT-tia2 Terrorists purchase or rent the residential properties 0.90
above the aquifer

BT-tia3 Terrorist intrusion to unsecured water supply 0.95

BT-tia4 Terrorists inject or dump biological threats in the 0.95
water tank

BT-tib1 Store the biological threats in the garage, rooms, or 0.95
underground

BT-tib2 Terrorist intrusion to major recharge zone areas like 0.95
sinkholes, faults, caves, wells

BT-tib3 Terrorists dump biological threats in the recharge 0.95
zone, for example, sinkholes, faults, wells

BT-wat Water will go through treatment system with 0.75
disinfection using chlorine oxidation

BT-wal1 | Biological threats will propagate in the water 0.50
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Table 9.15 Risk Rates Using Engineering Judgment of the Event

Tree Analysis for Water Supply System Terrorism Using Biological

Threats (Continued)

Event Tree List of Events

Symbol Description Risk Rate

BT-wa21 | Public/private sectors install disinfection system 0.50
(chlorination) in their facilities

BT-wa2 Chlorination in the traditional water treatment system 0.05
will remove biological threats

BT-wb1 Some of the biological threats remain in the water supply 0.05

BT-tic1 Inject the biological threats into the underground tank to 0.95
indirectly discharge biological threats into the aquifer

BT-tic2 Discharge through pipes from the underground tank 0.95
containing biological threats

BT-tic3 Inject the chemicals beneath the residence to the aquifer 0.95

BT-tic4 Immediately inject the biological threats beneath the 0.95
ground

BT-cgl Severe contamination to groundwater and water 0.35
supply system

BT-cg2 No severe contamination to groundwater and water 0.65
supply system

Table 9.16 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Prescription Drugs,
Endocrine Disruptors, Cyanide-/Arsenic-Based Pesticides

Event Tree List of Events

Symbol Description Risk Rate

PD-a1 Terrorists purchase some of the foreclosure homes for 1.0
investments in the United States

PD-b1 Homegrown terrorists—Americans who are 1.0
radicalized in North America

PD-b2 Terrorists acquire credit cards and loans in the United 1.0

States to support their operations or missions

(Continued)
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Table 9.16 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Prescription Drugs,
Endocrine Disruptors, Cyanide-/Arsenic-Based Pesticides (Continued)

Event Tree List of Events

Symbol Description Risk Rate

PD-ial Terrorists purchase or lease homes and land adjacent 0.95
to U.S. borders

PD-ia2 Terrorists construct tunnels or install pipes 0.95
underneath houses for inflow of weapons against
water infrastructure such as expired prescription
drugs, endocrine disruptors, arsenic, and cyanide

PD-ia3 Inflow of weapons through tunnel/pipeline system to 0.95
the United States

PD-hsal | Homeland Security with scarce technology for security 0.90
and protection against terrorism

PD-hsa2 | CBP agents do not discover the tunnels/pipes on U.S. 0.80
borders

PD-hsa3 | Chemical weapons are loaded in trucks/vehicles 0.95
regularly

PD-hsb1 | Homeland Security with business-as-usual security 0.95
strategy

PD-hsb2 | Border patrols/CBP agents stop the vehicle for short 0.90
and temporary inspection

PD-hsb3 | No thorough investigation by border patrols/CBP agents 0.60

PD-tmal | Transport of (expired) prescription drugs and 0.60
endocrine disruptors from Mexico/Canada with false
documents on U.S. borders

PD-tma2 | (Expired) prescription drugs, endocrine disruptors, 0.75
arsenic, and cyanide are transported to urban areas

PD-hra1l | lllegal aliens are hired by terrorists to import weapons 0.50
into the United States

PD-hra2 | 20 million illegal aliens per year crossing the U.S. 0.50
borders; assume approximately 5 million aliens per
year will carry illegal drugs

PD-hra3 | 20 Ib x5 million = 75,000,000 pounds or 37,000 tons per 0.50

year (minimum of weapons being transported into the
United States)




Cumulative Prospect Theory and Risk Acceptability ®m 293

Table 9.16 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Prescription Drugs,
Endocrine Disruptors, Cyanide-/Arsenic-Based Pesticides (Continued)

Event Tree List of Events

Symbol Description Risk Rate

PD-pual | Randomly buy or haul away disposed expired 0.50
prescription drugs and endocrine disruptors

PD-pua2 | Terrorists are not able to buy or haul away the expired 0.50
prescription drugs and endocrine disruptors

PD-pua3 | Terrorists steal prescription drugs and endocrine 0.50
disruptors from manufacturers’ or vendors’
warehouses

PD-pub1 | Terrorists acquire credit cards from department stores 0.95

PD-puct | Terrorists randomly purchase arsenic-/cyanide-based 0.95
pesticides from different local department stores; also,
they collect expired prescription drugs from waste
collectors

PD-tral Prescription drugs, endocrine disruptors, and 0.95
pesticides are transported to contaminate the water
supply or water resources

PD-hrc1 | Presidential Directive 7: U.S. EPA with business-as- 0.90
usual strategy and policy

PD-tgal Deficiency in technology for groundwater protection 0.95
from prescription drugs and endocrine disruptors

PD-hrb1 | Deficiency in technology for water supply system 0.95
protection from prescription drugs and endocrine
disruptors

PD-hrc1 | Deficiency in policy for protecting groundwater and 0.95
water supply system from prescription drugs and
endocrine disruptors

PD-scal No camera surveillance and no fence on major aquifer 0.95
recharge zone and water supply system

PD-sca2 | No intrusion detection on sensitive and major aquifer 0.95
recharge zone

PD-sca3 | No checkpoints within the major aquifer recharge 0.95

zone and water supply system

(Continued)
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Table 9.16 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Prescription Drugs,
Endocrine Disruptors, Cyanide-/Arsenic-Based Pesticides (Continued)

Event Tree List of Events

Symbol Description Risk Rate

PD-sca4 | No surveillance and no detection technology on roads 0.95
leading to recharge zone and water supply system

PD-sca5 | No detection technology on recharge zone wells and 0.95
water supply tanks

PD-sca6 | No security/no surveillance located within the artificial 0.95
aquifer recharge areas

PD-scb1 | No background investigation on buyers of properties 0.95
located on the ground above an aquifer

PD-scb2 | No background investigation on buyers of chemicals 0.95

PD-scb3 | No regular inspection on underground tanks (e.g., 0.95
septic tank, water tank)

PD-scb4 | No regular inspection on underground (septic or 0.95
water) tanks

PD-scb5 | No regulations on installing detection technology for 0.95
prescription drugs and endocrine disruptors including
arsenic-/cyanide-based pesticides

PD-scb6 | Lack of funding for policy making on groundwater and 0.95
water supply protection

PD-tia1 Terrorists rent agricultural land above the artificial 0.95
aquifer recharge/aquifer recharge and recovery area

PD-tia2 Terrorists own or rent residential properties (including 0.95
land) above aquifer

PD-tia3 Terrorist intrusion to unsecured and secured water 0.95
supply facilities

PD-tia4 Terrorists inject or dump expired prescription drugs 0.95
and endocrine disruptors into the water tank

PD-tib1 Hide/store the chemicals in the garage, rooms, or 0.95
underground

PD-tib2 | Terrorist intrusion on major recharge zone areas like 0.95
sinkholes, faults, caves, wells
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Table 9.16 Risk Rates Using Engineering Judgment of the Event Tree
Analysis for Water Supply System Terrorism Using Prescription Drugs,
Endocrine Disruptors, Cyanide-/Arsenic-Based Pesticides (Continued)

Event Tree List of Events

Symbol Description Risk Rate

PD-tib3 Terrorists dump chemicals in the recharge zone, for 0.95
example, sinkholes, faults, caves, wells

PD-tic1 Pump or inject chemicals into the underground septic 0.95
tank

PD-tic2 Discharge through pipes from the septic tank 0.95
containing deadly chemicals

PD-tic3 Inject the chemicals beneath the residence to the aquifer 0.95

PD-ww1 | Water will go through the water treatment system 1.0

PD-wa1 Prescription drugs, endocrine disruptors, cyanide, and 0.95

arsenic cannot be removed by the traditional water
treatment system

PD-wa2 Prescription drugs, endocrine disruptors, cyanide, and 1.0
arsenic produce hazardous compounds with chlorine
in the water treatment process

PD-wa3 Formation of carcinogens during traditional treatment 1.0
process

PD-wb1 Consequence —

PD-wb2 | Consequence —

PD-wb3 | Consequence —

PD-wb4 | Consequence —

PD-wb5 | Consequence —

PD-wa41 | Consequence —

PD-wa42 | Consequence —

PD-tic4 Immediately pump or inject chemical beneath the 0.95
ground

PD-cg1 Severe contamination to groundwater and water 0.80
supply system

PD-cg2 No severe contamination to groundwater and water 0.20

supply system
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Table 9.20 Comparison of Alternatives

Alternative (Based upon Proposed Protective Risk
Measures) Risk Acceptability
Business as usual 433 %10 2.35x107"7
Groundwater and water supply system source 9.5x 107" 6.5 x 1012

points should be fenced, be well lighted, and
have a perimeter that is monitored by
surveillance cameras and motion detectors with
chemical threat detectors on wells.

(a) Monitoring system (e.g., monitoring wells) 9.5x 107" 4x10°®
with chemical threat detector/controls
notifying authorities and governing agencies
shall be installed on aquifer recharge system
areas and surface waters located along U.S.
borders.

(b) Shut-off systems shall be installed or
constructed to prevent discharge and flow or
transport of contaminants to surface water
systems, storage systems, and water pipelines
when severe contamination is detected.

(c) Mandatory inspection by governing agencies
of all major recharge zone and water supply
system vicinities/facilities.

(d) Implementation of an advanced water
treatment technology for emergency
treatment system.

(e) Secure the U.S. borders and detect illegal
underground tunnels.

(f) Thorough investigation on individuals or
groups of people purchasing properties near
recharge zone.

(g) Thorough investigation on individuals
purchasing large quantity of chemicals
including pesticides.

(h) Individual households shall install chemical
threat detection systems or install small
advanced treatment systems such as reverse
osmosis technology.

Source: Data from Doro-on, A. M., “Risk assessment embedded with cumulative
prospect theory for terrorist attacks on aquifer of karstic limestone and
water supply system,” PhD diss., University of Texas at San Antonio, 2009.
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United States does not improve its protection policy and technology, the estimated
probability of “successful” terrorist attacks is 4.33 X 10, which is very high, with
a very low incremental risk acceptability of 2.35 x 107V. If groundwater and water
supply system source points are fenced and monitored by surveillance or motion
detectors, the probability of successful terrorist attacks is 9.5 x 1076, which is low,
and the incremental risk acceprability is 6.5 X 1072, still very low or unacceptable
because there are other events that could happen, such as dumping or injection of
chemical threats from the fence. If alternative number 3 in Table 9.20 is considered,
the probability of successful terrorist actacks is 9.5 X 1078, which is very low and
the incremental risk is 4 x 1078, a higher value that is considered acceprable; once the
improvement of technological systems and regulatory requirements for security are
employed. Therefore, several considerations for policy improvements and preventive
measures against terrorist attacks should be incorporated to protect U.S. infrastruc-
ture and to achieve acceptable level of risks. Terrorism risks should not be declared
as absolutely unacceptable to society. The methodology presented in this chapter
can be utilized to obtain an acceptable level of water infrastructure terrorism risks.

9.6 Implications

Engineers, analysts, scientists, managers, and experts should integrate risk assess-
ment based on cumulative prospect theory in policy making and technology devel-
opment for U.S. water infrastructure protection. Based upon the risk assessment
analysis detailed in this chapter, the Infrastructure Protection Division of the
Department of Homeland Security and the U.S. EPA should consider some of the
preventive measures, which are presented in Chapter 10. Additional risk accept
ability analysis examples are presented in Chapter 11.
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Chapter 10

Emergency Preparedness,
Response, and
Preventive Measures

10.1 Introduction

This chapter introduces potential plans for emergency preparedness and response
before or in the event of a disaster or terrorist attack against water infrastructures
such as dams and reservoirs. According to Radvanovsky and McDougall (2010),
based on the response levels of first responders to a given emergency situation,
environment, or hazardous condition, the following groups are representative of
classification of departments and agencies based on their function by various gov-
ernments: (1) law enforcement; (2) fire services; (3) emergency medical services;
(4) emergency management; (5) hazmat team; (6) explosives team; and (7) search
and rescue. Fire fighters and police usually respond to terrorism and accidents or
other incidents involving the release of hazardous materials similar to Figures 11.2b
and 11.7 (when terrorists decided to dump cyanide or another type of poison before
blasting the dam) discussed in Chapter 11. Responding to such events requires
knowledge of the nature of chemicals so that suitable methods can be used; deci-
sions about evacuations or traffic diversion can be made; and danger of injury,
death, or property damage can be minimized. Figures 10.1 through 10.7 provide
some conceptual designs of preventive measures.
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10.2 National Response Framework

The U.S. Department of Homeland Security (DHS) developed the National Response
Framework (NRF) to conduct all-hazards response in the United States (FEMA
2008). The NRF is a guide for how the federal, state, local, and tribal governments,
along with nongovernmental and private sector entities, will collectively respond to and
recover from all disasters, particularly catastrophic disasters such as Hurricane Katrina,
regardless of their cause (GAO 2008). The NRF recognizes the need for collaboration
among the myriad of entities and personnel involved in response efforts at all levels of
government, nonprofit organizations, and the private sector (GAO 2008). Hence, the
overall guidelines of NRF are in accordance with the National Incident Management
System (NIMS), which offers a systematic standard for managing incidents.

10.2.1 Local Governments

Local governments, departments (e.g., emergency medical services, police, fire,
emergency management and public works), and volunteers are usually the first to
respond to incidents, threats or hazards. The responsibility of the local appointed
official is to ensure the public safety and welfare, organize plans, and integrate the
local government’s capabilities and resources with neighboring jurisdictions.

10.2.1.1 Roles of Chief Elected or Appointed Officials

Elected officials provide direction and guidance to constituents during an incident
and help modify regulatory requirements and budgets for preparedness efforts,
emergency management, and response plans. However, they do not regularly focus
on emergency management and response efforts.

10.2.1.2 Roles of Emergency Managers

The emergency manager mainly integrates the local emergency management
program and evaluates the availability of local resources needed during an incident.
Other objectives and missions of the local emergency manager include the following:
(1) coordinating, planning, and working cooperatively with other local agencies and
private sectors; (2) establishing common aid and support agreements; (3) facilitating
damage assessments during incidents; (4) advising local officials about emergency
management actions during disaster and terrorism incidents; (5) providing public
awareness, standard training procedures, and education programs; (6) conducting
exercises to examine plans and employ evaluation; and (7) including the private
sector and NGOs in planning, training, exercises and evaluation.

10.2.1.3 Roles of Department and Agency Heads

Department and agency heads are responsible for working with the emergency
manager in developing local emergency standard plans and procedures to ensure
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public safety and security. For instance, the EPA and local water agencies coordi-
nate with emergency managers in preparing emergency response plans to ensure
public health protection in the event of contamination or when the drinking water
supply is determined to be a potential hazard.

10.2.1.4 Roles of Individuals and Households

Individuals and households should be informed and educated regarding their roles
in the overall emergency management strategy. They can make a big difference by
preparing supplies, emergency kits, and plans for disaster and terrorism. It is obvi-
ously very difficult to make every house and individual develop emergency plans
for themselves, while their focus is to survive in the current economic situation.
Local government such as the county or city should provide standard household
emergency plans and provide programs to systematically remind every individual
and household to be prepared in advance for an unwanted event such as disaster
or terrorism. They can also be persuaded to be volunteers in response and recovery
with an established voluntary agency. The local government may provide credits
to individuals who take part in emergency response training courses, which may
encourage them to be more devoted volunteers.

10.2.2 States, Territories, and Tribal Governments

State, territory, and tribal governments have sovereign rights; unique factors are
involved in working with these entities. Stafford Act assistance is available to the
states and Puerto Rico, the Virgin Islands, Guam, American Samoa, and the
Commonwealth of the Northern Mariana Islands, which are included in the defi-
nition of “State” in the Stafford Act (FEMA 2008a).

10.2.2.1 Roles of the Governor

The governor is responsible for activating the state resources and implementing the
strategic protocols needed for different kinds of incidents. Moreover, in accordance
with state law, the governor has control over certain orders or regulations associated
with response. The governor’s roles based on the NFR include but are not lim-
ited to the following: (1) communicating and helping the public to cope with the
unwanted consequences; (2) commanding the state military forces (not in federal
service and state militias); (3) facilitating emergency aid from other states under
interstate mutual aid and assistance agreements; (4) secking federal support under
Stafford Act presidential declaration of an emergency when resources are deter-
mined to be insufficient; and (5) working together with affected tribal governments
within the state and initiating requests for the Stafford Act presidential declaration
of an emergency on behalf of the affected tribe when needed.
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10.2.2.2 Roles of the State Homeland Security Advisor

The state homeland security advisor provides counseling and guidance to the gov-
ernor on homeland security issues and may serve as a liaison between the governor’s
office, the state homeland security structure, DHS, and other organizations both
inside and outside the state (FEMA 2008a).

10.2.2.3 Roles of the Director of the State Emergency
Management Agency

According to Western et al. (2008), the director of the state emergency manage-
ment agency safeguards the state by providing preparedness actions to deal with
large-scale disaster and terrorism emergencies, aiding local governments, and pro-
viding emergency assistance with other states and the federal government. Western
et al. (2008) indicated that if local resources are determined to be insufficient,
officials can request additional support from the county emergency manager or the
state director of emergency management. For example, the U.S. Environmental
Protection Agency (USEPA) may assess or prevent water contamination without
waiting for requests from state, tribal, or local officials.

10.2.2.4 Roles of Other State Departments and Agencies

State department and agency leaders together with their staffs develop plans, and
train internal policies and procedures to meet response and recovery needs safely.
They should be involved in interagency training and exercises to enhance and pol-
ish the necessary capabilities.

710.2.2.5 Roles of Indian Tribes

The United States has a trust relationship with Indian tribes and recognizes their
right to self-government. The state governor usually requests a presidential declara-
tion representing the tribe to seek assistance from the state or the federal govern-
ment under the Stafford Act, when local resources are inadequate.

70.2.2.6 Roles of Tribal Leaders

The tribal leader ensures the safety and welfare of the people of that tribe. As autho-
rized by the tribal government, the tribal leader (1) is responsible for coordinat-
ing tribal resources needed for preparedness, mitigation programs, and emergency
management from disaster and terrorism incidents; (2) may have powers to amend
or suspend certain tribal laws; (c) can request federal assistance under the Stafford
Act through the governor of the state when the tribe capabilities and resources
are found to be insufficient; and (d) can deal directly with the federal government
under the Stafford Act through the state governor’s assistance.
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10.2.3 Federal Government

The president has the authority to command the federal government to take action
for federal disaster assistance in large-scale disaster and terrorism incidents under
presidential declarations and the Stafford Act. According to DHS (2008), when
the overall coordination of federal response activities is required, it is implemented
through the Secretary of Homeland Security consistent with Homeland Security
Presidential Directive 5 (HSPD-5).

70.2.3.1 Role of the Secretary of Homeland Security

The Secretary of Homeland Security provides the president with an overall system-
atic pattern for domestic incident management, to coordinate the federal response
with the support of other federal partners. The Federal Emergency Management
Agency (FEMA) administrator, as the principal advisor to the president, the secre-
tary, and the Homeland Security Council on all issues regarding emergency manage-
ment, helps the secretary in meeting the HSPD-5 responsibilities (FEMA 2008a).

70.2.3.2 Law Enforcement

According to DHS (2008), the Attorney General has the leadership and authority
for criminal investigations of terrorist acts in the United States or directed at U.S.
citizens or institutions in foreign countries, including the coordination of the law
enforcement community and intelligence community to protect the homeland from
terrorist attacks.

10.2.3.3 National Defense and Defense Support
of Civil Authorities

As stated by the Office of the Under Secretary of Defense for Policy (OUSDP 2010),
the primary mission of the U.S. Department of Defense (DOD) and its components
is national defense. Because of this critical role, resources are committed only after
approval by the Secretary of Defense or by the direction of the president (OUSDP
2010). Many DOD components and agencies are authorized to respond to emergencies
and to provide support. The provision of defense support is evaluated by its legality,
lethality, risk, cost, appropriateness, and impact on readiness (OUSDP 2010).

10.2.3.4 International Coordination

According to the Department of Homeland Security, Presidential Directive-5
(DHS 2008), the Secretary of State provides leadership and management of inter-
national preparedness, response, and recovery actions for the protection of U.S.
citizens and U.S. interests overseas.
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10.2.3.5 Intelligence

According to the Office of the Director of National Intelligence (DNI) (2007), the
DNI directs the U.S. intelligence community, serves as the president’s principal
intelligence advisor, and oversees and directs the implementation of the National
Intelligence Program.

10.2.4 Private Sector and Nongovernmental Organizations

The private sector and NGOs provide services in coordination with the governmen-
tal agencies and organizations in accordance with the NIMS principles. They are
allowed to provide contingency plans and protocols.

10.2.4.1 Roles of Private Sector

Based on Western et al. (2008), private sector organizations look to the welfare and
protection of their employees in the working environment. In addition, emergency
managers must work with businesses that entirely involve critical infrascructure ser-
vices (e.g., water, security, and power). FEMA (2008a) and Western et al. (2008)
pointed out that the owners and operators of certain regulated infrastructures (e.g.,
petroleum refineries) may be legally accountable for preparedness and response actions
to a negative incident that could happen. In the event of disaster or terrorist attack,
the private sector should be working together with the local emergency managers in
the decision-making process to achieve an effective response and recovery operation.

10.2.4.2 Roles of Nongovernmental Organizations

NGOs offer temporary housing, provide immediate relief, support emergency food
supplies, and offer other services to assist the victims of the calamities. They usu-
ally coordinate with the government for support and planning of the allocation of
substantial resources.

710.2.4.3 Roles of Volunteers and Donors

Dedicated volunteers and donors can help response endeavors in different
approaches, and it is essential that governments at all levels plan ahead to effectively
incorporate volunteers and donated goods into their response activities.

10.3 Emergency Preparedness

Preparedness is way of mitigating unwanted outcomes and it is one of the cru-
cial actions in achieving safety and security in the event of calamities, disasters,
and terrorism. This section presents the six essential activities for responding to an
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incident: (1) planning, (2) organization, (3) training, (4) equipment, (5) exercises,
and (6) evaluation and improvement.

10.3.1 Planning

Effective planning includes the collection and analysis of information, policy and
strategy formulations, plans, and other arrangements to operate missions and goals.
It also sharpens the response operation by unequivocally defining required capa-
bilities, increasing the speed of the response to take control of an incident, and
facilitating the rapid exchange of information about the situation and event. The
response plans have multiple things to address, for instance evacuations face many
challenges. Therefore, systematic plans must incorporate the following: (1) the lead
time required for various unexpected and anticipated events; (2) weather conditions;
(3) transportation and communication; (4) interdependencies between locations of
shelters and transportation (US Army-CAC 2010; FEMA 2008b); and (5) provi-
sions of special needs populations and those with household pets (CRS 2010).

10.3.2 Organization

According to FEMA (2004), NIMS provides standard command and management
structures pertaining to response. This standardized approach allows responders
from different disciplines to collectively operate and respond. Government agencies
and other organizations shall operate an emergency response in accordance with
NIMS organizational and management policy.

10.3.3 Equipment

According to FEMA (2008a), the local, tribal, state, and federal jurisdictions need to
establish a common understanding of the capabilities of different types of response
equipment. A critical component of preparedness is the acquisition of equipment
that will perform according to established standards, including the capability to be
interoperable with equipment used by other jurisdictions and participating organi-
zations (FEMA 2004). Efficient preparedness operation needs standards to define
techniques and create strategies to acquire and direct resources and appropriate
equipment in sufficient quantities to accomplish assigned missions and goals. The
federal government and local governmental agencies should ensure that their per-
sonnel have the necessary resources to perform assigned response missions and tasks.

10.3.4 Training

Training methods shall be in accordance with the standards of FEMA and produce
qualified skills and proficiency. FEMA and other governmental and private organi-
zations offer response and incident management training in online and classroom
formats.



Emergency Preparedness, Response, and Preventive Measures ® 323

10.3.5 Exercises, Evaluation, and Improvement

Well-organized exercises improve interagency coordination and communications,
enhance proficiency, sharpen skills, and determine opportunities for advancement or
expansion. Exercises should include but not be limited to the following: (1) include
multidisciplinary, multijurisdictional incidents; (2) integrate involvement of aca-
demia, private sector, and nongovernmental organizations (including international
organizations); (3) refine aspects of preparedness processes, procedures, and plans;
and (4) contain a system for integrating remedial actions.

10.4 Response

Emergency response is an action and operation of activating the society’s resources
and capabilities to save and safeguard lives; secure assets and the environment from
irreversible damages; maintain public morale and confidence; and preserve the
social, economic, and political structure of the jurisdiction. The key actions usually
involved in support of a response are: (1) progress and maintain awareness to every
situation, condition, and event; (2) activate and deploy key resources and capabili-
ties; (3) effectively and efficiently coordinate response actions; and (4) demobilize.

10.4.1 Baseline Priorities

Situational attentiveness requires systematic screening of potential sources of
information and detailed evaluation of the information should be employed.
Critical information is directed through orderly reporting systems. Priorities include
(1) providing the appropriate plausible and precise information at the right time;
(2) enhancing and expanding the national reporting system; and (3) involving
operations centers and experts.

10.4.2 lLocal, Tribal, and State Actions

Local, tribal, and state governments can address the inherent challenges in establishing
successful information-sharing networks by (1) creating fusion centers that integrate
agencies associated with homeland security, academia, intelligence, emergency man-
agement, public health, and other agencies, as well as private sector and nongovern-
mental organizations locally and “internationally,” to expand the information-sharing
strategy; (2) implementing the National Information Sharing Guidelines to improve
intelligence; (3) establishing information-sharing and reporting protocols to enable
effective and timely decision making during response to incidents; and (4) developing
standard procedures that can provide awareness to misleading information that can
cause distortion of intelligence. The local or regional Joint Terrorism Task Force
should be informed immediately when potential terrorist attacks are detected.
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10.4.3 Federal Actions

The National Operations Center (NOC) is responsible for collecting, assessing, and
synthesizing all-source information, across all-threats and all-hazards information
comprising the range of homeland security partners. Information regarding actual
or potential terrorism and disaster incidents should be reported immediately by
federal departments and agencies.

10.4.4 Alerts

When notified of a threat or an incident that potentially requires a coordinated
federal response, the NOC analyzes and assessed the information before it goes to
the senior federal officials and federal operations centers: the National Response
Coordination Center (NRCC), the FBI SIOC, the NCTC, and the National
Military Command Center, to assist them with effective decision making. Once the
information is verified and processed, the Secretary of Homeland Security coordi-
nates with other appropriate departments and agencies to initiate emergency plans
in accordance with the framework. Government and agency officials should often
be aware and prepared to participate in all situations (through video and teleconfer-
ence). Each federal department and agency must ensure that its response personnel
are knowledgeable, well-prepared, and well-trained to utilize these tools.

10.4.5 Operations Center

Federal operations centers essentially involve awareness of circumstances, current
events, and communications among governmental offices all over the nation. These
operations centers can provide information, assistance, and guidance and adminis-
ter resources with their state, tribal, and local partners, in the event of an incident.

10.5 Activate and Deploy Resources

According to FEMA (2008a), when an incident or potential incident occurs,
responders assess the situation, identify and prioritize requirements, and activate
available resources and capabilities to save lives, protect property and the environ-
ment, and meet basic human needs. Usually, this includes development of incident
management objectives based on incident management priorities, development of
an incident management action plan by the incident management command in the
field, and development of support plans by the appropriate local, tribal, state, and/
or federal government entities. The key activities include activating people, teams,
resources, and capabilities based on the scope, capacity, nature, and complexity
of the incident. All emergency responders should frequently exercise notification
systems and protocols.
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10.6 Proactive Response to Catastrophic Incidents

Prior to catastrophic incidents, state and federal governments should create models
of detailed terrorism and disaster activity scenarios qualitatively and quantitatively
equivalent to the combat zones presented in Chapter 11. Then, they should take
proactive actions to mobilize assets in anticipation of a formal request from the
state for federal assistance. They should not wait until minor and major unfavorable
events take place. Such deployment of federal assets would likely occur for cata-
strophic events involving terror threats, disasters, or high-yield explosive weapons
of mass destruction or other catastrophic incidents affecting heavily populated areas
such as New York and Los Angeles. The proactive responses are used to ensure that
resources are sufficient and reach the scene in a timely manner to assist in restor-
ing normal function of state or local governments. Figures 10.8 and 10.9 provide
a summary procedure and the key components of the public health response to
water contamination. Table 10.1 consists of a list of potential entities to be notified
as part of public health response, as well as the purpose of the notification for each
entity. Each utility should identify the appropriate entities to be notified in its ERP.
It is important to note that under 40 CFR Part 141, Subpart Q [the Federal Public
Notification (PN) Rule], utilities must provide public notice to persons served by the
water system in situations with significant potential to have serious adverse effects
on human health as a result of short-term exposure (USEPA 2004). An emergency
response station should be located based on the safety distance estimation (Figure
10.6) so that the responders can easily assist the public while avoiding traffic and
accidents, which can be created by adversaries as illustrated in Figures 11.5a and b
found in Chapter 11.

10.7 Recovery

Once immediate lifesaving operations are accomplished, the focus changes to
assisting the critical infrastructures involved in the incidents and recovery. Within
recovery, actions are taken to help the public and the nation return back to normal
condition. Depending on the complexity of this level, recovery and remediation
efforts involve significant contributions from all sectors of our society. In terms of
water supply recovery, technological treatment systems are presented in Chapter 2.

10.8 Preventive Measures

The preventive measures listed in Table 10.2 and presented in Figures 10.1 through
10.7 and 10.10 through 10.12 could be carried out at a moderately sensible cost,
and would extend to an extensive approach and technique toward improving the
security of U.S. water infrastructures.
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Chapter 11

Strategic Intelligence
Analysis for Water
Infrastructure
Terrorism Prevention

11.1 Introduction

This chapter provides a brief and concise intelligence analysis embedded with cumu-
lative prospect theory to significantly screen valuable approaches or alternatives and
to improve the effectiveness of the intelligence enterprise. In addition, this chapter
will present illustrative practical examples for the approach using a series of extreme
terrorism activity scenarios related to water infrastructure (including dams, aque-
ducts, and reservoirs), involving other critical infrastructure, event tree analysis, def-
inition of a new strategic goal for intelligence, and the development of an effective
information-sharing model based on cumulative prospect theory. Meanwhile, the
terrorists and their leaders think in terms of a long time frame for achieving their
goals, while they also carry out their own intelligence measures to identify the
best target or the right timing for an attack. A higher threshold of destruction
that can equal or exceed the level of the 9/11 attacks requires a degree of plan-
ning; the terrorist leaders are using highly intelligent people who do the planning
for them. Therefore, there is an urgent need for systematic information-sharing
strategies for terrorism threat assessment and warnings; identification of terrorism
scenarios that can be used for collection of information; and rapid adaptation to
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changes in terrorists’ tactics so that speed, risk acceptability, and accuracy of opera-
tions can be achieved with an improvement in the value of intelligence analysis
focusing on water infrastructure security.

11.2 Intelligence Analysis

Intelligence is a key element of combating terrorism effectively, and it helps to
identify targets deemed important to the adversary for mission accomplishment.
The remarkable developments in intelligence collection methods have increased
the availability of combat zone information from many different sources. Combat
zone information is of only partial value until it is analyzed and exploited. Through
analysis, this information becomes intelligence. Generally, the intelligence analyst
coordinates the bits of information from diverse sources to manufacture a complete
and accurate picture of the combat zone. Some examples of combat zone plans are
presented in Figures 11.1a through ¢; detailed terrorism activity scenarios are given
in these figures. Thus, analysis produces the intelligence that is needed to win the
combat against the adversary.

Meanwhile, for many years the sharing of intelligence and law enforcement
information was circumscribed by administrative policies and statutory prohi-
bitions. The failure to deliver a tough-minded and objective assessment of Iraqi
weapons of mass destruction (WMD) was the latest in a long series of Central
Intelligence Agency (CIA) blunders (Goodman 2004). The 9/11 intelligence failure
insinuated the need to remodel the entire intelligence structure. U.S. intelligence
has been particularly weak on the issue of terrorism, and it frequently politicized
intelligence (Goodman 2004). The 9/11 terrorist attack exposed the CIA’s incom-
petence in preventing terrorist operations in the United States and to anticipate
commercial airplanes being used as terrorist weapons, as presented in Figures 11.2a
and b. In the meantime, what the CIA and the intelligence community members
should be doing, and what they should do in the future, is of more concern today
than at any time since the Cold War. The intelligence community must produce
an independent source of intelligence for policy or decision makers. Furthermore,
the CIA and other intelligence agencies must strengthen their intelligence-sharing
networks without jeopardizing the public’s privacy. Unfortunately, these agencies
place greater focus on the compartmentalization of intelligence and the need-ro-
know, which can be a hindrance to effective information sharing.

11.3 Traditional Intelligence Cycle

Intelligence operations follow a five-phase process known as the inzelligence cycle.
It is a concept that describes the fundamental cycle of intelligence processing in
a civilian or military intelligence agency or in law enforcement as a closed path



341

Strategic Intelligence Analysis

*34njonujsedyul J3jem s3[Suy soq auoz yequo) :| deyy eyr'p) ungiy

1102 *d'Yd ‘uo-oJo(J ‘A BUUY :Aq UMeI]

opum A w s v wasay paurnos woneuogur

XIVANV(

IAVT-ANOZ LVIINOD

“sme]
oy jo Aue jo

eT'TI

SMDVLLY LSTIOYYAL 40 SATIAAS

p o p ‘asn poziioyaneun Auy

spouer 7 sophey — ssaxd S 03 z.;a:_ué SuSuojeq uoneuojur
191098 3peI) [eNUIPYUOD pue

rarew pajySaddod surejuod JuawndOp Sy,

saurfadid 3onpanbe jo
Sunse|q pue syue) 1a7eM QM«&E&O o
ay ur uosiod jo uorda(uy

uonoNISIP
onydoxseyed 10y
BATE UMOJUMOP Y}
UIIIM SI[OYUBW IO
SIUI[ JOM3S, UT SIDIAIP
aa1so[dxa pastaoxdwr
[[eIsuI SISLIONIA],

9'TT saaS1 295

s1opuodsar Aouagrowa
91BSNIW 0) S[PUUN) Y}
15B[q puE skemaaly

3Y) Y20][q SISLIOLIIT,

qG'TT pue eg'TT samSig

‘uonejuasaxd 10 o3y siy) Jo JNSaI e se Juoue
Jo suonoe ayy 10y Apiqisuodsal ou ey 1dYysiqnd pue Joyme Yy,

(sa1aSuy soT ul sanoy ysni Surnp)
Soene Is110119) Jo Suruueyd pog,,

£uno uvadQ KY1IvJ
Pod ues saurpdid 19jemarsem
o b pue saurpadid 1a7em
@ & S % St punoigiapun Surkonssp
r Z ee_.w 1o; pue 137empunoIs
S0 @&uaom U0’y €01 pUE IajeM 9DBJINS
Sururyy Suneurwrejuod syued
TeJTWAYD PUE SALIAULAT
wosies o] umajonjad jo uorsofdxg
7 qz'T1 pue vg [ s2In8ig 205
o) 60T 5
ooneey ; z (Zo1 Deag opuopay
youe, %
eispray] 61 T eag BSOULIdH]
5031110, 16,
1ML K eI Ue)IeYURIA
epeIr Semaol ed uoyduro; % . T
g1 o e opuqsas [
&f Anug jo 1109
Sur comuik $33e3g pajyuN)
§ XV1
- 24 kaumo h. 00oMa1ST Aoy
% Jue e T A9y 12 Pa
. & < ehe| — We( pueoymiA
4 £ Pg == i JI0AISY
< 201UD, PpoomA[oH 3y
uouIaA A BOIUOTN S[DB1IE SISLIOLIS]
¢ (TS (- T JIAIN; ejueg
09 0T nqienw
210 weq appauy so SV S0 /\/\1
> . Koxouop MOJUMO N =  ITVDSOL.ION
A IOAD
SO z 00MA[[OH 1S9, i}
i e W eaqureyy 10 @
a1dway, < 'uapeseq OT T,
M 2. .—._.v.o POOMATIOH
eIpeoI Z 0
peoIy ue fo
S ) reszoatun
" euapeseq 2 ) \uoqung BET




342 m Risk Assessment for Water Infrastructure Safety and Security

*ainjonJjsesyur 1djem saPSuy so auoz jequo) :z dew qrpL 3nSiy

‘uoneuasaid 10 oMy s1yy Jo INsal e se suofue

*d'Yd ‘uo-o1o( ‘W ®© A ®. .
>mﬂ%m<_ @'yd ‘uo-oro( ‘W ruuy :kq umeiq g dde spun e s Kew urasoy poureiuo> P Jo suonoe 2y 10§ Aqsiuodsaa ou e 10ystqnd pue ToyIne ayL
- o) Jo ue jo uor 10 uor 1 1p ‘asn pazpioyjneun Auy|
. IAVT-ANOZ IVAWOD “stoueiy 3 10jde], — ssa1d DY 03 AjpAISNXS SuIBUO[q UOKEULIOMUL (sopoSuy s ur sanoy ysni Sump)
qrit SMOVLILY LSIIOYIAL 10 SATIAS 121095 9Pe) [PIUIPYUO) PUE [121eu PANBHIAd0D SUTEII0D JUDUIND0P SIY, SYPene 1s1101121 jo Suruued pjog,,
£gunoy uvasQ 2Y1Ivg
1pag ues
aduviQ P
® (> ?
0 STIY
; o
SO Poeaq Suoy €01 q:
Sy
Ewo
uosie
> N -
for 5or) (2 g
oonTe1 ' g (o1 N (@S TIpueesTT
erspyry 61 v peag esowa som8G1g 99g) s1opuodsar
5031110 16 Aouadrows oy Kefop
FEYIE ol Deaq ueneyuely Appsodimd oy pue Aemaary
epeIpy semsond| 8 guideg, 5y 1 31 )20[q 0} SJUIPIOOE
eT 5 opuysas 11 9]B2ID SISLIONIT,
puasoy
A oMUk 1) ~——
o XV'1
7 Br—Seiues Aoumeq, Aoy 2 fox
»v D eheyq ra
:.% g BULIBIAI
e
S gs ERINEN
UOUIIA Ao, BOIUOW
T DAL, ejue
omegomo G A, S
09 n nque
T B R S
> as Aazoyuoy UMOJUMOY s = ITVDS OL LON
eowaso;
[19A0g
90O % 4 POOMA[IOH 1S\
10T
a o % [paweury @
dudL, apeseg) OTT
AN poomtion
Suttel °
eIpEOIY 7 0
A
S '\ reszoarun
[}
I | e Y VET




Strategic Intelligence Analysis ® 343

Catskill/Delaware
watershed

Schoharie
Reservoir

Delaware
County

11.1c
JANUARY
2011

Pepacton
Reservoir
‘Ashokan
Reservoir

~Je N3
D, 30,
Tuppsare ‘<,
R A S
S~8d

’s water supply

Catskill
Aqueduct

~
.,
= / oo Croton
elaware
l Aqueduct I Watershed

Blasting of
Aqueducts by
Terrorists

Reservoir

COMBAT ZONE NYWI

INTELLIGENCE ANALYSIS
Drawn by: Anna M. Doro-on, Ph.D

New York Ci

of any of the

information contained herein may result in liability under applicable laws

Neversink

or

NOT TO SCALE

ly to CRC press — Taylor & Francis.

Terrorists Kensico
detonate

the IEDs

Terrorists attack the
dam using improvised
explosive devices to
impair New York
City’s water supply and
to cause catastrophe
to the downstream
communities

S .
P f&" %
s B
AT 5
L Water surface
O T
. Failureof
Kensico Dam |
4 AT T

This document contains copyrighted material and confidential trade

secret information belonging exclu:

Any unauthorized use, di

Jerome Park
Reservoir

Hillview
Reservoir

Destruction of
Tunnels

- Groundwater
Service Area

Surface 5 g
water i New York

=2 Bay
Groundwater 1\ g Staten
. f Island I
Attack industrial plants
near surface water to create severe
contamination and catastrophe

Atlantic Ocean

International commercial
airlines are hijacked
by terrorists and crashed into
the industrial plants to
create water contamination
and catastrophe (similar to
Figures 11.7a and 11.7b)

Terrorists create
numerous accidents
and detonate
improvised explosive
devices on the roads,
highways, or tunnels

Contamination or to delay the
destruction of emergency responders
water tanks

Figure 11.1c Combat zone New York water infrastructure. (Adapted from New
York City Department of Environmental Conservation, http://www.dec.ny.gov/
docs/water_pdf/nycsystem.pdf, 2010.)
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consisting of repeating nodes (CIA 2010a). The stages of the intelligence cycle
include the issuance of requirements by decision makers and the collection, pro-
cessing, analysis, and publication of intelligence. The circuit is completed when
decision makers provide feedback and revised requirements. The traditional intel-
ligence cycle is presented in Figure 11.3.

According to Rob Johnston (2005), the traditional intelligence cycle model
should be redesigned to depict accurately the intended mission. Teaching with an
inaccurate aid merely leads to misconceptions that can result in poor performance,
confusion, and a need for re-teaching. If the objective is to capture the entire intel-
ligence process from the request for a product to its delivery, including the roles
and responsibilities of intelligence community members, then something more
is required. This should be a model that pays particular attention to represent-
ing accurately all the elements of the process and the factors that influence them
(Johnston 2005; CIA 2010b). The proposed modified intelligence analysis is pre-
sented in Figure 11.4.

11.4 Quantitative Risk Estimation Model
to Aid Intelligence Analysis

The risk analysis methodology discussed in this chapter, which is also presented in
Chapter 8, is a systematic approach that is integrated into the intelligence analysis
for producing terrorism threat assessments and warnings. Also, a comprehensive
risk estimation model will be developed based on event tree analysis and a probabilis-
tic model. The five steps of the risk estimation process to aid intelligence analysis are
also presented here utilizing Los Angeles and New York as examples for terrorism
combat zone scenarios.

11.4.1 Process of Risk Estimation for Water Infrastructure
Threats for Intelligence Analysis

There are multiple reasons why Los Angeles and New York water infrastructures
are vulnerable to terrorist attacks. Figures 11.1a-c, 11.2a-b, 11.5a-b, 11.6, and 11.7
illustrate various examples of bold planning by terrorist leaders against the United
States. The following includes some of the reasons why New York and Los Angeles
are attractive to terrorists:

B Los Angeles and New York are the top cities in the United States experi-
encing an economic meltdown. The local governments are more focused
on job creation, maintaining energy resources, tax problems, property fore-
closures prevention, and economic recovery than on security. Local agen-
cies (e.g., water resources department, water works department, and local
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environmental protection agency) are presently diminishing their workforce
due to the economic crisis. In addition, their focus is on improving green
technology to mitigate the depletion of energy resources. Therefore, there is
a lack of financial resources and workforce to support water infrastructure
security improvements in these areas.

B There are currently no sophisticated technologies for ensuring security of
water infrastructure, including dams, aqueducts, and reservoirs, against
terrorism.

B Los Angeles and New York are the most traveled to cities in the United States;
both can be perfect candidates for creating massive media attention when
actacks happen similar to 9/11.

B Both cities are the most densely populated cities in the United States; terror-
ists can achieve the maximum number of casualties, catastrophe, and eco-
nomic aftershocks comparable to 9/11 by attacking these places.

B Kensico Dam is the receiving point of the New York City drinking water
supply from the Catskill aqueducts. If the terrorists effectively destroy the
Kensico Dam, it will not only impair the New York City water supply and
create water outages but also generate a catastrophe for the downstream com-
munities. Figure 11.1c provides a combat zone of New York City’s water
infrastructure for intelligence analysis.

B Hollywood, in Los Angeles County, California, is one of the most popular
places around the globe; destruction of its beautiful reservoir can gener-
ate mass media attention worldwide and can also create casualties, cause
water supply shortages, and destroy the downstream communities and
industries.

B The sanitary sewer manholes and pipelines are not secured in the downtown
area of New York and Los Angeles; terrorists can utilize these utility compo-
nents as accessories for launching their attacks. They can install improvised
explosive devices (IEDs) randomly within the downtown areas without being
detected, as shown in Figure 11.6.

B Some of the largest petroleum/industrial plants in the United States are
located in Los Angeles and New York. The petroleum refineries are usu-
ally near or adjacent to surface water and potential groundwater resources.
Explosion of these refineries (Figures 11.2a-b) can cause catastrophe to the
surface water and the environment comparable to the Deepwater Horizon
accident that occurred on April 22, 2010. Mass casualties and destruction of
industries can be generated, and they can worsen the economic status of the
entire nation.

The risk estimation models for Los Angeles and New York are detailed in
Tables 11.1 through 11.5. And the risk estimation model for intelligence analysis is
presented in Table 11.6.
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Table 11.1 Risk Estimation Model: Step 1—Causative Events

Los Angeles— Causative Events

Terrorist intrusion into Hollywood Reservoir (Mulholland Dam).

Terrorist intrusion into water supply system facilities (e.g., water supply
storage tanks and water treatment facilities).

Terrorists purchase foreclosure homes or rent homes adjacent to
underground pipelines of the aqueducts and near reservoirs.

Terrorist intrusion into sewer lines and manholes in the downtown Los
Angeles area.

Terrorists with IEDs situate themselves on major highways and freeways
leading into and out of Los Angeles.

International flights with undetected terrorists head to Los Angeles
International Airport (LAX).

New York— Causative Events

Terrorist intrusion into Kensico Dam in New York.

Terrorist intrusion into Croton system and Catskill Aqueduct.

Terrorists purchase or lease homes adjacent to underground pipelines
of the aqueducts.

Terrorist intrusion into sewer lines and manholes in New York City.

Terrorists with IEDs situate themselves on major highways and freeways
leading into and out of New York City and/or in the areas targeted.

International flights with undetected terrorists head to John F. Kennedy
(JFK) International Airport, New York.

Table 11.2  Risk Estimation Model: Step 2—Outcome

Los Angeles— Outcome

Terrorists blast the Hollywood Reservoir (Mulholland Dam).

(b) | Terrorists inject or dump deadly chemical threats (e.g., arsenic-/cyanide-
based pesticides) into the water supply tanks and aqueducts, and blast
major aqueduct pipelines.

(c) | Terrorists inject cyanide-based pesticides into the aqueducts.

(d) | Terrorists blast downtown Los Angeles area through bombs installed in

the sewer lines and manholes.
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Table 11.2 Risk Estimation Model: Step 2—Outcome (Continued)

Los Angeles— Outcome

(e)

Terrorists with IEDs create accidents and explosions on major highways
and freeways leading into and out of Los Angeles and/or in the areas
targeted.

Terrorists take over international jets, land them on petroleum refineries
and chemical plants located near LAX, and create high explosions.
Hazardous chemicals create contamination to surface water. Explosions
create destruction to underground water mains and sanitary sewers.

New York— Outcome

Terrorists blast Kensico Dam.

(b) | Terrorists blast Croton system and Catskill Aqueduct.

(c) | Terrorists inject poison into the underground pipelines of the
aqueducts.

(d) | Terrorists blast downtown New York through bombs installed in sewer

lines and manholes.

Terrorists with IEDs create accidents and explosions on major tunnels,
highways, and freeways leading into and out of New York and/or in the
areas targeted.

()

Terrorists take over international jets, land them on petroleum
refineries near New York airport, and create high explosions.
Hazardous chemicals cause contamination to surface water. Explosions
create destruction to underground water mains and sanitary sewers.
Terrorists land jets directly on airport structures and create a massive
explosion. This destroys other aircrafts and contaminates the
surrounding surface water.

Table 11.3 Risk Estimation Model: Step 3—Exposure

Los Angeles—Exposure

(a)

About 2.5 billion gallons of water from Hollywood Reservoir
(Mulholland Dam) flood the downstream infrastructure and
communities (101 Freeway, residential and commercial properties in
West Hollywood).

(b) | Water mixes with poison in the water tanks and other water supply
system facilities.

(c) | Water mixes with poison in the aqueduct pipelines.

(d) | Sewer lines and commercial building structures are destroyed, and

massive fires are created.
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Table 11.3 Risk Estimation Model: Step 3—Exposure (Continued)

Los Angeles—Exposure

Traffic cannot be mobilized within the highways and freeways. Massive
fires block the highways.

Release of hazardous chemicals into the groundwater, surface water,
and environment. Massive fire from explosion.

New York— Exposure

The 30.6 billion gallons of water from Kensico Dam flood many
communities in Westchester, New York, and diminish the water supply
of New York.

(b) | Blasting of Croton system and Catskill Aqueduct diminishes a portion of
New York’s water supply.

(c) | Water mixes with poison in the water tanks and other water supply
system facilities.

(d) | Sewer lines and commercial building structures are destroyed, and

massive fires are created.

Traffic cannot be mobilized within the highways and freeways. Massive
fires block the highways.

Release of hazardous chemicals into the groundwater, surface water and
environment. Massive fire from explosion.

Table 11.4 Risk Estimation Model: Step 4—Consequences

Los Angeles— Consequences

(a)

Property damages

(b) | Mass casualties
(c) | Health effects due to exposure to hazardous chemicals
(d) | Economic aftershocks due to the following:

Groundwater and surface water remediation

Environmental cleanup

Reconstruction of infrastructure (e.g., highways, building structures, utilities)
Public health recovery

Loss of some of the major commerce and industry sections (with
long-term recovery)

Water shortage

Loss of tourism
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Table 11.4 Risk Estimation Model: Step 4—Consequences (Continued)

(e) | Irreversible damage to water system

(f) Injury to the environment

(g) | Destruction of some part of the Los Angeles harbor, creating further
contamination

(h) | Disruption of international and national flights, affecting commercial
airline companies

(i) | Damage to the beautiful Pacific Ocean near LAX, affecting business
along the coast

(j) | Disruption of agricultural industry and livestock dependent on clean
water supply

(k) | Abrupt crime rate increase—fighting for water supply

() | Surging of unemployment rate in Los Angeles due to loss of industry

(m) | Sudden price increase on goods/produce due to limited water supply

New York— Consequences

(@) | Property damages

(b) | Mass casualties

(c) | Health effects due to exposure to hazardous chemicals

(d) | Economic aftershocks due to the following:

Groundwater and surface water remediation

Environmental cleanup

Reconstruction of infrastructure (e.g., highways, building structures,
utilities)

Public health recovery

Loss of some of the major commerce and industry (with long-term
recovery)

Water shortage

(e) | Irreversible damage to water system infrastructure

(f) | Diminishment of a large portion of the New York water supply

(g) | Injury to the environment

(h) | Damages to JFK International Airport

(i) | Disruption of international and national flights, affecting commercial
airline companies

(Continued)
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Table 11.4 Risk Estimation Model: Step 4—Consequences (Continued)

New York— Consequences

)

Abrupt crime rate increase —fighting for water supply

(k)

Surging of unemployment rate in New York City

Table 11.5 Risk Estimation Model: Step 5—Consequence Values

Los Angeles and New York— Consequence Values

(a)

Improve U.S. intelligence

(b)

Improve preventive measures

Table 11.6 Risk Estimation Process for Intelligence Analysis

Step 1: Causative Events

(a)

The terrorist leaders and supporters created misleading information.
The media announced that the terrorist leader has a major illness.
The media announced that the terrorist group has no financial support.

Foreign intelligence informed the United States that WMDs are
manufactured in the designated site or country (e.g., wrongful
information about Irag’s WMDs).

The media announced that the principal terrorist leader is located in the
designated country (the information was not verified to be plausible).

The United States received intelligence information that the Iraqi
government was involved in the 9/11 attacks.

The media announced that the new, strong leader of the terrorist group
is going to attack U.S. cyberspace.

For several years, the terrorist leader (Osama bin Laden) rarely appeared in
the media, and then only through videotaped talks, particularly during the
peak of Iraq and Afghanistan wars. The media announced that the terrorist
group had disintegrated and that the leader might be secretly dead. Those
claims were proved unfounded in May of 2011 when U.S. special forces
cornered Bin Laden in a compound in Pakistan and killed him there. Once
again, the media announced that Al-Zawabhiri may step up to replace bin
Laden but would not be able to unite the al Qaeda members due to his
lack of charisma and that he is not respected within the organization.
Therefore, al Qaeda may not be able to strongly attack U.S.

Terrorists generated misleading events to divert U.S. intelligence
attention.




Strategic Intelligence Analysis ® 359

Table 11.6 Risk Estimation Process for Intelligence Analysis (Continued)

Step 1: Causative Events

The terrorists created minor attacks on another infrastructure but did
not cause any casualties on others such as cyberspace.

The amateur terrorists created minor attacks on airports or buildings for
media attention and intentionally got caught by authorities.

Step 2: Outcome

(c)

The U.S. government exhausted its financial resources for the “wrongful
war”; therefore, water security is of less priority while intelligence
continues to utilize the same source of information (business-as-usual).

(d)

The federal government allocated a large amount of financial support
for cyber and airport protection; therefore, water infrastructure has less
priority. It focuses on protecting water and wastewater treatment plants
only based upon the budget.

(e)

After the events of minor cyber and airport attacks, the U.S. intelligence
community informed and advised the U.S government. The government
allocated more support to develop sophisticated technology against
cyberterrorism; however, there is less priority placed on protecting
original water sources (e.g., aqueducts, aquifer, reservoirs including
dams). The United States can only prioritize water treatment facilities for
financial support at the moment.

(f)

The general public believes that the terrorists will not attack the original
water source due to the requirement of a large quantity of chemicals;
the terrorists do not have the financial resources and a large quantity of
chemicals is too apparent for public to recognize. Some conservative
intelligence officials validate this perception on the media.

The terrorists are currently planning for high-profile attacks, improving
their own intelligence, and gaining more financial support while the
United States continues to exhaust its financial resources and the CIA
and other intelligence agencies maintain business-as-usual information
sharing strategy.

Step 3: Exposure

(h)

The terrorists blast dams and create destruction to reservoirs. They
contaminate aquifers, aqueducts, and water supply tanks without being
detected.

(i)

The terrorists hijack commercial airplanes from foreign international
airports to attack petroleum refineries and explosive chemical plants
near water bodies and populated areas.

(Continued)
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Table 11.6 Risk Estimation Process for Intelligence Analysis (Continued)

Step 4: Consequence

(j) | The terrorists achieve their ultimate mission, while the U.S. intelligence
community failed to provide warnings and threat assessments to the
U.S. leaders. The general public lost their confidence in the U.S. CIA as
well as other intelligence agencies, and demanded the reform or
replacement of the agency.

Step 5: Consequence value

(k) | CIA needs to have an independent source of information; there is a
need to reform or replace the U.S. intelligence community.

11.5 Event Tree Analysis Model

Event tree analysis provides a logical tracing of sequential events resulting in con-
sequential outcomes. The event tree analysis for the development of intelligence
analysis on terrorism events, their time frame, and potential terrorism warnings
are presented in Figures 11.8a through g. The designed probability scales based on
the author’s scientific and engineering judgment for critical infrastructure analysis
and intelligence analysis are provided in Tables 11.7 and 11.8, respectively. The risk
rates used in the event tree analysis for intelligence analysis are shown in Table 11.9.

The dominating concern in comparative risk assessment in intelligence analysis
is the question “Is the risk acceptable?” This is true especially when public and
national security issues are involved. Risk can readily be quantified based on a sto-
chastic model describing all the events leading to negative consequences. However,
public risk acceptability demands a thorough understanding of the risk character-
istics and a meticulous anatomy of the perception of risks as detailed in Chapter 9.
Section 11.6 utilizes the cumulative prospect theory concept in social psychology
to illustrate how risk acceptability can be assessed and achieved.

11.6 Perspectives of Risk Acceptability in
Strategic Intelligence Analysis

Strategic intelligence development in the United States now places an increasing
emphasis on consideration of risk and its consequences. Incorporating risk consid-
erations into a strategic intelligence analysis is not as simple as it appears at first.
In the public sector, there are several concepts of risk. One common approach is
to view risk quantitatively in terms of the probability that some undesirable event
with a negative consequence will occur. This is especially true for the risk associ-
ated with accidents or toxic substances. Preferably, risk can also be defined in terms
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Figure 11.8c  Event tree analysis for the intelligence analysis.
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Table 11.7 Probability Scale Used for Critical Infrastructure Analysis

Risk Estimation Model

Protection Analysis

Probability Scale for Critical Infrastructure and Key Resources

Probabilities in

Description Decimal Description
Very high (indicates that there are no effective policy 0.90-1.00
or protective measures currently in place to deter,
detect, delay, and respond to the threat)
High (there are some policy and protective measures 0.80-0.89
to deter, detect, delay, or respond to the asset but not

: L . 0.71-0.79
a complete or effective application of these security
strategies)
Medium high 0.61-0.70
Medium low (indicates that although there are some 0.40-0.60
effective policy and protective measures there is not a
complete and effective application of these security
strategies)
Low (indicates that there are effective protective 0.20-0.398
measures in place; however, at least one weakness
exists such that an adversary would be able to defeat 0.10-0.198
the countermeasure)
Less likely—very low probability (indicates no 0.05-0.099
credible evidence of capability)

0.025-0.049
<0.024

Table 11.8 Probability Scale Used for Intelligence Analysis Risk

Estimation Model

Probability Scale for Intelligence Analysis

Probabilities in

an effective application of these strategies)

Description Decimal Description
Very high (indicates that there are no effective 0.90-1.00
strategies current in place to accurately validate the

information, or business-as-usual

High (there are some strategy and procedures to 0.80-0.89
acknowledge the validity of the information but not 0.71-0.79
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Table 11.8 Probability Scale Used for Intelligence Analysis Risk

Estimation Model (Continued)

Probability Scale for Intelligence Analysis

Probabilities in

Description Decimal Description
Medium high (indicates that although there are some 0.61-0.70
effective strategies and procedures there is not an
effective application of these strategies)
Medium low (indicates that there are effective 0.40-0.60
strategies in place; however, at least one weakness
exists that defeats the strategy to validate the accuracy
of the information)
Low (indicates that there are effective strategies and 0.20-0.398
sophisticated technologies but at least one piece of
information that is not totally clear) 0.10-0.198
Very low probability (there are effective strategies and <0.099
sophisticated technologies that validates the
information being provided)

Table 11.9 Risk Rates for the Event Tree Analysis

Event Tree List of Events

Symbol Description Risk Rate
CZ-A The terrorist leaders and supporters generate some 0.90

other operations while keeping the water

the proposed attacks.

misleading information for the U.S. intelligence
community and leaders to keep them focused on

infrastructure, dams, and reservoirs off guard from

against U.S. water infrastructure.

CZ-B Bold planning for the series of coordinated attacks 1/18 or 0.056

decision makers in the United States.

Ccz-C Terrorists generate events to divert the U.S. 0.90
intelligence community’s attention.

CzZ-D Weak information sharing and lack of information 0.80
validation.

CZ-E Weak intelligence and poor judgment among 0.80

(Continued)
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Table 11.9 Risk Rates for the Event Tree Analysis (Continued)

Event Tree List of Events

Symbol Description Risk Rate

LA-B1 U.S. government/DHS: Deficiency in policy for 0.50
requiring foreign international airports (or the
foreign aviation department) to have chemical threat
detection technology for flights heading to the
United States.

LA-B2 Terrorist uses chemical threat, cyanide\arsenic, or 0.95
equal as weapons.

LA-B3 Foreign international airports have poor or deficient 0.20
chemical threat detection technology.

LA-B4 Terrorists with their chemical weapon successfully 0.20
pass through the inspection point.

LA-B5 Terrorists with their chemical weapon successfully 0.90
enter the airplanes.

LA-B6 International flights with undetected terrorists head 0.95
to U.S. port of entry.

LA-B7 International commercial airplanes prepare to land 1.0
at LAX.

LA-B8 Terrorists utilize the chemical weapon and hijack 0.90
international commercial airplanes.

LA-B9 Terrorists land the international commerecial 0.95
airplanes onto the petroleum refineries near the
airport and surface water (ocean or river).

LA-C1 U.S. government/DHS: Deficiency in policy for 0.80
securing water and sewer manholes and pipelines.

LA-C2 Sanitary sewer manholes and pipelines are not 0.95
secured in downtown Los Angeles.

LA-C3 No mandatory or regular inspections in the manholes 0.80
or large pipelines within the downtown area.

LA-C4 Terrorists wear false utility company uniforms and 0.85
install IEDs.

LA-C5 Undetected IEDs are successfully installed in 0.95

manholes, water, or sewers, or stormwater utility
pipelines.
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Event Tree List of Events

Symbol Description Risk Rate

LA-D1 No sophisticated security system in the Hollywood 0.60
Reservoir or Mulholland Dam.

LA-D2 The terrorists were able to install IEDs on the dam’s 0.65
abutment.

LA-E1 No checkpoints or surveillance in Los Angeles 0.95
County’s aqueducts.

LA-E2 Terrorists were able to install IEDs on the aqueduct 0.50
pipelines.

LA-E3 Terrorists contaminate the water supply in the 0.10
aqueducts.

LA-E4 Terrorists’ accessibility to contaminate the aqueducts. 0.05

LA-F1 Terrorists successfully install IEDs in their vehicle. 1.0

LA-F2 Terrorists situate themselves in the traffic highways/ 0.98
freeways.

LA-F3 Terrorists generate accidents and blasts on major 0.98
highways leading into and out of Los Angeles (see
Figure 11.5 as an illustrative example).

LA-F4 Terrorists situate themselves in the traffic freeways 0.98
near the tunnels.

LA-F5 Terrorists generate accidents and blasting of the 0.98
tunnels.

LA-F6 The accidents and blasts create barriers and delay 0.90
for the emergency response team.

LA-F7 Terrorists detonate the IEDs. 0.85

NY-B1 U.S. government/DHS: Deficiency in policy for 0.50
requiring foreign international airports (or the
foreign aviation department) to have chemical threat
detection technology for flights heading to the
United States.

NY-B2 Terrorist uses chemical threat, cyanide\arsenic, or 0.95

equal as weapons.

(Continued)
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Table 11.9 Risk Rates for the Event Tree Analysis (Continued)

Event Tree List of Events

Symbol Description Risk Rate

NY-B3 Foreign international airports have poor or deficient 0.20
chemical threat detection technology.

NY-B4 Terrorists with their chemical weapon successfully 0.20
pass through the inspection point.

NY-B5 Terrorists with their chemical weapon successfully 0.90
enter the airplanes.

NY-B6 International flights with undetected terrorists head 0.95
to U.S. port of entry.

NY-B7 International commercial airplanes prepare to land 1.0
in the New York International Airport.

NY-B8 Terrorists utilize the chemical weapon and hijack 0.90
international commercial airplanes.

NY-B9 Terrorists land the international commercial 0.95
airplanes into the petroleum refineries near the
airport and near the surface water (ocean or river).

NY-C1 U.S. government/DHS: Deficiency in policy for 0.80
securing water and sewer manholes and pipelines.

NY-C2 Sanitary sewer manholes and pipelines are not 0.95
secured in downtown New York.

NY-C3 No mandatory or regular inspections in the manholes 0.80
or large pipelines within the downtown area.

NY-C4 Terrorists wear false utility company uniforms and 0.85
install IEDs.

NY-C5 Undetected IEDs are successfully installed in the 0.95
manholes, water, or sewers, or stormwater utility
pipelines.

NY-D1 No sophisticated security system in the Kensico Dam 0.40
vicinity.

NY-D2 The terrorists were able to install IEDs on the dam’s 0.65
abutment.

NY-E1 No checkpoints or surveillance in the Catskill 0.75

aqueducts/reservoirs/dams.
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Event Tree List of Events

Symbol Description Risk Rate

NY-E2 Terrorists were able to install IEDs on the aqueduct 0.50
pipelines.

NY-E3 Terrorists successfully contaminate the water supply 0.05
in the aqueducts.

NY-E4 Terrorists’ accessibility to contaminate the aqueducts. 0.05

NY-F1 Terrorists successfully install IEDs in their vehicle. 1.0

NY-F2 Terrorists situate themselves in the traffic highways/ 0.98
freeways.

NY-F3 Terrorists generate accidents and blasts on major 0.98
highways leading into and out of New York City.

NY-F4 Terrorists situate themselves in the traffic freeways 0.98
near the tunnels.

NY-F5 Terrorists generate accidents and blasting of tunnels. 0.98

NY-Fé6 The accidents and blasts create barriers and delay 0.90
for the emergency response team.

NY-F7 Terrorists detonate the IEDs. 0.85

LA-G1 Terrorists generate a massive explosion, comparable 0.95
to magnitude 7.0, through the attacks on petroleum
refineries.

LA-G2 Cause mass casualties and property damages. 0.80

LA-G3 Create major spills and contamination to surface 0.98
water and groundwater comparable to the
Deepwater Horizon accident.

LA-G4 Destruction of the underground water mains and 0.85
sanitary sewer pipelines.

LA-G5 Damage the environment by contaminating the 1.0
ocean, river, groundwater, land, and air.

LA-H1 Generate a gigantic flood. 1.0

LA-H2 Create economic crisis due to the need for cleanup 1.0

and recovery.

(Continued)
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Table 11.9 Risk Rates for the Event Tree Analysis (Continued)

Event Tree List of Events

Symbol Description Risk Rate

LA-H3 Create water supply shortage. 0.80

LA-H4 Cause destruction to the environment and generate 0.95
mass media attention.

LA-H5 Cause mass casualties and public panic/chaos. 0.90

LA-K1 Create economic crisis due to the need for cleanup 0.20
and recovery.

LA-K2 Create water supply shortage. 0.20

LA-K3 Cause mass casualties and public panic/chaos. 0.20

NY-G1 Terrorists generate massive explosion, comparable 0.95
to magnitude 7.0, through the attacks on petroleum
refineries.

NY-G2 Cause mass casualties and property damages. 0.80

NY-G3 | Create major spills and contamination to surface 0.98
water and groundwater comparable to the
Deepwater Horizon accident.

NY-G4 Destroy the underground water mains and sanitary 0.85
sewer pipelines.

NY-G5 Damage the environment by contaminating the 1.0
ocean, river, groundwater, land, and air.

NY-H1 Generate a gigantic flood. 1.0

NY-H2 Create economic crisis due to the need for cleanup 1.0
and recovery.

NY-H3 Create a water supply shortage. 0.80

NY-H4 Cause destruction to the environment and 0.95
generated mass media attention.

NY-H5 Cause mass casualties and public panic/chaos. 0.90

NY-K1 Create economic crisis due to the need for cleanup 0.20
and recovery.

NY-K2 Create water supply shortage. 0.20
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Event Tree List of Events

Symbol Description Risk Rate

NY-K3 Cause mass casualties and public panic/chaos. 0.20

NY-K4 Cause mass casualties and public panic/chaos. 0.20

CzZ-1 Terrorists create minor cyber attacks. 0.50

CzZ-2 The cyber attacks acquire media and public 0.80
attention.

CZ-3 The DHS focuses on cyberspace protection. 0.75

CZ-4 Security and defense research development focus 0.95
on cyberterrorism.

CZ-5 No major casualties, no destruction of the 0.20
environment, and no economic aftershocks
comparable.

CZ-MI Media announces that the principal terrorist leader 1.0
has a major illness.

CZ-M2 | General public believes that no major attack will take 0.70
place at the moment.

CZ-M3 | General public’s concern is mainly on economic 1.0
recovery and job creation.

CZ-M4 | U.S. economy is slow in recovery. Therefore, there is 0.98
less support for water infrastructure protection.

CZ-M5 | Deficiency in technology and protection policy (slow 0.95
in research and development for water infrastructure
protection and safety improvements).

CZ-M6 | Terrorists intrude into U.S. water infrastructure 0.90
(including dams, aqueducts, and reservoirs) and
successfully install the IEDs.

CZ-M7 | Water infrastructure destruction involving other 0.90
critical infrastructure.

CZ-M8 | The terrorists achieve a successful series of 0.90

coordinated attacks against U.S. water infrastructure
with the involvement of other critical infrastructure
such as highways, petroleum refineries, and aviation.

(Continued)
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Table 11.9 Risk Rates for the Event Tree Analysis (Continued)

Event Tree List of Events

Symbol Description Risk Rate

CZ-N1 Terrorists create low-profile attacks at the airports to 1.0
divert U.S. attention on aviation protection only
within the U.S. mainland.

CZ-N2 The local governments demand additional airport 0.90
security improvements.

CZ-N3 The U.S. government secures additional budget for 0.90
airport protection.

CZ-0O1 The media announces that the terrorist group is 0.90
financially unstable.

CZ-O2 | The general public and protection policy makers 0.50
tend to be off guard.

CZ-O3 | The U.S. government is focused on winning the war 0.90
(with more financial support for the wrongful war)
and job creation.

CZ-P1 The U.S. intelligence community trusts the 0.90
information regarding Iraq’s hidden WMDs and that
it supported the 9/11 terrorist attacks.

CZ-p2 The U.S. government is focused on winning the 0.70
wrongful war.

CZ-P3 The U.S. government exhausts its financial resources. 0.70

CZ-Q1 | The U.S. government is focused on winning the 0.80
Afghanistan war.

CZ-Q2 | The United States provides financial support to allies 1.0
and the international intelligence communities, and
a lower budget for water security.

CZ-R1 The U.S. intelligence community fail to anticipate the 0.90
attacks.

CZ-R2 The DHS, CIA, and U.S. Environmental Protection 0.90

Agency (EPA) fail to keep the Americans safe and the
resources secured.
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of the total potential loss that would result if the undesirable event occurred. This
second viewpoint places much less emphasis on probability and much more on the
potential level of impact.

The first step in intelligence formulation involving risk is to establish the various
factors that will be affected and determine the potential effects if these processes do
not proceed as desired. The probabilities of occurrence can then be estimated using
a stochastic model describing the events and the perceived risk. One of the most
powerful techniques to present the alternative outcomes of a situation that involves
risk is the event tree analysis, as shown in Figures 11.8b through g. It not only
allows the analysts to isolate and examine the potential of various parts of a compli-
cated process for creating negative outcomes but also is an effective mechanism to
communicate these risks to decision makers in the intelligence process. It translates
a situation with risk potential into a sequence of individual steps or subprocesses.

11.6.1 Risk Estimation and Risk Acceptability

Based on the event tree analysis for a series of coordinated terrorist attacks against
U.S. water infrastructure that involves other critical infrastructure, as shown in
Figures 11.8b through g, the comparison of risk estimation and risk acceptability
is presented in Table 11.10. The detailed incremental risk acceptability calculations
and results are presented in Table 11.11. Finally, the comparison of strategic alterna-
tives for U.S. intelligence and infrastructure defense against terrorism is presented

in Table 11.12.

11.7 Implications

U.S. intelligence is the core of all the effort of the Department of Homeland
Security (DHS). The U.S. Intelligence Community (2008) and DHS (2008a,b)
acknowledged and emphasized that improving the strategy and policy relating
to the intelligence enterprise can be a lead toward enhancing the security of U.S.
critical infrastructures. Based on the presentation and assessment presented in
this chapter, there is a very urgent need to improve the intelligence analysis and
information-sharing strategy within the intelligence community to defeat ter-
rorism. Figure 11.9 provides a schematic illustration of a modified or improvised
intelligence enterprise strategic plan embedded with cumulative prospect the-
ory. The improved intelligence enterprise strategic plan may potentially make it
more difficult for attacks to succeed or decrease the impact of attacks that may
take place.
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Water Science & Engineering/Security

One of the seventeen critical infrastructures vital to the security of the United
States, the water supply system remains largely unprotected from the threat of
terrorism, including possible revenge by Al Qaeda over the killing of Osama Bin
Laden. Recognizing and identifying prospective events of terrorism against the
water infrastructure is critical to the protection of the nation, as the consequences
triggered by a terrorist attack on the water supply would be devastating. Risk
Assessment for Water Infrastructure: Safety and Security provides a unique
quantitative risk assessment methodology for protection and security against
terrorist contamination, vandalism, attacks against dams, and other threats to
water supply systems.

Focusing on the human safety, environmental, and economic consequences
triggered by potential terrorist attacks and other threats, the book presents:

* The development of an integrated approach of risk assessment
based upon the cumulative prospect theory

* The qualitative/quantitative processes and models for security
and safe facility operations as required by EPA, DHS, and other
governmental and regulatory agencies

* The application of an integrated model to the risk assessment
of surface water, dams, wells, wastewater treatment facilities,
reservoirs, and aqueducts of large urban regions

* The development of intelligence analysis incorporating risk
assessment for terrorism prevention

Finally, the book presents the legal and regulatory requirements and policy related
to the protection and security of water infrastructure from terrorism and natural
hazards to both human health and the environment. By analyzing potential terrorist
risks against the water supply, strategic improvements in U.S. water infrastructure
security may be achieved, including changes in policy, incorporation of intrusion
detection technology, increased surveillance, and increased intelligence.
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