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Safety and Security

If interactive complexity and tight coupling—system characteristics—inevitably 
will produce an accident, I believe we are justified in calling it a “normal accident,” 
or a “system accident”. . . given the system characteristics, multiple and unexpected 
interactions of failures are inevitable.

—Perrow (1999)

Introduction

We all want and expect safe and secure energy. When we flip the switch, we 
expect the lights to come on. When we pull up to the pump, we expect the 

gasoline to flow. When we turn up the thermostat, we expect the furnace to light. 
Further, we do not want destruction of life, limb, or property anywhere along 
the energy supply chain. It takes massive amounts of capital and an impressive 
array of technology to deliver these valuable capital-intensive energy products to 
our vehicles, homes, and industries. However, ever since humans have designed 
equipment that can leak, implode, explode, collide, crash, and burn, it inevitably 
has. Adding more complexity, tighter coupling, more deadly substances, more 
hostile environments, greater speed, and greater volumes in complex networked 
systems has only increased such risks (Perrow 1999).

Accidents and failures happen for a variety of reasons, and the results can 
sometimes be quite spectacular:

• Equipment can fail from normal wear and tear, poor design, 
or random flaws.

• Humans can cause failure through deliberate commission, 
as in terrorist attacks.

• Humans can cause failure through omission, as in failing to 
implement proper maintenance, failing to take proper precautions and 
implement safe operating procedures, or by not reacting appropriately 
in threatening situations.
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• Nature can throw unexpected curve balls in the form of tsunamis, 
volcanoes, asteroids, hurricanes, tornadoes, fires, floods, and more.

• One type of failure can cascade into others in tightly coupled systems, 
with complicated interactions.

Reason (1990) notes that in a study of 180 significant potentially dangerous 
nuclear events around the mid-1980s, 52% resulted from human failures, while 
40% were caused by design and manufacturing problems. Poor procedures and 
training were responsible for more than one-half of the human errors. The most 
serious event prior to the study date occurred at Three Mile Island, Pennsylvania, 
in 1979. It was caused by design, equipment, and human error.

Although designs vary, there are typically four main safety features of reactors:
1. Ceramic fuel pellets create a slight delay in the nuclear reaction to allow 

time for insertion of control rods to shut down the reaction. 
2. Cladding around the fuel rods keeps radioactive materials from 

contaminating the cooling water. 
3. The thick steel plates of reactor vessels contain the reaction. 
4. A containment building of steel or reinforced concrete is designed to 

trap radiation in the event of a reactor vessel breach. (IAEA, n.d.)
In the event of a problem in which the reaction could run out of control, the 

first line of defense is to shut down the reactor. The shutdown is accomplished 
by dropping neutron absorbing control rods or materials into the reactor core. 
This shutdown process is referred to as a scram or trip, depending on the reactor 
design. However, if the reactor is overheated and things get warped, it can become 
impossible to insert the control rods. Then one hopes the reactor vessel is strong 
enough to contain the reaction, or if all else fails, that the containment building will 
provide a final safeguard.

At Three Mile Island, a stuck valve resulted in a loss of some cooling water. 
Ambiguities on the control panel caused operators to mistakenly dump even more 
cooling water. The overheated reactor prevented control rods from being inserted 
to trip the reactor. Although a partial meltdown occurred, only small amounts 
of radioactivity were released into the atmosphere when steam was vented to 
reduce pressure in the containment building. Luckily, the containment building 
held, preventing any further contamination. However, it took 14 years and around 
$1 billion to clean up the environmental mess (NY Times 1993).

The design and operator errors were much more serious for the Chernobyl 
reactor in Ukraine in 1986. During a power-down test, improper cautionary 
procedures and design flaws resulted in reactor instability. Power surges and an 
explosion blew the lid off the reactor vessel. The graphite, which was intended 
for absorbing neutrons and shutting down the reaction, caught fire. With no 
proper containment building, reactive materials were thrown into the atmosphere, 
spreading across parts of Russia and Europe in the ensuing days and weeks. 
Although estimates of the total long-term damage vary considerably, the direct 
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death toll for emergency workers during the first year after the accident was 134. 
Premature deaths from cancer in the decades since are presumed to be in the 
thousands. Direct costs such as cleanup, resettlement, and lost agricultural and 
forest output are estimated to be in the hundreds of billions of dollars. (For more 
information, see the summary of an extensive study by international organizations 
on the accident and its aftermath at IAEA [2006].)

The most recent nuclear catastrophe occurred in 2011, when an earthquake 
struck off the northeast coast of Japan. Three of the six nuclear reactors at the 
Fukushima Daiichi Nuclear Power Plant were offline at the time. The remaining 
three were automatically shut down, and emergency diesel backup generators came 
online to maintain cooling and other essential operations. The ensuing tsunami 
knocked out the backup generators and their fuel tanks, causing the reactors to 
overheat and melt down, releasing significant amounts of radioactive particles. In 
this accident, the emergency equipment worked properly, but the tsunami wave 
was higher than the design capabilities of the surrounding protective wall. There 
was no direct loss of life from the accident, and currently the health effects are 
thought to be small (Canadian Nuclear Safety Commission 2012). However, it is 
estimated that cleanup and compensation costs will exceed $200 billion in the 
next 10 years (Japan Center for Economic Research 2011). See the US Nuclear 
Regulatory Commission (US NRC, n.d.) and the International Atomic Energy 
Agency (IAEA, n.d.) for more information regarding all aspects of the nuclear 
power industry.

Pathak and Pathak (2011) find that human and management failure also make 
a significant contribution to coal mine accidents. Such accidents, along with the 
above nuclear and other accidents along the energy supply chain, happen with some 
regularity. Occasionally these accidents result in large damages, both in monetary 
and human terms. Sovacool (2008) documents 279 high-profile energy accidents 
from 26 countries across the globe from 1907 to 2007. Since only accident reports 
published in English were sought out, almost 80% are from English-speaking 
countries. To be included, the accident must have been unintentional, caused at 
least $57,850 of property damage (in real 2013 dollars) or one death, and been 
along the energy supply chain from production through to distribution.

Although hydropower is often considered benign, the deadliest accident in 
Sovacool’s inventory was the failure of the Shimantan Dam in China in 1975, 
causing 171,000 deaths and billions of dollars in property damages. As with 
Fukushima, nature presented a situation that far exceeded the design capacity 
of the facility. The dam broke when heavy rains filled its reservoirs to twice their 
design capacity. In Sovacool’s survey, nuclear accidents caused the most property 
damage, followed by oil. Given the large damages estimated for Fukushima, 
nuclear likely still ranks first. Many of the oil-related accidents involve oil spills. 
Damages can include the lost oil, the cost of cleaning up the fugitive barrels, and 
the damage the oil can inflict on ecosystems. For some of the more dramatic oil 
spills see http://dahl.mines.edu/b1101.pdf.
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The most cataclysmic oil spill accident happened in 2010 in the Gulf of Mexico. 
BP was the operator of the deepwater exploratory Macondo well being drilled by 
the Deepwater Horizon semisubmersible rig. The rig was owned and leased to BP 
by Transocean. BP and Transocean employees were conducting the operation 
with a subcontract to Halliburton through Sperry Rand to do the cement job and a 
subcontract to Cameron, who developed the blowout preventers. Current drilling 
procedures require the circulation of mud during well drilling to keep oil, gas, and 
water from flowing into and up the wellbore, known as a kick. If a kick occurs, 
proper drilling mud pressures need to be reestablished. If efforts to regain control 
fail, a piece of equipment called a blowout preventer (BOP) can be used to shut in 
the well to prevent the liquids and gas from blowing out of the wellhead. Once the 
well is completed, drilling fluids are replaced with cement to stabilize and seal off 
various zones from the wellbore. In the case of the Deepwater Horizon accident, 
operators failed to recognize a kick. Gas migration to the surface from the ensuing 
blowout caused an explosion and fire that sank the rig after two days. Eleven men 
died on that fateful night, and the uncontrolled well continued to spew crude oil in 
the Gulf waters for almost three months. A faulty cement job was credited as the 
most prominent cause of the accident by an official investigation team (Deepwater 
Horizon Study Group 2011; JIT 2011). In addition to the loss of life, BP estimated 
the total cost for the accident to be more than $40 billion (Ramseur 2012).

Sovacool found natural gas accidents to be the most common in sheer numbers 
and also the most likely to include an explosion. Although fatalities were often 
involved, natural gas accidents trailed behind nuclear and oil in property damage. 
Explosions were also prominent in coal mine accidents, which were ranked fourth 
in both property damage and number of fatalities. Such explosions often involved 
methane, the lightest and main component of natural gas. If the gas released 
during the mining process ignites, it will cause an explosion. Canaries were the first 
methane detectors in coal mines. A dead canary signaled the potential presence of 
methane, which could result in the deaths of miners from suffocation or explosion. 
Coal dust can also ignite and cause explosions.

Sovacool found no high-profile accidents for other renewable sources. However, 
they are not without their casualties. Paul Gipe’s worldwide database catalogs 76 
deaths in 14 countries related to wind electricity from 1980 to 2012 (Gipe 2013). 
Geothermal energy has been known to suffocate with sulfur dioxide poisoning and 
to cause explosions. Solar photovoltaics most often have fatalities from roof falls 
during installation or maintenance. For more information on dangers of renewable 
energy sources, see the US Department of Labor (US DOL, n.d.).

Disruptions and damage can also be the results of deliberate actions. Figure 13–1 
shows a sample of oil disruptions going back more than a century, all of which were 
set off by political events. The disruptions are estimated as the maximum barrel 
per day reduction during the course of the incident. The earliest disruptions noted 
in the figure occurred in Russia. Historically, the Russian Empire (subsequently the 
Soviet Union and then the Russian Federation) has always had a prominent role 
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in oil markets. In 2013, Russia was the largest oil producer, with about 13% of the 
world’s output of 76 million barrels per day (Mbbl/d). It falls to third after Saudi 
Arabia and the United States if we add in NGLs (EIA, n.d.d). In 1900, the Russian 
Empire accounted for about one-half of world oil production. Although Russia has 
never regained such an overriding role, its two revolutions caused more than a 5% 
shortfall in world oil production (API 1971).

First Russian Revolution (1905–06)(10.9%)
Russian Revolution & Civil War (1917–22)(7.2%)

Iranian Nationalization (1951–54)(5.1%)
Suez Crisis (1956–57)(12.0%)

Six Day War (1967)(5.7%)
Arab Oil Embargo (1973–74)(7.7%)

Iranian Revolution (1978–79)(9.2%)
Early Iran-Iraq War (1980–81)(6.9%)

Gulf War I (1990–91)(7.1%)
Venezuelan Strike (2002–2003)(3.9%)

Gulf War II (2003)(3.3%)
Nigeria/Delta Violence (2003)(1.2%)

Libyan Revolution (2011)(2.3%)
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Fig. 13–1. Significant oil disruptions
Sources: Yergin (1991); API (1971); US EIA (n.d.d); Crude Oil Peak (2012). 
Note: 106 bbl/d indicated on the right, and percent of world oil and lease condensate production is in 
parentheses on the left after the date.

Egyptian President Gamal Abdel Nasser’s seizure of the Suez Canal caused the 
largest percentage disruption. The rest of the shortfalls involve countries that were 
or came to be members of OPEC. The Iranian nationalization in 1951 was eventually 
followed by a US CIA–backed coup, and the multinationals again regained control. 
The largest barrel-per-day disruption occurred during the Iranian Revolution. Iraq 
was involved in three of the disruptions, twice in wars it triggered and the most 
recent war orchestrated by the Bush administration in the United States.

The damages from such disruptions vary significantly. With existing spare 
capacity, other producers may step in and the results may be minimal. If spare 
capacity is low, immediate price spikes serve to allocate the existing production. 
Longer term, the higher prices may feed back to the macro economy. (See 
Hamilton [2011] for a survey of studies on the effects of oil price shocks on the US 
macro economy.)

One of the above incidents involved the Suez Canal. The US EIA refers to 
this canal and contiguous pipelines as well as other narrow global points where 
significant oil or petroleum products pass through a confined area as chokepoints. 
They note seven such points, shown on the map in figure 13–2.
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Blockage of any of these points by saboteurs, pirates, or accidents could cause 
significant disruption to world oil markets. To understand the effect such a blockage 
might have, take the following example. The West, fearing Iran is developing 
nuclear weapons, began an embargo of Iranian oil in mid-2012. In retaliation, Iran 
threatened to block off the Straits of Hormuz. In the event of such a blockage, let’s 
consider what might happen.

Fig. 13–2. Oil and product world chokepoints
Source: US EIA (2012c).

World oil production plus lease condensate was about 76 Mbbl/d in 2012. It 
is estimated that about 17 Mbbl/d pass through the Straits of Hormuz (US EIA 
2012c). Brent crude oil averaged about $111 in 2012 (US EIA, n.d.b). Historical 
data suggests that the very short run elasticity of oil demand might be –0.05 (Dahl 
1993). Remembering our analysis from chapter 4, this disruption suggests that the 
proportionate price change would be as follows:

 
= Q

∆Q

P
∆P = 4.47

εP

= 76
–17

–0.05

The price elasticity result suggests that with such a large disruption, the price 
of oil could more than quadruple, spiking to more than $500 per barrel in the very 
short run.

Given such potential costs, how should we respond to potential accidents 
and disruptions? In the coming sections, we will consider how both markets and 
governments might respond.
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Market Responses to Uncertainty and Disruption
Humans typically tend to be risk averse. That is, they often prefer a sure thing to 

a gamble with an uncertain but higher expected outcome. Thus, an oil seller might 
prefer a certain price of $100 a barrel to a 50% chance of receiving $50 per barrel 
(/bbl) and a 50% change of receiving $175/bbl. In the gamble, the expected price is 
the following: 

 
E(X ) =

i=0

n

Σ Xi P(Xi) = 75 × 0.5 + 175 × 0.5 = $125

Similarly, for two gambles with the same expected outcome, the seller is likely 
to prefer the one with lower uncertainty. Uncertainty is often measured as the 
variance of the gamble (σ2) equal to the expected squared deviation from the mean 
or by its standard deviation (σ):

 
σ2 = E(X – E(X))2 =

i=1

n

Σ(Xi – E(X))2P(Xi) = (75 – 125)2 × 0.5 + (175 – 125)2 × 0.5 = $2500

Or σ = (2,500)0.5 = $50. The seller is likely to prefer the above gamble to one with 
a 50% chance of receiving $50/bbl and a 50% chance of receiving $200/bbl. This 
latter gamble would have the same expected value as the former or E(X) = 0.5 × 50 
+ 0.5 × 200 = $125, but its variance and standard deviation are considerably higher: 
σ2 = 0.5 × (50 – 125)2 + 0.5 × (200 – 125)2 = $5,625, and σ = $75.

One way to reduce the variance in the market is to diversify. To illustrate, 
suppose there are two buyers whose markets are independent of each other. 
Let the expected gambles be the same for the two buyers and the same as 
the first gamble above: a 50% chance the price will be $75/barrel and a 50% 
chance the price will be $175. We call such values with probabilities attached 
random variables. The function that describes the random variables is 
called the probability distribution. Now suppose the buyer splits purchases 
equally between the two markets. The following shows the possible price 
pairs in the two markets: (X1,X2) = (75,75), (75,175),(175,75),(175,175). (See 
http://dahl.mines.edu/courses/dahl/ps/st1/ps_st1.htm for a review and references 
for basic probability theory.) If prices in the two markets are independent, the 
probability that each possible X1 and X2 choice occurs is the probability of their 
intersection = P(X1 X2) = P(X1) × P(X2). Thus, the probability of each possibility 
for (X1,X2) is as follows:

 a. P (75,75) = P(X1=75) × P(X2=75)=(1/2)(1/2) = (1/4)(1/4)
 b. P (75,175) = P(X1=75) × P(X2=175)=(1/2)(1/2) = (1/4)(1/4)
 c. P (175,75) = P(X1=175) × P(X2=75)=(1/2)(1/2) = (1/4)(1/4)
 d. P (175,175) = P(X1=175) × P(X2=175)=(1/2)(1/2) = (1/4)(1/4)
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Now create a new random variable that is the average price paid for oil in each 
case, a to d, and the likelihood of getting that price is the following:

 a. (75 + 75)/2 = 75, P(75) = 1/4
 b. and c. (75 + 175)/2 or (175 + 75)/2 = 125, P(125) = P(b) + P(c) = 1/4 + 1/4 = 1/2
 d. (175 + 175)/2 = 175, P(175) = 1/4
Computing the mean and variance of this new random variable X, you will find 

E(X) = $125, and σ 2
x  = $1,250. Notice by diversifying into two markets, the mean is 

the same but the variance has fallen by half.
In the above case, we assumed that prices in the two markets are completely 

independent. However, let’s relax that assumption and assume they are negatively 
correlated so that when price in one market is low the other is always high, and 
vice versa. In that case there are only two possibilities, and their probabilities are: 
P(X1 = 75, X2 = 175) = 1/2 and P(X1 = 175, X2 = 75) = 1/2. Notice we have removed 
all uncertainty in this market, and the average price is always $125. Thus, the more 
the two markets move in the opposite direction, the more we can reduce risk 
and uncertainty. 

If we take the opposite extreme, where the two prices always move together, 
we get the two cases: P(X1 = 75, X2= 75) = 1/2 and P(X1 = 175, X2 = 175) = 1/2. In 
this case, there is no advantage to diversifying, for the average price has the same 
probability distribution as the original random variables with the same mean and 
variance. However, provided the prices are not perfectly correlated as in the last 
case, we can reduce uncertainty by diversifying or not “putting all our eggs in one 
basket.”

The results can be generalized as follows for any two independent random 
variables X1 and X2, with identical mean μ and variance σ2. Then the expected  

value and variance for the average of the two random variables ((      2      )X1 + X2) are  

E(      2      )X1 + X2  = µ and σ 2
x  and 2

σ 2
. (See http://dahl.mines.edu/st13/st13.pdf question 1  

for a derivation of this general case). Thus, by diversifying into two independent 
markets with the same mean and variance, we can reduce by one-half the variance 
of our price for the general case.

With more complicated computations, this result can be generalized even 
further to the variance of average price, if we buy different shares (αi) from n 
independent markets with the mean and variance in the ith market equal to μi and 
σi

2. Then the average price of the formula is the following:

 X = α1X1 + αnXn

The mean and variance of X are as follows:

 
E(X ) =

i=1

n

Σ
i=1

n

Σαi
2µi and αi

2σi
2 = σ X =

i=1

n

Σαi
2σi

22
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If prices are positively correlated in all markets, the variance will be larger, and 
if the prices are negatively correlated, the variance will be even smaller. However, 
unless the prices are perfectly positively correlated, the variance is lowered 
by diversifying.

The same analysis could be done on an X that represents the quantity of 
product available or the quantity of product purchased. If we are worried about 
disruptions, embargos, business cycles or accidents, which would disrupt our sales 
or purchases, we may lower our risk by diversifying. We can see this desire for 
diversification in table 13–1, which shows oil trade with OPEC by major region in 
2012. Although North Africa is closest to Europe, and it sends the largest quantity 
there, it also sells about a third of its oil exports to other markets. The Middle 
East is closest to the Asia-Pacific market via supertanker, yet it distributes around 
one-fourth of its exports to other markets. Similarly, buyers diversify as well. In 
2012, North America got one-third of its oil from the Middle East and Africa, yet 
it is closer to Latin America. Similarly, Europe got 20% of its oil from the Middle 
East, yet it is closer to North and West Africa.

Table 13–1. OPEC flows of crude oil, 2012 (1,000 bbl/d)

   
Europe

North 
America

Asia & 
Pacific

Latin 
America

 
Africa

Middle 
East

Total 
World

Middle East 1,805 2,309 12,368 175 448 292 17,397
Iran 162 – 1,839 – 101 – 2,102
Iraq 547 559 1,205 105 – 7 2,423
Kuwait 99 220 1,699 – 52 – 2,070
Qatar – – 586 2 – – 588
Saudi Arabia 991 1,423 4,577 68 216 281 7,557
UAE 7 106 2,461 – 79 4 2,657
North Africa 1,139 298 303 29 2 – 1,771
Algeria 424 263 92 29 – – 809
Libya 715 34 211 – 2 – 962
West Africa 1,097 1,310 1,192 253 179 – 4,031
Angola 353 86 1,101 47 76 – 1,663
Nigeria 744 1,224 91 206 103 – 2,368
Latin America 69 708 570 736 – – 2,082
Ecuador – 229 21 108 – – 358
Venezuela 69 479 550 628 – – 1,725
 Total 4,110 4,625 14,433 1,193 629 292 25,281

Source: OPEC (2013). 
Note: UAE = United Arab Emirates. Totals may not exactly equal the sum of components because 
of rounding errors.
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Just as countries may diversify across suppliers, they may also diversify across 
fuels. In 1973, hydro and nuclear together produced about one-fourth of the 
world’s electricity, about the same amount of electricity as oil. However, with the 
price run-ups and oil insecurities of the 1970s, there has been both a relative and 
absolute shift out of oil for electricity generation. Natural gas gained the largest 
relative share, followed by nuclear and coal. Although hydropower generation has 
more than doubled in capacity, it has not kept pace with the previous three, and it 
lost share. Other renewables for electricity generation, especially wind and solar, 
have grown quite spectacularly recently, averaging more than 20% annually for the 
past decade. However, they started from such a small base that they have not yet 
even caught up to oil. Wind and biofuels make up the largest two categories of the 
other renewables, each with more than 40%. The largest wind generation is in the 
United States, China, and Spain. The largest biofuel and waste capacity is in the 
United States, Germany, and Brazil. Solar has a few champions, such as Germany, 
Spain, and Japan, but it is still less than 1% of world generation and still less than 
4% of capacity in these top producers (see fig. 13–3 for recent global shares of all 
major electricity sources).

1973 (6115 TWh) 2011 (22,126 TWh)

Coal/Peat
38.3%

Other 0.6%

Hydro
21.0%

Nuclear 3.3%
Natural Gas

12.1%
Oil

24.7%

Coal/Peat
41.3%

Oil 4.8%

Natural Gas
21.9%

Nuclear
11.7%

Hydro
15.8%

Other 4.5%

Fig. 13–3. Share of global electricity consumption by fuel
Source: IEA (2013a).

Markets will also help in the case of disruption. Shortfalls will be followed by 
higher prices that will help allocate existing supplies. The higher prices will signal 
buyers to purchase less and suppliers to produce more.

Importing companies may hold inventories to help tide them over in the event 
that weather or other problems cause short-term disruptions. With shortages and 
higher prices, they will be able to profit from drawing down inventories when prices 
are high. So how much inventory should they hold? First, they need to evaluate the 
likelihood of a disruption times the profit or loss from a disruption. They would 
want to hold inventory up to the point where the marginal expected benefits of 
the inventory equal the marginal expected costs. The expected benefits could be a 
reduction in product losses, or it could be additional revenue gained from the sale 
of inventory at higher prices during disruptions.
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Producing countries may hold spare production capacity to be able to take 
advantage of price spikes and keep prices more stable. For example, from 2001 to first 
quarter 2012, US EIA (2012a) estimated that OPEC spare capacity averaged about 2.6 
million barrels a day (fig. 13–4). The figure shows higher reserves during economic 
weakness, such as in the early 2000s, when oil price averaged around $40 per barrel. 
Spare capacity was much lower with the price run-up from 2004 to 2008. It rose 
dramatically with the recession in 2009 but then trended down as oil prices increased.
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Fig. 13–4. OPEC spare capacity in millions of barrels a day
Source: US EIA (2012a).

Governments and Energy Security
So, do governments need to step in and make contingencies for disruptions? 

As economists, we are always suspicious of governments interfering in markets. 
Thus, we need to be convinced that markets would fail and governments would fail 
less. For example, we could consider government intervention in the market in the 
following situations:

• Companies are unable to correctly evaluate risks.
• There are externalities to a disruption, with higher energy prices having 

negative impacts on inflation, unemployment, and economic growth.
• Governments can exploit greater economies of scale than companies.
• Governments can reduce risk at lower cost through diplomacy 

or other means. 
(See Bohi and Toman [1996] for a nice discussion of the role of government in 
energy security.)
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Although it is debatable whether governments will handle disruptions better 
than the market, numerous countries now have strategic stockpiles of oil. It is 
argued that such stocks can provide a deterrent to a deliberate reduction in oil 
supplies and can be tapped to temper price spikes during accidental disruptions. 
Since 2001, the IEA has required that importing members hold stocks equal to 
90 days worth of the previous year’s net imports (IEA, n.d.a). Figure 13–5 shows 
historical total petroleum stocks and those held by the private sector for countries 
for the IEA as reported by US EIA (n.d.d.). The difference between these is due to 
government-held stocks. These strategic IEA government reserves began in the 
late 1970s and reached nearly 40% of petroleum stocks by 2011. China, India, and 
Russia, as well as some other countries, have also started or are planning strategic 
petroleum reserves (Clayton 2012; Russia & India Report 2012).
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Source: US EIA (n.d.d).

Critics of strategic government stockpiles argue that such stocks are expensive 
to maintain and that the government is taking on a task that should rightly be 
done by the private sector. With government stocks, there will be a tendency for 
private companies to free ride and hold less. We can see some evidence for these 
arguments in figure 13–5. Despite IEA oil product consumption rising by about 
30% from 1984 to 2005 before backing off somewhat from high prices and a weak 
world economy, private stocks remained relatively flat during the whole period. All 
the substantive growth in reserves was in those controlled by governments.
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Second, governments may pay more for stocks than the private sector as they 
respond to political motivation and election cycles. Thus, when oil prices are high 
and oil is an issue, they may be more likely to stockpile. When prices are low and 
oil is not an issue, they may be less likely to stockpile. Between 1984 and 2011, a 
simple correlation shows some evidence of such behavior, with a positive relation 
between government-controlled stocks and oil prices.

A third argument is that governments, being quite risk averse, are less likely to 
release stocks during a disruption in case the situation worsens. However, the IEA 
has released strategic reserves on three occasions as of this writing: during the Gulf 
War in 1991, after Hurricane Katrina in 2005, and during the Libyan disruption 
in 2011 (Herron and Favole 2011). There was speculation that there might be a 
release in response to the embargo of Iranian oil if markets got tight enough, but 
that never happened.

Additionally, governments may spend money on R&D to reduce dependency on 
insecure fuels. Since information has public good aspects, the case for government 
intervention may be stronger, and we do see governments investing. Figure 13–6 
shows the R&D investment into energy efficiency.
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Fig. 13–6. IEA countries’ investment in energy efficiency
Source: IEA (n.d.o). 

The figure shows a tripling of investment in energy efficiency after the supply 
shocks and oil price run-ups of 1974 and 1979. There was also a doubling of such 
investments with the demand shocks and corresponding price run-ups from 2004 
to 2008. It trended down during the 1980s when markets were awash in oil and 
price run-ups were eventually halted. However, it then resumed a generally upward 
trajectory, with decreases after bouts of economic weakness.
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Energy Accidents
How might the market respond to the risk of accidents? Suppose the loss from 

an accident can be represented by L(A) and the probability of an accident is P(A). 
The expected loss (EL) from an accident is then the following:

 EL = L(A) × P(A) + 0(1 – P(A))

Further, a firm can spend X dollars on safety standards and preventative 
measures. This X might reduce the losses if an accident occurs or reduce the 
probability of an accident. Thus, we can write the expected loss from an accident 
as follows:

 EL = L(A,X) × P(A,X)

Assume that < 0, > 0∂EL
∂X

∂2EL
∂X2 . Thus, increasing X reduces losses. However, the  

slope of this marginal reduction in expected losses (∂EL
X ) gets larger as X increases.  

Since the slope of < 0, > 0∂EL
∂X

∂2EL
∂X2 is negative, an increase makes it less negative or closer to  

zero, and the incremental reduction in losses gets smaller in absolute value as X  
gets bigger. Let’s consider the easiest and least expensive safety precautions first. 
However, we know it is impossible to forestall all accidents and make any activity 
totally safe. Thus, each additional dollar of precaution has a smaller incremental 
effect than the last. Our total expected loss from an accident is any expected 
accident losses plus our expenditure on safety (EL(X) + X). Suppose the functions 
are those shown in figure 13–7. Then the optimal level of precaution that minimizes 
losses is at X*.

Now let’s develop the general principle for picking X*. Minimize our total 
expected loss EL(X) + X with respect to X as follows:

 + = 0∂EL(X)
∂X

∂X
∂X

The first-order conditions are as follows:

 – = 1∂EL(X)
∂X  (13–1)

Equation (13–1) tells us to increase expenditure on precaution up to the point 
where the last dollar spent is just offset by the marginal reduction in losses from 
the expenditure. Second-order conditions to determine when this condition is a 
maximum are the following:

 > 0∂2EL(X)
∂X2
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Fig. 13–7. Optimal spending on safety precaution (X*)

Our second-order conditions hold from the properties of EL as discussed above.
To make a risk assessment and apply the principles developed above, managers 

will need to know the following:
• the probability of an accident, such as a well blowout
• the hazards and damages caused by an accident, such as loss of life, 

injuries, loss of property, and environmental damage
• the economic value of the damages
• available safety systems, their costs, and their effectiveness

So the market should provide incentives to invest in risk reduction using the 
above principles. Do we think the market will fail to provide the right amount 
of safety investment, leaving room for regulation? Accidents typically have 
externalities, with innocent bystanders suffering damages. The market is unlikely 
to consider these externalities. Thus, the firm may take higher risks because it 
generally does not bear all the costs of taking such risks. Such a situation is called 
a moral hazard and may arise from asymmetrical information. The parties that 
may bear some of the costs of the accident may not even be aware of the risk. Thus, 
governments step in with liability laws so that external losses will be internalized. 
However, even with liability laws, a firm can always go bankrupt, which truncates 
the maximum damages it can incur. Further, losses may have to be recouped 
through the courts, which can be an expensive process.

If there are information failures, private firms may not be able to correctly 
judge probabilities, losses, or safety options. This is more likely the case for small 
firms than for larger firms. Since information has aspects of a public good, the 
market may underinvest in safety information. Governments may choose to step 
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in. They may perform ex ante activities to support research and development in 
safety measures, pass safety standards, spend money on safety inspections, and 
implement fines for safety violations. Governments may perform ex post activities 
as well. They can require firms to pay liabilities and fines, and they could even 
inflict jail sentences if accidents are found to be the result of negligence or failure 
to follow required safety standards.

With safety regulation, governments have to decide not only on the regulations 
themselves but also the means of enforcement. We can think of the regulator as the 
agent, whose objective is to achieve the optimal level of safety for society. The firm 
is the agent responsible for carrying out this task. Typically, this process includes 
a moral hazard, as the regulated agent has more information than the regulatory 
agent. Here Becker (1968), in a classic article on crime and punishment, gives 
us some insight. The government has limited resources to inspect and discover 
whether the firm is complying. Suppose it wants firms to invest X in safety and 
it fines them X if they do not comply. If we catch one-half of the violations, the 
expected loss to the firm from fines would be E(X) = 0.5 × X + 0.5 × 0 = 0.5X. To 
raise their expected losses from noncompliance, we could allocate more resources 
to catching violations, thus raising the probability of noncompliance from 0.5, or 
we could raise the fine. Therefore, the government’s nontrivial challenge is to pick 
an optimal combination of inspections and fines to arrive at the optimal safety 
target using the minimal amount of resources. We think of the regulator as the 
agent for society. However, there is also the risk of regulatory capture, in which 
the regulator turns a blind eye to infractions in return for bribes or the prospect of 
later joining the regulated firm.

Another principal/agent problem in this scenario is that management is 
the agent for stockholders, who are the principals. If an accident occurs and 
management can simply move on, stockholders may unwittingly bear more of the 
risk for underinvestment in safety. Hence, jail time or fines for management may 
also help internalize accident risks.

As a result, there are arguments in favor of regulation relating to safety. See 
Vasquez Cordano (2012) for a more complete discussion and modeling of safety 
regulation in energy and mineral industries. In the next section, we will consider 
how nuclear power was encouraged in the United States and how the promotion 
might have influenced investment in safety practices.

US Government Promotion of Nuclear Power
In the early years of US nuclear energy, the government was a strong proponent. 

Private industry was more risk averse and concerned about liabilities and, thus, did 
not move into nuclear energy as quickly as the government would have preferred. 
The US federal government passed the Price-Anderson Act in 1957, which 
set a nuclear liability limit for 1957 to 1967 at $560 million. In the event of an 
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accident, the utility would have been responsible for the first $560 million, and 
the government would cover the rest of the damages. The act has been extended 
a number of times and is still in place. As of 2012, the liability had been raised to 
$11.6 billion and the law has been extended to 2025 (US NRC 2012).

Let us consider two possible effects of this act. We will do the first analysis 
with our standard supply and demand diagram before the act was passed. In figure 
13–8, suppose that D is the demand for nuclear energy and S is the private market 
supply. Under this scenario, the amount of nuclear energy would be Q1 and the 
price would be P1.

Reducing the risk of loss reduces cost to S'. Thus, we have more nuclear power 
than without Price-Anderson. We could take a more extreme case, as in figure 
13–9, where S represents private supply and D represents private demand. In such 
a case, the risk costs are so high that the private market would not have developed 
nuclear power without the insurance. Consequently, the Act clearly should have 
had the effect of increasing the amount of nuclear energy and may even have 
spurred the creation of the industry, when the private market might not have.
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Fig. 13–8. Nuclear power with (S) and without (S' ) government support, case 1
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Fig. 13–9. Nuclear power with (S) and without (S' ) government support, case 2

A second effect that such a bill may have is on the level of precaution in building 
and operating a nuclear power plant. Nuclear power plant owners have numerous 
options for making their plants safer, including more shielding in the form of lead 
and concrete, backup safety systems, and personnel training. The more precautions 
that are taken, the more expensive the last precaution is likely to be on the margin. 
This marginal cost of precaution is represented as MC in figure 13–10. The 
marginal benefit of extra precaution is the reduction in expected liability, which is 
represented by MB.

From the figure, it is quite easy to predict the expected outcome. With no 
Price-Anderson Act, the profit maximizing utility should invest in precaution up 
to the point where the marginal benefit of precaution equals the marginal cost of 
precaution at An. With the $11.6 billion limit, the profit maximizing amount of 
precaution is Apa. The economic incentives of the bill may result in a nuclear power 
industry that is larger and less safe than would have existed in the private market.
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Fig. 13–10. Optimal nuclear safety precaution with and without the Price-Anderson Act 

Summary
Energy disruptions occur with some regularity. They may be deliberate acts, 

such as the sabotage of pipelines or workers’ strikes, with political or economic 
motives. Or disruptions may be due to accidental events, such as nondeliberate 
fires and explosions. In such cases, we do not know whether the event will occur 
ahead of time. The best we can hope for is to have an idea about the likelihood of 
such an event occurring.

In this chapter, we considered numerous oil disruptions and three high-profile 
accidents at Three Mile Island, Chernobyl, and the Macondo well. Markets 
can be expected to handle such events in various ways. During the disruption, 
ideally, higher prices will signal to producers to increase production and signal to 
consumers to decrease consumption. Existing production will be allocated to its 
highest value use. Without government interference, we can expect markets to 
clear, albeit at higher prices. If the market is reasonably competitive, government 
price restrictions are likely to result in shortages, with the potential for black 
market activity. With expectations that markets may be disrupted, firms are likely 
to hold some inventories of storable products that are bought at lower prices and 
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sold at higher prices. Producing countries may hold excess capacity that can be 
used to calm excited markets. Both consumers and producers may diversify sales 
and purchases to lower the risk of disruption.

If there are negative externalities associated with the disruption, governments 
may hold strategic stockpiles. Such stockpiles act as insurance and may provide 
deterrence for deliberate disruption. However, political motivations for creating 
such stockpiles may mean they are not an economic bargain. Governments may 
buy high and sell low or may be hesitant to utilize the stockpiles, and firms may free 
ride on these public goods. Alternatively, governments may spend money on R&D 
for energy efficiency and to reduce dependency on insecure fuels.

Firms will respond to the threat of accidents by investing in safety measures. 
Producers should invest up to the point where the marginal investment in safety 
just offsets the incremental decrease in expected damages. Lack of information 
and externalities may contribute to markets making incorrect investment in safety 
precautions. Markets may assume more than the optimal level of risk because 
of the existing moral hazard, and some of the potential damages are external to 
the firm. Even with liability laws, the damages can be truncated by the firm going 
bankrupt and may be hard to collect through the courts. Moral hazard may also 
exist within the firm. Stockholders may bear more of the risk than their agents, the 
managers, who may benefit from lower safety investment while avoiding financial 
responsibility in the event of an accident.

Thus, governments often intervene with regulatory activity both ex ante and 
ex post of any accident. They may subsidize research on safety, pass regulatory 
standards, make inspections, and fine safety infractions. Again, there may be a 
moral hazard if the regulated firms are tempted to invest less than the optimal 
amount in safety, as they may not get caught. Small resources for inspection may 
be offset with larger fines to raise the expected losses of violation. In the event of an 
accident, governments can require firms to pay liabilities, as well as give additional 
punishments in the form of fines and jail sentences. Their challenge is to provide 
the appropriate mix of ex ante and ex post incentives to attain the proper level 
of security.

Likewise, government oversight or regulation can fail. Governments may 
also lack information necessary to identify the appropriate levels of stockpiles or 
precautions. They will typically not be able to monitor every player and may not 
be able to choose policies that promote socially optimal behavior. Regulators may 
serve their own and not the public’s interest and be subject to regulatory capture. 
Governments should also recognize that liability limits on risky ventures may 
provide us with more of the risky ventures at lower levels of safety. As both the 
markets and the government may fail to provide the optimal level of safety, at the 
end of the day, we need to utilize the institution that fails us least (Joskow 2010).


