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ABSTRACT Artificial intelligence (AI) has been identified as a critical technology of Fourth Industrial
Revolution (Industry 4.0) for protecting computer network systems against cyber-attacks, malware, phishing,
damage, or illicit access. AI has potential in strengthening the cyber capabilities and safety of nation-
states, local governments, and non-state entities through e-Governance. Existing research provides a mixed
association between AI, e-Governance, and cybersecurity; however, this relationship is believed to be
context-specific. AI, e-Governance, and cybersecurity influence and are affected by various stakeholders
possessing a variety of knowledge and expertise in respective areas. To fill this context specific gap,
this study investigates the direct relationship between AI, e-Governance, and cybersecurity. Furthermore,
this study examines the mediating role of e-Governance between AI and cybersecurity and moderating
effect of stakeholders involvement on the relationship between AI, e-Governance, and cybersecurity. The
results of PLS-SEM path modeling analysis revealed a partial mediating impact of e-Governance between
AI and cybersecurity. Likewise, moderating influence of stakeholders involvement was discovered on the
relationship between AI and e-Governance, as well as between e-Governance and cybersecurity. It implies
that stakeholders involvement has vital significance in AI and e-Governance because all stakeholders have
interest in vibrant, transparent, and secured cyberspace while using e-services. This study provides practical
implications for governmental bodies of smart cities for strengthening their cybersecurity measures.

INDEX TERMS Artificial intelligence, cybersecurity, e-Governance, stakeholder involvement, machine
learning, computer crime, smart cities, data privacy.

I. INTRODUCTION
Cybersecurity has become a critical and vital topic that
requires protecting the computer network from potential
threats in today’s modern world [1], [2]. A cyber-attack
is a deliberate attack targeting computer networks, rele-
vant data, programs, and electronic information, resulting
in sub-national entities inciting violence towards non-
combatant opponents. As technology develops, so do cyber
threats, necessitating the development of new prevention
strategies [3], [4]. It has been alleged that cyber-attacks have
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become more prevalent in the industrial sector, resulting in
serious infrastructure damage and significant monetary loss.
The rise of cyber-attacks among organizations is primarily
due to the growing reliance on online technologies that enable
the storage of personal and economic data [5].

Consequently, it is acknowledged as perhaps the most
critical problem in the modern context because it creates
economic loss and discloses confidential information. Cyber-
attacks include phishing, denial of service, malware, and
ransomware infestations, which can harm anybody in soci-
ety [6]. Cyber-attacks also have a significant psychological
impact on humans, producing unhappiness, tension, and
stress among people [7].
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Artificial intelligence (AI) applications can positively
influence the cyber capabilities and national security of the
sovereign nation, regional government entities, and non-state
organizations [8], [9]. AI is a reliable technique for mitigat-
ing cyber-attack effects [10]. AI is machine intelligence that
executes activities connected with intelligence [11]. Human
professionals’ expertise is integrated for strategic planning
and decision-making [12], including making medical diag-
noses and getting insights from expertise in concluding.
In terms of cybersecurity, Zarina et al., [10] have illustrated
that AI has both beneficial and harmful effects, with the
harmful effect of facilitating the instigation phase of cyber-
attacks, resulting in quicker and more devastating attacks.
Looking forward, AI has the potential to greatly improve
cybersecurity by increasing security precautions and promot-
ing security in cyberspace. Furthermore, AI assists security
experts in detecting cyber hazard symptoms and has enhanced
the machine learning applications for malware classification
and networked intrusion detection [13]. Lastly, the mod-
ern phenomenon in AI has transformed innovative solutions
and improved city external attacks against serious security
threats [14].

A smart city provides multiple innovative solutions to
several challenges that city administration faces. How-
ever, information and communication technology (ICT) has
become a vital component of e-Government. Implement-
ing ICT into a city’s infrastructure introduces hazards and
obstructions [15]. People frequently use insecure Wi-Fi
networks to check their email messages, e-banking, and
other digital services, uncovering themselves to cybercrimes
including hacking, denials of service, and cracking. Cyber-
security applying technologies to protect e-Government
services is among the most important distinctive features
that can be utilized to categorize safe cities globally [16].
Somewhere in this tendency, the ‘inclusive smart city’ frame-
work has triggered strong interest because it emphasizes
the importance of interpersonal and social capital in urban
initiatives that focus on stakeholders’ inclusion in the Digital
Realm and involving inhabitants in service improvement to
implement appropriate government services that match cit-
izens’ necessities [17], [18]. Recent studies on e-services
and technologies also have emphasized the importance of
implementing a citizens-centered strategy for smart cities
because it is expected to develop strong social ecologies that
depend strongly on web technology. Consequently, web tech-
nologies and services can significantly impact stakeholder
interactions [19].

Although previous literature demonstrated influence of
AI in smart mobility [20], energy management [21], public
services [22], climate change [23], and smart security [24]
in smart cities, cybersecurity has widely been neglected,
especially in the context of stakeholders who use online
government services. To fill this contextual gap, this study
formulated the following research question:

• How AI applications used in smart cities influence
cybersecurity directly?

• How AI applications used in smart cities influence
e-Governance and e-Governance impacts cybersecurity
directly?

• Does e-Governance play a mediating role between the
relationship of AI applications and cybersecurity?

• Additionally, this study examines the moderating role of
stakeholders’ involvement in the relationship between
AI and e-Governance and on the relationship between
e-Governance and cybersecurity.

These main research questions are attempted to address
empirically in this study, based on the premise that the inter-
actions are context-dependent. Figure 1 explains the channel
of the study’s proposed framework to classify cybersecu-
rity level in a smart city. The moderating significance of
stakeholder involvement was systematically examined by
using structural equational modeling (SEM) in SmartPLS 4.0.
PLS-SEM path modeling was selected as the analytical tool
because of its widespread utilization in examining research
frameworks in prior studies and its acknowledged appropri-
ateness for analyzing complex research models.

Section II proceeds with a literature background on the
relationships between artificial intelligence, e-Governance,
stakeholder involvement, cybersecurity, and the key hypothe-
ses under consideration. The data sampling, research frame-
work, methodology, and analysis are described in Section III.
The statistical findings are presented in Section IV. Section V
summarizes the discussions, draws conclusions, and recom-
mends future research possibilities.

II. LITERATURE REVIEW AND HYPOTHESES
A. CYBERSECURITY CHALLENGES IN SMART CITIES
Smart city is a captivating concept characterized by its intel-
ligent features. Its scope extends beyond improving the level
of urban economic efficiency and the reduction of costs and
resource consumption. Rather, it encompasses the integration
of different components of the city through intelligent gadgets
and the application of digital technologies or information
and communication technology (ICT) to enhance service
delivery. The transformation of conventional urban areas
into smart cities has resulted in a higher living standard for
citizens [25].

An illustration of a smart city can be outlined by using
several fundamental elements, as exemplified in Figure 2.

Smart government comprises various aspects such as
smart office, smart supervision, smart services, and smart
decision-making to enhance the performance of city gover-
nance and optimize the life standard of citizens by estab-
lishing a bilateral collaboration between the government and
citizens [26]. Smart public services offer various electronic
information and online services to enhance the standard of
living and satisfaction of the public, thereby developing the
perception of a service-oriented government. The evolution
of a smart economy can facilitate the smooth development
of resource driven cities, enhance the efficiency of urban
economies, and generate sustainable employment opportu-
nities [27]. Smart healthcare systems that utilize e-health
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FIGURE 1. Channel of the proposed framework for classifying cybersecurity level in smart city.

FIGURE 2. Fundamental elements of a smart city.

records to forecast the individual’s health, like remote track-
ing of individuals with cardiac disease, has the potential to
assess the state of vulnerability and furnish essential infor-
mation for optimal treatment [28]. Smart education is a
concept that involves using data-centric intelligent education
in different contexts in smart cities to deliver individuals a
smooth educational experience with customized individual
assistance [29]. Smart buildings that effectively apply dif-
ferent information. The building is capable of satisfying the
necessities of its users and residents, as well as identifying
any defects in its operation. Buildings with features such as
security, flexibility, ease of use, and efficiency are extremely

attractive [30]. Smart transport systems are multifaceted
and digitally managed to help with urban development and
decision-making, thereby organizing smart transportation.
Strategic travel scheduling can be achieved by the use of
route projection and real-time roadway state monitoring [31].
Smart Security offers an assortment of benefits including
detection, alarm, emergency assistance, and other functions
pertaining to personal protection of individuals and safe-
guarding cybersecurity [32].

It is well-established that various infrastructure systems,
including energies, grid system, healthcare, traffic, trans-
portation, water distribution, and wastewater disposal, are
furnished with computer networks. The use of Internet of
Things has resulted in the emergence of smart cities, which
aim at improving their facilities and developing more sophis-
ticated, effective, and eco-friendly solutions. Nonetheless,
a study ABI Research has projected that by 2024, barely 44%
of the overall cybersecurity expenses for critical systems will
be assigned to sectors such as healthcare, security, water,
transport, and other related areas, leading to a significant
lacking funding for protecting infrastructure against cyber-
security risks [33]. Consequently, there is a likelihood of
various challenges involving cyber-attacks on crucial urban
infrastructure, resulting in serious repercussions including the
act of hijacking infrastructure communication and encrypting
malware to disable computer systems has the potential to
significantly impact the financial security of a city, result-
ing in substantial losses to both the finances and assets
of inhabitants. Similarly, the disruption or destruction of
communication systems, power grids, water conservation
mechanisms, and other facilities can destroy the social sys-
tem and cause an outbreak of a state of anxiety. Moreover,
interfering with sensor data for creating a situation of chaos,
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such as in disaster detection technologies, and stealing of
crucial information such as people, healthcare, customers,
and private information.

B. ARTIFICIAL INTELLIGENCE AND CYBERSECURITY
Every nation on the planet necessitates security for economic
progress and political stability. The advanced economies
invest heavily in intelligence to safeguard their strategic
interests and legitimacy in the face of terror threats. They
confront high vulnerabilities, and new technologies may
enhance security inside the state’s sensitive zones [34], [35].
AI contributes to eliminating physical interaction, increas-
ing the probability of operations detecting extremist threats
at multiple stages. Different aspects of computation require
security improvements from AI devices to monitor the spe-
cific regions’ security, including technological infrastructure
and data security. The US emphasizes the intelligence pro-
gram’s applications with the support of augmenting defense
installations, and it has proved effective in counterterrorism.
It is suggested that the usage of artificial intelligence is a
significant point in enhancing security mechanisms in strate-
gic industries, including public treasury centers and airport
terminals [36]. The security challenges seem critical, driving
the US to formulate a strategy toward future AI technolo-
gies that will support the elimination of all complications
associated, including the curtailing of terrorist organizations’
routine activities [37].

Several prior research has explored the significance of
artificial intelligence in detecting and preventing cyberat-
tacks [38], combating terrorism [39], enhancing security in
strategic sectors [36], and building resilience in vulnerable
sovereign places [34]. Soni [35] stated in his study that
Information obtained from a broad selection of scientific and
engineering specialists suggests that AI development depends
on the United States capabilities to reconcile the advantages
and disadvantages of AI, specifically in cybersecurity. AI is
universally perceived among the most impressive technolo-
gies of the digital world, and cybersecurity is undoubtedly
the domain that might benefit greatly from it. Optimiza-
tion algorithms, strategies, devices, and companies providing
AI-based solutions are evolving in international security mar-
kets [40]. It is emphasized that privacy and public security
constitute critical concerns in smart cities which require
additional legislative, technological, and administrative atten-
tion. Combating cybercrime in smart cities is essential for
making this technology as advantageous and credible as
possible for community acceptance. All stakeholders, par-
ticularly legislators, administrations, judicial systems, power
companies, telecom firms, automobile manufacturers, cloud
hosting, research institutes, and industries, will have to con-
tinue their assistance and endeavors [15]. Following previous
literature, we propose our hypothesis:

Hypothesis 1: Artificial intelligence applications in smart
cities affect cybersecurity positively

C. MEDIATING ROLE OF E-GOVERNANCE
E-governance is a revolutionary system implemented by a
city government that applies AI and ICT to interconnect
public bodies and corporate enterprises. To ensure maxi-
mum e-Government services and security for the public and
other stakeholders, numerous governments have attempted
to implement e-Governance [15]. Nonetheless, most citizens
are anxious about their privacy and security while utilizing
e-Government facilities, as per a 2014 UN e-Government
survey [41]. Concerning security, the primary obstacles that
e-Government should address are secrecy, integrity, and
accessibility. Indeed, e-Governance security comprises stan-
dard security apparatus (verification, privacy, reliability, and
accessibility), with a stronger reliance on information secu-
rity and economic growth planning. The official statement of
the European initiative, ‘‘Security of eGovernment Systems,’’
outlined 11 policies and procedures for security [20]. This
initiative focused on security in e-Governance by develop-
ing a ‘‘Privacy by Design’’ technical expertise, encouraging
professional and procedural measures to ensure privacy, and
providing security effect evaluations of e-Government tech-
nology obligatory and accessible.

Artificial intelligence (AI) has revolutionized the way
corporations work; several municipalities have begun to
incorporate AI into everyday operations, yet there seem to
be a substantial number of nations that would not get an
advantage using Artificial intelligence and machine learning.
E-voting, e-decision making, and e-participation are promi-
nent phenomena. However, the level of adoption of e-services
varies substantially across countries. Despite such advance-
ments, governments may not benefit from e-decision making,
yet the United Nations recognizes it as a critical concern [42].
AI adoption by government agencies is rising, with theUnited
States of America and China gaining ground. Countries gain
from AI in various domains, including healthcare, mobil-
ity, education, security, telecommunications, and defense
services [43]. E-governance is categorized into four major
brackets: governments, population, commerce, and work-
force, all of which are interconnected. Every component can
use one of several frameworks to incorporate e-Governance.
Cybersecurity includes safeguarding network servers, storage
systems, and software applications and employing appropri-
ate technology [44]. The emergence of the e-Governance
approach necessitates a complex and resilient cybersecurity
strategy based on examining previous literature. Cybersecu-
rity is therefore identified as one of themost critical domestic,
regional, and national challenges. It restricts data breaches
and promotes numerous users’ security and privacy [15], [38],
[45]. Hence, we propose our hypotheses based on previous
literature as follows:

Hypothesis 2: Artificial intelligence applications in smart
cities contribute to e-Governance positively

Hypothesis 3: E-Governance execution in smart cities
affect cybersecurity positively
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FIGURE 3. AI application in cybersecurity conceptual framework.

Hypothesis 4: E-Governance mediates between artificial
intelligence and cybersecurity positively

D. MODERATING ROLE OF STAKEHOLDERS’
INVOLVEMENT
As a policy matter, cybersecurity influences a wide spectrum
of stakeholders who have various forms of expertise and
competence on the issue [46]. It is mostly purely specula-
tive solely within governments. The variety of stakeholders
involved in attempts to secure a nation’s cyberspace men-
tal maturity necessitates active participation in executing
every cybersecurity framework [47]. Nevertheless, mostly all
cybersecurity policies incorporate segments on public-private
collaborations, R&D financing, and awareness campaigns,
which all entail private stakeholders [48]. The effective and
sustainable execution of a cybersecurity policy is contingent
on assuring that all stakeholders have complete confidence
in the cybersecurity policy and the involvement of other
stakeholders in its implementation. Stakeholders involved
throughout the formulation of the cybersecurity policy may
have a thorough knowledge of the strategies and whatever
is desired, ensuring compliance activities are more effi-
cient [49], [50]. Furthermore, multiple stakeholders’ opinions
and knowledge are essential whenever it refers to evaluating
a cybersecurity policy. This opinion and knowledge are more
likely to be constructive if such stakeholders were involved
in the cybersecurity policy’s formation and execution [51].
It also assures that transformation and adjustments improve
the cybersecurity policy highly efficiently.

The concentration on involving stakeholders in the forma-
tion of technologies and workplace conditions was pioneered
under participatory innovation in the Scandinavian research
methodological approach [52], [53]. The participative con-
ceptual model arose through 1970s socio-technical research
designed to strengthen organizational democracy [53], [54],

while subsequent legislative amendments granted personnel
the freedom to affect the deployment of technologies in
the corporation. The participative design method emphasizes
stakeholder involvement in technical and political con-
texts [53]. The humanitarian perspective toward stakeholder
involvement articulated by academics Mumford [55] demon-
strates the sociopolitical foundations and concentration. The
emphasis under this field of research is on participatory
democracy and organizational satisfaction, as stakeholder
involvement is considered a mechanism of assuring employ-
ees’ performance and developing solutions to support the
employees’ demands. Such a technique offers a transparent,
bottom-up approach to the institution’s stakeholders and can
potentially be applied to the e-Governance setting if empha-
sizing ‘inhabitants’ instead of ‘employees.’ This stakeholder
involvement standpoint aligns nicely with enhanced account-
ability and transparency via proactive citizen involvement in
formulating government e-services [56]. The technological
method of stakeholder involvement can be observed in
mainstream IS design research, where the emphasis is
on developing information technology infrastructure [57].
Stakeholder involvement is considered a method of assuring
the knowledge and expertise requiring higher IT architecture
in the research [58]. It is often recognized as a means of
growing consumer adoption of innovative technologies [59].
In this approach, the corporation’s viewpoint is sometimes
‘top-down,’ even from an operations standpoint. The techno-
logical framework for stakeholder involvement is effective
in e-Governance, as stakeholder involvement may provide
the essential basic knowledge for enhancing community
e-services that fulfill the requirements of their potential
recipients [60]. Hence, we developed our hypotheses as
follows:

Hypothesis 5: Stakeholders involvement moderates the
relationship between artificial intelligence and e-Governance
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Hypothesis 6: Stakeholders involvement moderates the
relationship between e-Governance and cybersecurity

Figure 3 illustrates our research framework, in which
artificial intelligence applications symbolize independence,
dependency on cybersecurity, e-Governance as a mediating,
and stakeholder involvement as moderating variables. Our
empirical framework predicts that artificial intelligence appli-
cations significantly impact cybersecurity; however, when
e-Governance and stakeholders’ involvement are included in
the equation, the direct linear trend transforms into a medi-
ating and moderating interaction. A summary of developed
research hypotheses is presented in Table 1. For the empiri-
cal mediation test, three main methodologies are employed:
(1) causality processes, (2) coefficient variance, and (3) coef-
ficient output [61].

TABLE 1. Summary of research hypotheses.

III. RESEARCH METHODS
A. SAMPLING AND DATA COLLECTION
The primary objective of this study is to investigate the
relationship between artificial intelligence and cybersecurity,
performing e-Governance as a mediator and stakeholders’
involvement as a moderator. A longitudinal research method
is conducted to investigate the hypothesis derived from this
study and ascertain the findings. It comprises a study into
perceptions of the importance of AI in cybersecurity in smart
cities. The primary data for this study was collected from
478 respondents through a survey questionnaire distributed
via emails and online through several social media networks.
Respondents were adequately explained about answers and
were encouraged to respond to the questionnaire with utmost
honesty, that may minimize issues about potential bias [62].
Lastly, participants might opt out of the survey at any
moment.

This study’s dataset includes an Asian country, Pakistan.
The basic purpose of selecting this discrete nation to acquire
samples is that Pakistan is in South Asia where regional
cultures, norms, and values appear to be very important.
Further, Pakistan is relatively less developed and striving to
achieve its targets to implement AI across all urban cities
for cybersecurity [63]. The study sample consists of civil
servants, corporate personnel, representatives of the business

sector, and citizens. We decided to approach private
individuals and public officials; we attempted to obtain
insights from both camps to minimize errors. The main
study’s data collection was conducted in April 2022. During
the study period, 534 surveys were answered and retrieved
from respondents employing an online survey questionnaire.
The engagement was entirely voluntary, anonymous, and
confidential. 478 surveys were meaningful after missing
value responses were eliminated. The demographic charac-
teristics of survey respondents are given in Figure 4, which
include age, gender, and education. While considering about
the gender, out of 478 respondents, 161 (33.7%)were females
and 317 (66.3%) were males. The highest age percentage of
participants 40.6% that was ranging from 18 to 35 years and
48.5% of the respondents were holding bachelor’s degree.

FIGURE 4. Demographic characteristics of survey respondents.

B. VARIABLE MEASUREMENT
A survey was administered to evaluate respondents’ percep-
tions of using artificial intelligence to improve cybersecurity
through e-Government and stakeholder involvement. All
these components were modified from reputed scales and
evaluated on a five-point Likert scale ranging from one
‘‘strongly disagree’’ to five ‘‘strongly agree’’. The survey
questionnaire contained questions to measure the use of AI
as an independent variable, cybersecurity as a dependent vari-
able, e-Governance as a mediating variable, and stakeholder
involvement as a moderating variable in this study. Survey
questionnaire is given in Appendix’s Table 6.

1) DEPENDENT VARIABLE
The probability of governments’ willingness to use tech-
nology to prevent cyber-attacks was used to measure
respondents’ perceptions of cybersecurity. This item was
adapted [64] with the input of 8 components.

2) INDEPENDENT VARIABLE
This paper incorporates a measurement scale of AI appli-
cations utilizing measurement questions from prior studies.
This study adapted and employed a 05-item scale established
to assess AI application [12].

3) MEDIATING VARIABLE
We adapted the OECD scales [65] to measure e-Governance.
In this context, e-Governance is defined as ‘‘a local
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TABLE 2. Measurement model results.

government e-Government strategy, a citizen’s right to
require digital communication, a business’s right to require
digital communication, a public authority’s right to require
digital communication from other parts of the public sector,
the use of ICT project budget thresholds/ceilings to structure
its governance processes, public services or procedures that
are mandatory to use online, and a government priority to
increase the number of online users.’’

4) MODERATING VARIABLE
Stakeholder involvement was used as moderating vari-
able in this study. This construct was adapted [66] using
8 components.

C. ANALYSIS
Partial least square (PLS) path modeling, also referred
to as ‘‘partial least square structural equation modeling’’
(PLS-SEM) was applied to analyze the acquired dataset
for this study to investigate our hypotheses. Contemporary
social science research has proven a considerable depen-
dency on this method as one of the finest conventional
methods for exploring mediating and moderating variables
in social science topics [67]. Furthermore, because of sev-
eral new advancements like confirmatory factor analysis,
non-linear effects, and mediation and moderation influences,
PLS-SEM is considered as one of the greatest modern
solutions to conventional analytical techniques [68]. Sev-
eral prior studies suggested multiple regression statistics

to investigate moderating effect by employing quantitative
and qualitative data [69]. Although numerous scholars [70]
employed linear multiple regression to assess interaction
effects between study variables, we believed that PLS-SEM
employing SmartPLS would be the appropriate method for
this study to determine our outcomes [68].

This study justifies the relevance of using PLS-SEM as a
statistical method for data analysis based on the subsequent
justifications. Firstly, the structural frameworkwas developed
to accurately reflect complexities, involving three different
types of dependence interactions and emphasizing the relative
effect of exogenous variables on endogenous variables [71].
Secondly, the theoretical framework was developed for for-
mulating estimations and justifying the variability in vital
target constructs [67]. Thirdly, This study examined the
links between artificial intelligence, e-Governance, stake-
holder involvement, and cybersecurity. This particular area
was considered to be in an early phase of theoretical develop-
ment, thereby offering the potential of exploring innovative
phenomenon [71].

A convergent validity test was used to construct a mea-
surement model of the complete self-ratings employing
confirmatory factor analysis (CFA). After that, the modifica-
tion index is performed to include items from the variables.
The item with the highest modification index score was
eliminated initially, followed by the next item until the accept-
able goodness of fit was attained. Most of the goodness of
fit indices exceeded the desired cutoff criterion, although a
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TABLE 3. Descriptive statistics, mean, standard deviation, correlation and discriminant validity results.

few factor loadings were less than the baseline level of 0.5.
Consequently, we eliminated them to collect valid data for
our model. The loadings of all variables items are affirmed to
be higher than the alpha level of 0.5 [72]. The exact model fit
indicator was determined utilizing goodness-of-fit analysis,
which estimated if the data sample aligned the interconnect
route map of the integrative framework. Cronbach’s alpha
coefficients were utilized to measure the observations’ relia-
bility, and correlation was employed to confirm the sample’s
validity. The items for each factor were constructed using
prior findings. These indices can provide greater insights into
construct reliability and validity. Cronbach’s alpha’s level of
confidence should be greater than 0.50.

IV. STUDY FINDINGS
SmartPLS 4.0 software was applied to conduct PLS-SEM
path modeling [73]. The standard setup for the PLS algorithm
involved utilizing the basic approach (path weighting scheme
and a maximum iteration limit of 300). The values of the beta
coefficients, mean, standard deviations, t-values, p-values,
and the corresponding 95% bias-correlated and accelerated
confidence interval bootstrap were computed with the use
of basic 5000 subsamples bootstrapping. The analytical and
descriptive technique in PLS-SEM path modeling includes
both the measurement and structural models. The mea-
surement model was examined with reliability and validity
analysis, by estimating each item and constructing reliability
(CR), as well as convergent and discriminant validity. The
validation of the structural model was confirmed according
to the established guidelines presented by Hair et al. [68].

A. MEASUREMENT MODEL ASSESSMENT
1) RELIABILITY
The adoption criteria suggested for accepting each item
exhibiting standardized factor loadings of 0.60 or higher was
used [68]. The study conducted a standardized factor loadings
analysis to evaluate the four developed variables: artificial
intelligence, e-Governance, stakeholder’s involvement, and
cybersecurity. Initial analysis in Table 2 indicates that all
standardized factor loadings exhibited a high level of signif-
icance. T-statistics values for the standard errors surpassed
1.96, with a two-tailed p-value of 0.05. Hence, each item
reliability of all four constructs was considered acceptable.

2) CONVERGENT VALIDITY
The composite reliability (CR) approach was used to esti-
mate the reliability of each construct. Table 2 displays the
values of Cronbach’s alpha (α) and CR indices. Both kinds
of reliability indices outweighed the recommended threshold
value of 0.70 for significance, hence confirming that all four
constructs in the framework were considered reliable [61].
Moreover, Table 2 displays the average variance extracted
(AVE) values for each of the four constructs included in
the framework. The results of this study demonstrate that
the values of AVE have exceeded the minimum threshold
of 0.50 for significance, thereby suggesting that all constructs
displayed necessary convergent validity.

3) DISCRIMINANT VALIDITY
Two dominant techniques were applied to determine the dis-
criminant validity. Table 3 presents the confirmation of the
Fornell-Larcker criterion through the evaluation to determine
if the AVE of each construct exceeded its associations with
other constructs in the framework, as measured by the square
root of the AVE. The associations between the constructs are
presented in the lower-left quadrant of Table 3. The HTMT
(heterotrait–monotrait) ratio generated an outcome that con-
firmed all HTMT indices to be less than the critical threshold
of 0.85 or 0.90 [74], as presented in the upper-right quadrant
of Table 3.

4) MODEL FIT
Overall model fit was assessed applying the SRMR val-
ues (standardized root mean square residual) to validate
the PLS-SEM path modeling [74]. The SRMR can be
described as ‘‘the root means square discrepancy between
the observed correlations and the model-implied correla-
tion’’ [68]. A model fit is regarded as adequate if the SRMR
value is below 0.080. The SRMR value of 0.072 in Table 4
suggests the PLS-SEM has an adequate overall model fit.

B. STRUCTURAL MODEL ASSESSMENT
The findings of the overall model indicate that the data is
good fit the model adequately. Initially, the VIF values were
computed to determine the existence of multicollinearity in
the structural model. The findings indicate the absence of
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TABLE 4. Structural model results.

significant multicollinearity among the predictor variables
in the structural model, as evidenced by the VIF values in
Table 3, which were below the threshold of 5. Subsequently,
the efficacy of PLS-SEM path modeling was examined
through the adoption of the blindfolding approach, with an
omission distance of 7. When the index of Q2 predictive
relevance exceeds 0, it indicates that the structural model
possesses adequate predictive relevance. the predictive accu-
racy of the PLS path model appears appropriate based on the
findings presented in Table 4, particularly in terms of out-
of-sample forecasting [68]. The R2 values provide additional
support for the Q2 predictive relevance findings. Table 4
displays that the PLS-SEM path model exhibits suitable
in-sample predicting capability [75].

C. CORRELATION ANALYSIS
Table 3 describes the correlation between factors, reliabil-
ity, and descriptive analysis. The mean value for artificial
intelligence was 3.989 (SD = 0.455), suggesting that par-
ticipants believed to react to the AI application in smart
cities for cybersecurity, and the mean value for e-Governance

was 4.032 (SD = 0.380), denoting that most survey partici-
pants believed in e-Governance for cybersecurity with the use
of technology.

The value for stakeholders’ involvement was 3.908
(SD = 0.830), and the value for cybersecurity was 3.918
(SD = 0.799), demonstrating that participants agreed to
cybersecurity with AI applications, e-Government, and stake-
holder involvement in smart cities. The correlation between
AI and cybersecurity was (r = 0.865 ∗∗; p < 0.01), between
AI and e-Governance (r = 0.973 ∗∗; p < 0.01), between
e-Governance and cybersecurity (r = 0.878 ∗∗; p < 0.01),
and between stakeholder involvement and cybersecurity was
(r = 0.998 ∗∗; p < 0.01), demonstrating a substantial correla-
tion between all measures.

D. STRUCTRUAL EQUATIONAL MODELING RESULTS
1) DIRECT EFFECTS
The first issue that we investigated was how AI applications
influence cybersecurity. Towards that objective, we formu-
lated hypothesis H1 and analyzed it using PLS-SEM path
modeling because the endogenous variable is evaluated on
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TABLE 5. Mediation analysis results.

FIGURE 5. Structural model results.

an ordinal scale. Table 4 presents the findings. Our results
demonstrated strong significant outcomes (β = 0.273∗∗, t =

11.564, p < 0.01); thus, we argue that the exogenous variable
significantly impacts cybersecurity in smart cities.

Non-hypothesized relationships in Table 4 are the standard
model that reflects the effects of the control variables such as
gender, age, and education. Table 4 and Figure 5 were applied
to examine the legitimacy of H2 and H3, which contend that
there is a significant positive association between artificial
intelligence and e-Governance, and between e-Governance
and cybersecurity, respectively. The findings indicate that
artificial intelligence had a substantial positive influence on
e-Governance (β = 0.27 ∗∗, t = 3.927, p < 0.001), while
e-Governance had a significant positive effect on cyberse-
curity (β = 0.314∗∗, t = 2.847, p < 0.05), thus providing
support for H2 and H3, respectively. Generally, the effect size
evaluates the proportional impact of an independent (exoge-
nous) variable, on a dependent (endogenous) variable [68].
This approach facilitates the assessment of various hypothe-
ses and the determination of whether a predictor variable
significantly impacts the R2 of the dependent variable.

2) MODERATING EFFECTS
Further, moderating hypotheses were examined thoroughly,
and the outcomes in Table 4 showed that there is strong

support for our assumptions. When stakeholders’ involve-
ment is included as a moderator in structural framework,
the association between AI applications and e-Governance is
intensified, and the results suggest considerable support for
hypothesis 5 (β = 0.511∗∗, t = 3.317, p < 0.01) as verified
in Figure 4. In hypothesis 6, we predicted that incorporating
stakeholders’ involvement as a moderator strengthens the
association between e-Governance and cybersecurity, and
we discovered significant evidence for our hypothesis (β =

0.188∗∗, t = 8.368, p < 0.01) validated in Figure 5 as well.
Hence, these results indicate strong support for H5 and H6.

3) MEDIATING EFFECT
This study used the PLS-SEM path model (Figure 5) to
indicate a partially mediated model. An analysis was per-
formed to explore the extent to which e-Governance served
as a mediator between artificial intelligence applications
and cybersecurity in the framework. A nonparametric boot-
strapping analysis was performed to assess the mediating
effect’s significance [68] using SmartPLS 4.0 software [76],
following the method defined by [77]. The results reported
in Table 5 suggest that there is a direct significant posi-
tive association between artificial intelligence applications
and cybersecurity (β = 0.273∗∗, t = 11.654, p < 0.01),
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FIGURE 6. Moderating role of stakeholders’ involvement on the
relationship between AI applications and e-Governance.

FIGURE 7. Moderating role of stakeholders’ involvement on the
relationship between e-governance and cybersecurity.

Additionally, the indirect effect of this association through
e-Governance also proved to be significant (β = 0.320∗∗, t =
2.838, p < 0.05). The results indicate that a partial mediation
effect of e-Governance on the association between artificial
intelligence applications and cybersecurity exists. The find-
ings further suggest that the influence of artificial intelligence
applications on cybersecurity was partially mediated by
e-Governance. Hence, hypothesis 4 is strongly supported as
proposed.

4) CONTROL VARIABLES
The PLS-SEM path model exhibited significant positive
impacts for various control variables, as reported in Table 4.
The study found a significant negative association between
gender and artificial intelligence (β = -0.539∗∗, t = 5.419,
p < 0.01), cybersecurity (β = -0.226∗∗, t = 7.295, p <

0.01), and stakeholders involvement (β = -0.529∗∗, t= 4.621,
p < 0.01), whereas a positive association between gender
and e-Governance (β = 0.018∗∗, t = 2.233, p < 0.01).
A significant positive association was found between age
and e-Governance (β = 0.029∗∗, t = 8.214, p < 0.01) and
cybersecurity (β = 0.160∗∗, t = 7.749, p < 0.01), whereas
a significant negative association between age and artificial
intelligence applications (β = -0.143∗∗, t = 2.217, p < 0.05).
No relationship was found between age and stakeholders

involvement. Lastly, a negative association between educa-
tion and stakeholder involvement (β = -0.290∗∗, t = 5.084,
p < 0.01), however, a positive association between education
and e-Governance (β = 0.032∗∗, t = 5.059, p < 0.01) and
cybersecurity (β = 0.196∗∗, t= 14.695, p< 0.01) was found.
No relationship was found between education and artificial
intelligence applications. The findings related to the control
variables are consistent with previous studies conducted [78],
[79], [80].

V. DISCUSSIONS
As summarized in this research, artificial intelligence (AI),
recognized as one of the most important technologies in
industry 4.0, may play an important part in cognitive
cybersecurity systems and operations. Widely Implemented
AI techniques, including machine learning, deep learning,
computational linguistics, knowledge discovery and ratio-
nale, and the notion of knowledge or deterministic intelligent
computer simulation may be utilized to rectify today’s mul-
tiple cybersecurity threats through e-governance smartly,
termed securing web-based systems from cyber-threats, mal-
function, or security breaches. Nonetheless, various research
challenges have been discovered within the domain of
AI-driven cybersecurity. The main objective of this study was
to explore the direct and indirect connections between artifi-
cial intelligence, e-governance, stakeholder involvement, and
cybersecurity. We investigated the direct interactions of AI
and cybersecurity, AI and e-governance, e-governance and
cybersecurity, and stakeholder involvement and cybersecu-
rity. Furthermore, we examined the indirect relationships: the
mediating role of e-governance between AI and cybersecu-
rity and the moderating role of stakeholders’ involvement
in the relationship between AI and e-governance, as well as
e-governance and cybersecurity.

Table 4 represents a wide variety of outcomes. All the inter-
actions between AI applications, e-governance, stakeholder
involvement, and cybersecurity were pointedly positive.
Table 4 suggests that multiple discrete AI features do not cor-
respond with various outcome parameters. Another plausible
explanation of such data is that contrasting outcome mea-
surements might deteriorate from a positive bias, in which
city administrators exaggerate the cybersecurity efficiency
of their metropolises. Furthermore, AI technology applica-
tions are not only elements influencing cybersecurity, but
other elements, including the city’s e-governance framework
and stakeholder involvement, may significantly affect cyber
threat mitigation. The conceptual association between arti-
ficial intelligence, e-governance, stakeholders’ involvement,
and cybersecurity was found in several studies, but empirical
support was insufficient. Therefore, according to this study’s
analysis, a city adept in applying artificial intelligence facets
seems to be highly interested in e-governance and rather
effective in cybersecurity with effective involvement of stake-
holders. The insights reported in this study are remarkable
because they suggest that all stakeholders must be involved
in enhancing cybersecurity in smart cities employing
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artificial intelligence technology. After all, such deployments
will influence them.

Cities with sophisticated AI technology implementation
strategies are more concerned about improving cybersecurity,
which benefits in mitigating cyber-attacks and developing
progressive e-governance systems that significantly comple-
ment our projected H1 and H2. Furthermore, cities with
advanced e-governance structures are stronger determinants
of better cybersecurity deployment to protect their inhab-
itants, government agencies, and business organizations
from malware attacks, with e-governance mechanisms being
vital in enhancing electronic services in smart cities uti-
lizing internet connections that are susceptible to hacking,
endorsing our assumption in H3. Our statistical findings
demonstrate that AI applications positively and significantly
impact e-governance. That e-governance substantially affects
cybersecurity but indicated that AI applications have a sta-
tistically significant mediating influence on cybersecurity
through e-governance, significantly sustaining our predicted
H4, asserting that cities with better AI technology can
strengthen cybersecurity by optimizing e-governance struc-
ture to provide e-services to their inhabitants.

Preceding academics asserted that while assessing com-
plexities in city decision-making mechanisms and how they
influence smart city outcomes, it is essential to consider
stakeholders’ perspectives [81]. Because smart cities involve
stakeholders from public and private segments, it is essen-
tial to determine and comprehend the various stakeholders
and respective interests in the city’s security and protection.
Further empirical investigation revealed that stakeholders’
involvement significantly and positively influenced supe-
rior cybersecurity. The outcomes validated H5 and H6 by
demonstrating that the direct interactions between AI appli-
cations and e-governance, as well as the relationship between
e-governance and cybersecurity, are strengthened by the
involvement of stakeholders, confirming those moderating
associations as showed in Figure 6 and Figure 7. We explored
the importance of stakeholders’ involvement in enhancing
cybersecurity to eliminate ransomware and the ramifications
for stakeholders’ satisfaction in the perspective of smart cities
through e-governance. As per our study outcomes, involv-
ing stakeholders in the decision-making of implementing
cybersecurity in smart cities has the potential to strengthen
the relationship between AI applications and e-governance,
as well as e-governance and cybersecurity. There is a mas-
sive difference in the beliefs and perceptions of various
city stakeholders regarding cybersecurity, particularly those
participating in electronic services, that has affected users’
contentment over time. Despite the present detrimental effect
of the current problem, there is an immediate requirement to
develop cities that lack e-governance systems by implement-
ing greater cybersecurity in all public institutions.

VI. STUDY IMPLICATIONS
The findings of this experimental study demonstrated that
most city governments are rigorously adopting security

strategies to effectively detect and identify cybersecurity
breaches, establishing a conceptual framework. This study
has broad practical implications because it concentrates on
various topics such as hazards, financing, and the nature and
consequence of cybersecurity incidents experienced. This
research empirically indicated that most participants believe
their cities conformed with policies and strategy and that the
technologies implemented can detect, react to, and analyze a
security issue appropriately. It was further asserted that in the
absence of stakeholder involvement, respective cities could
not prevent a security incident. It demonstrates the necessity
of additional investigation.

The findings of this study can be utilized to influence
legislation, governmental policies, and regulatory require-
ments in operation. The study findings indicated that city
governments often must review decision-making strategies
to decrease the number of cybersecurity threats through
prevention strategies such as adopting AI applications and
implementing an e-governance structure to deliver e-services.
Effective security strategies must be adopted aggressively to
eliminate cybersecurity hazards to all stakeholders.

VII. LIMITATIONS AND FUTURE RESEARCH
The findings of this experimental study serve as a frame-
work for future research on developing a different framework
to mitigate cybersecurity threats. This framework could
be incorporated with existing community frameworks to
enhance commercial and economic effectiveness by expand-
ing the knowledge base in the field of cybersecurity. The
limitations of this research, like those of other scientific
studies, must be addressed when evaluating, broadening,
and generalizing the outcomes. Although this study was
conducted in an emerging Asian country, Pakistan, the qual-
ities of the investigated participants may not apply to other
countries and contexts. Consequently, more research on inter-
continental variances in cultural forces geared to confront
e-governance and stakeholders’ involvement in cybersecurity
is essential. Moreover, since involvement throughout this sur-
vey was voluntary, there was certain to be some variation in
cognition. The Harman one-factor assessment was conducted
to eliminate any underlying problems. The analysis showed
that each primary structure reflects roughly similar variation,
indicating that our datasets do not contain a substantial com-
mon method bias.

VIII. CONCLUSION
The current study examined artificial intelligence applica-
tions to overcome cybersecurity challenges. The research
findings indicate that artificial intelligence is progressively
converting into an indispensable technology to enhance infor-
mation security performance. Individuals are not capable
anymore of fully secure project-level cyberattacks, and arti-
ficial intelligence offers the desired analytics and threat
intelligence that security practitioners might use to mini-
mize the likelihood of an infringement and strengthen the
security structure of an enterprise. Since more technologies
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TABLE 6. Survey questionnaire to collect data sample.

are introduced into the usual human lifestyle, the impact
of artificial intelligence on daily human life may intensify.
Several scholars assert that AI will have a catastrophic influ-
ence on technological development, whereas others have a
contradictory assumption of AI applications’ positive effect
on everyday human life. One of the major features of cloud

computing in cybersecurity is the capacity to evaluate and
eliminate risk faster. Several individuals are concerned about
cybercriminals’ capability to perform incredibly advanced
cyber and technological attacks. Moreover, artificial intel-
ligence can contribute to the detection and classification
of hazards, the structuring of incident management, and
the detection of cyberattacks before their occurrence. Con-
sequently, despite potential negatives, artificial intelligence
would contribute to the evolution of cybersecurity and sup-
port enterprises in establishing an enhanced security strategy.

This study further sought to investigate artificial intelli-
gence and its ongoing development in offering e-government
services and then highlight the need to accommodate strate-
gies regarding cybersecurity for adopting innovative social
and technical processes in government serving the commu-
nity. The eventual objective of smart city governments is
to establish and strengthen relationships with most stake-
holders, as their involvement strengthens e-government effi-
cacy which fortifies cybersecurity. Public services should
be administered using innovative AI technologies and
e-governance in convenient modes to eliminate the barriers
between stakeholders and city governments, while state offi-
cials can still sustain the model for better support. While
e-government is progressing, the citizens and those in author-
ity or advocating mechatronics are lagging. That creates
disparities in cybersecurity standards for something in the
virtual environment, potentially turning performance into
a much more difficult experience with several grooves to
monitor. With an elevation in the initiatives identified in
this research, stakeholders’ involvement and awareness of
e-governance and cybersecurity may rise, enabling benefits
associated with the virtual environment.

APPENDIX
See Table 6.
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