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Abstract—Web spam is one of the most important problems 
which degrade quality and efficiency of web search engines. In 
this paper, we present a novel link-based ant colony optimiza-
tion learning algorithm for spam host detection. The host 
graph is first constructed by aggregating pages’ hyperlink 
structure. Following the TrustRank assumption, ants start 
walking from a normal host and randomly follow host links 
with a probability distribution. Then, the classification rules 
are appropriately generated according to common features of 
normal hosts sequentially discovered by ants. From the expe-
riments with the WEBSPAM-UK2006 dataset, the proposed 
learning model provides much accuracy in classifying both 
normal and spam hosts than several baselines, including a state 
of the art C4.5. Moreover, we also provide an analysis in pa-
rameter tuning for better results. 

Keywords - link spam; content spam; web spam; spam 
detection; ant colony optimization algorithm; web link structure 

I.  INTRODUCTION 
World Wide Web is the most enormous media for shar-

ing information and resources. Millions of users nowadays 
are processing various transactions on web pages, especially 
searching information. Web search engine therefore has be-
come an important tool. For a given query, the search engine 
usually has its own ranking mechanism to provide a list of 
relevant results to users. Against large amount of web pages 
on the web, only first ten or twenty resulting pages have high 
possibility to be examined by the users. When the users see 
such relevant pages, they will then click and follow them.  

For many commercial web sites, currently competitive 
business gives birth to aggressive attempts from web engi-
neers to boost the ranking of their web pages in order to in-
crease the return of investment (ROI). A raising order in 
search results can persuade visitors to be interested in. In 
other word, it may increase sales, incomes as well as profits. 

There are several operators in Search Engine Optimiza-
tion (SEO) techniques that attempt to influence positions in 
result ranking. By ethical manipulation, called white-hat 
SEO, these operators try to improve search quality and serve 
more valuable content to users. On the contrary, the grey-hat 
or black-hat SEO optimizes the sites using backdoors, cloak-
ing, or other tricks that violate the search engine guidelines. 
These sites are called “web spam” and those manipulations 
will degrade the quality of searching. Besides, a large num-
ber of spam pages explicitly increase the cost of crawling, 
and inflate both index and storage with worthlessness. 

Gyöngyi and Garcia-Molina described in [12] the varie-
ties of spamming techniques. These include the creation of 
page content that engineers a number of popular keywords, 
called “content spam.” The effort expects that the target page 
will have high possibility to be returned and also ranked high 
position within the search results, based on term relevancy to 
users’ queries. In general, those keywords are quite unrelated 
to real context of the target page, but usually draw the users 
to visit. The other technique is the creation of large number 
of extrinsic web pages that point to a target page, called “link 
spam.” Since the traditional link-based ranking algorithms, 
such as PageRank [20] and HITS [16], calculate the popular-
ity score—page with large score will be ranked high posi-
tion—of web pages based on link structure analysis, the ef-
fort exploits the weakness of those algorithms by forming a 
farm of linkage in order to unreasonably increase the score of 
the target. 

Many researchers have concentrated on combating spam. 
For example, Gyöngyi et al. [13] propose an idea to propa-
gate trust from good sites to demote spam, while as Krishnan 
and Raj [17] reversely propagate anti-trust from spam sites. 
Wu and Davison [23] expand from a seed set of spam pages 
to the neighbors to find more suspicious pages in the web 
graph. Dai et al. [5] exploit the historical content information 
of web pages to improve spam classification, while Chung et 
al. [4] propose to use time series to study the link farm evo-
lution. Martinez-Romo and Araujo [18] apply a language 
model approach to improve web spam identification. 

In this paper, we propose to apply the ant colony optimi-
zation (ACO) algorithm [7, 9] to detect spam in host level. 
The host link structure is first constructed by aggregating 
hyperlinks over web pages. For the training dataset, each 
host labeled as “normal” is used as a seed of the ACO algo-
rithm. Based on the assumption claimed in TrustRank [13] 
that good (normal) pages—hosts in our case—seldom link to 
bad (spam) ones, trails on the host graph discovered by ants 
can be referred to good (normal) paths. These paths are sub-
sequently used to generate rules in order to classify normal 
hosts from spam ones in the testing dataset. Considering 
each normal path, a classification rule is determined by both 
common content and link features of among hosts contained 
in that path. From the experiments with the WEBSPAM-
UK2006 [2], the results show that rules generated from ACO 
learning model can classify spam hosts more precise than the 
baseline decision tree (C4.5 algorithm). 
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The rest of this paper is organized as follows. Section 2 
addresses some related work on web spam detection using 
machine learning techniques and then overviews the basic 
concept of the ACO algorithm. Section 3 introduces host 
graph representation and describes the proposed link-based 
ACO as well as how to generate classification rules. Section 
4 reports performance evaluation and parameter sensitivity 
analysis. Section 5 finally concludes the paper. 

II. RELATED WORK AND BACKGROUND 

A. Web Spam Detection using Machine Learning 
Techniques 

Web spam detection became a known topic to academic 
discourse since the Davison’s paper on using machine learn-
ing techniques to identify link spam [6], and was further 
reasserted by Henzinger et al. [14] as one of the most chal-
lenges to commercial search engines. Web spam detection 
can be seen as a binary classification problem; a page or host 
will be predicted as spam or not spam. 

Fetterly et al. [11] observed the distribution of statistical 
properties of web pages and found that they can be used to 
identify spam. In addition to content properties of the web 
pages or hosts, link data is also very helpful. Becchetti et al. 
[1] exploit the link features, e.g., the number of in- and out-
degree, PageRank [20], and TrustRank [13], to build a spam 
classifier. Following the work in [1, 19], Castillo et al. [3] 
extract link features from the web graph and host graph, and 
content features from individual pages, and use the simple 
decision tree C4.5 to build the classifier. Recently, Dai et al. 
[5] extract temporal features from the Internet Archive’s 
Wayback Machine [15] and use them to train a cascade clas-
sifier built from several SVMlight and a logistic regression 
implemented in WEKA [22]. 

B. Basic Concept of Ant Colony Optimization 
Naturally, distinct kind of creatures behaves differently in 

their everyday life. In a colony of social ants, each ant usual-
ly has its own duty and performs its own tasks independently 
from other members of the colony. However, tasks done by 
different ants are usually related to each other in such a way 
that the colony, as a whole, is capable of solving complex 
problems through cooperation [9, 21]. For example, for sur-
vival-related problems such as selecting the shortest walking 
path, finding and storing food, which require sophisticated 
planning, are solved by ant colony without any kind of su-
pervisor. The extensive study from ethologists reveals that 
ants communicate with one another by means of pheromone 
trails to exchange information about which path should be 
followed. As ants move, a certain amount of pheromone is 
dropped to make the path with the trail of this substance. 
Ants tend to converge to the shortest trail (or path), since 
they can make more trips, and hence deliver more food to 
their colony. The more ants follow a given trail, the more 
attractive this trail becomes to be followed by other ants. 
This process can be described as a positive feedback loop, in 
which the probability that an ant chooses a path is propor-
tional to the number of ants that has already passed through 
that path [7, 9].  

Researchers try to simulate the natural behavior of ants, 
including mechanisms of cooperation, and devise ant colony 
optimization (ACO) algorithms based on such an idea to 
solve the real world complex problems, such as the travelling 
salesman problem [8], data mining [21]. ACO algorithms 
solve a problem based on the following concept: 

• Each path followed by an ant is associated with a 
candidate solution for a given problem. 

• When an ant follows a path, it drops varying amount 
of pheromone on that path in proportion with the 
quality of the corresponding candidate solution for 
the target problem. 

• Path with a larger amount of pheromone will have a 
greater probability to be chosen to follow by other 
ants. 

In solving an optimization problem with ACO, we have 
to choose three following functions appropriately to help the 
algorithm to get faster and better solution. The first one is a 
problem-dependent heuristic function (η) which measures 
the quality of items (i.e., attribute-value pairs) that can be 
added to the current partial solution (i.e., rule). The second 
one is a rule for pheromone updating (τ) which specifies how 
to modify the pheromone trail. The last one is a probabilistic 
transition rule (P) based on the value of the heuristic function 
and on the contents of the pheromone trail that is used to 
iteratively construct the solution. 

III. LINK-BASED ANT COLONY OPTIMIZATION FOR 
DETECTING SPAM 

The proposed link-based spam detection using ant colony 
optimization (LSD-ACO) approach does follow the same 
assumption claimed in [13] that good pages/hosts seldom 
link to bad ones. This assumption implies that normal hosts 
usually link to other normal ones, as well. We therefore ap-
ply the ACO algorithm on the host graph. Our effort is to 
discover good trails (i.e., path containing normal hosts) in 
order to generate useful classification rules. 

A. Modeling the Host Graph 
In a learning mechanism based on the ACO algorithm, 

most problems are often modeled as a graph. Therefore, we 
let GH = (V, E) be a host graph, where V and E represent a set 
of hosts and hyperlinks between the hosts, respectively. A 
host link e(hi, hj) ∈ E if there is a web page u belonging to 
host hi ∈ V having a link to a target page v belonging to host 
hj ∈ V and i ≠ j. Since the host graph is a higher view aggre-
gated from the web graph, it may contain multiple links be-
tween the hosts. Hence, we let |e(hi, hj)| be a number of those 
links out-going from host hi to hj. It obviously can be seen 
that |e(hi, hj)| = 0 in case of self-linking, i.e., i = j. 

B. Learning Approach with the ACO Algorithm 
Given a host graph, we first assign an artificial ant to start 

walking from a normal host hi. Behavior of that ant will de-
cide to choose a path e(hi, hj) to walk in each step, from hi to 
hj, using a randomization with the probability distribution 
based on heuristic and pheromone information values. We let 
Pij denote a probability assigned to the link e(hi, hj). The 
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probabilistic transition that guides an ant to randomly walk 
from a current host hi to any next host hj is defined as: 
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where ηij and τij(t) denote a heuristic function and a phero-
mone information function obtained at the iteration time t, 
respectively, determined for the link e(hi, hj). F(hi) denotes a 
set of hosts that hi links to. Last, xj is an indicator used to 
avoid repeated hosts hj (i.e., cycle) within the ant’s trail. Let 
Γ be the set of hosts sequentially discovered by the ant. This 
indicator is defined as: 

 
⎩
⎨
⎧ Γ∉

=
.Otherwise0 

, If1 j
j

h
x  (2) 

Based on our assumption, we believe that the number of 
multiple links pointed out from a normal host hi can be heu-
ristically guided ants to find a next normal host hj. The larger 
number of hi’s links points to hj, the higher possibility the hj 
is the normal host. We therefore define the heuristic function 
illustrated in (1) as the proportion to the amount of links 
pointed out: 
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Note that the heuristic value assigned to every link is simply 
constant; therefore, we can pre-calculate before starting the 
ACO computation. 

Since the ACO algorithm iteratively finds the optimal so-
lution, the pheromone in (1) which controls the movement of 
ants will be changed for each run. The pheromone informa-
tion function, defined at the iteration time t = 1, 2, 3, …, is 
calculated by: 

 ,)1()1()( qttt ijijij −+−= τττ  (4) 

where q measures the quality of prediction rules over the 
training dataset. This measure is defined as the confidence 
value. Let CH be a set of hosts covered by the rule, and NH 
be a set of normal hosts. Then, the quality metric is defined 
as: 

 ,
||
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i.e., the number of hosts covered and correctly predicted by 
the rule divides by the number of all hosts covered by that 
rule. 

For the first iteration, the initial pheromone values of all 
links in the graph are equally set to: 
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After each iteration run, a result of the ACO learning can 
be expressed by paths of ant walking. These trails are further 
needed to be interpreted and generated classification rules. 
Note that we will give detail of this process in the next sub-
section. However, we here illustrate the pseudo-code of our 
LSD-ACO in Algorithm 1. 

 

ALGORITHM 1.   THE LSD-ACO ALGORITHM. 

function LSD-ACO (seeds, // set of normal hosts
 nIters, // number of iterations 
 nAnts, // number of ants 

nHops) // number of hops
1: rules = φ 
2: repeat
3:  s ← dequeue (seeds) 
4:  τ ← initializePheromone ( ) 
5:  bestRules = φ 
6: maxQ = 0
7: for t = 0 to nIters – 1 do 
8:   paths = φ 
9: for a = 0 to nAnts – 1 do 

10:    path ← walk (s, τ, nHops) 
11:    paths ← paths ∪ path 
12: end for
13:   allRules ← generateRuleOnPath (paths) 
14:   (curRule, curPath, q) ← selectHighQRule (allRules)
15:   τ ← updatePheromone (q, curPaths) 
16: if maxQ < q then
17: bestRules = curRules 
18: maxQ = q
19: end if
20: end for
21:  rules ← rules ∪ bestRules 
22: until seeds is empty
23: return rules

function walk (s, // starting normal host
 τ, // pheromone information 

nHops) // number of hops
1: path = φ 
2: for i = 0 to nHops – 1 do 
3:  r ← randomlySelectTargetHost (s, τ) 
4:  path ← appendLink (path, e(s, r)) 
5: s = r
6: end for
7: return path
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As shown in the algorithm, the function LSD-ACO needs 
four input parameters: a set of starting normal hosts, the 
maximum number of iteration runs, ants, and hops, respec-
tively. For the outer loop between line 2 and 22, each normal 
host s is selected and specified as a starting host for ants. In 
line 4, all pheromone information values are first initialized 
by (6). The middle loop, between line 7 and 20, iterates the 
computation until reaching the number of pre-defined 
rounds. For the inner loop between line 9 and 12, each ant 
starts walking from s through the host graph. The function 
walk in line 10 returns a trail of an ant, and that will be ga-
thered by line 11. Subsequently, in line 13–14, all discovered 
paths are interpreted and classification rules are generated; 
but, only the rules having the highest quality will be selected. 
Next, the pheromone information values are updated by the 
qualities q along only those paths producing the selected 
(quality) rules. The procedure, in line 16–19 and 21, brings 
the best rules over all iterations as the results. 

More precisely for the function walk, it determines beha-
vior of ants’ walking. Since a host graph may be very large, 
if the ants are allowed continually walking until reaching the 
end of path, they will not only spend a lot of time but also 
have higher chance to discover spams. Therefore, the para-
meter nHops is used to determine the termination of ants’ 
walking. By the loop between line 2 and 6, the target (nor-
mal) host r is randomly selected with some probabilities 
based on the heuristic function and pheromone information 
described in (1), and that sub-path is appended to obtain the 
final result. 

C. Determining the Classification Rules 
As mentioned to the procedures at line 13–14 of the func-

tion LSD-ACO in Algorithm 1, all paths discovered by ants 
are needed to be interpreted as well as generated useful clas-
sification rules. We first assume that some characteristic 
features have already been extracted from each host in order 
to determine its class C, i.e., either normal or spam. Let {A1, 
A2, …, Am} be a set of m host features, and {ai1, ai2, …, aini} 
be a set of ni possible values belonging to the feature Ai. 
Thus, the association of features and class of a host can be 
represented by: 

),or  (),,,( 2211 spamnormalCaAaAaA mzmyx =⇒=== …  

where x, y, and z are any indices. 
Following the TrustRank idea [13], a path discovered by 

an ant should mainly be a list of normal hosts. However, that 
path may contain some spam ones since in fact a normal host 
may possibly or unintentionally link to a spam. Therefore, 
only normal hosts within the path will be considered. To 
generate a rule, the value for a host feature Ai is determined 
by common value of that feature of among all those normal 
hosts. Let ΓNHp be a set of normal hosts within the path p. 
The rule corresponding to p is defined as: 
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Note that if a feature has an interval of values, the common 
value will then be given by an overlap of those intervals. 
Otherwise, if there is not any value in common, a don’t care 
term “?” will be assigned instead, meaning that the feature is 
not affected in the rule. 

After generating all possible rules, the consecutive pro-
cedure at line 14 of the function LSD-ACO in Algorithm 1 
will measure the quality of each rule within the training da-
taset by using (5). Then, the rule with the highest quality is 
selected as a candidate. 

IV. EXPERIMENTS AND RESULTS 

A. Dataset Preparation 
We used the WEBSPAM-UK2006 [2] containing 1,803 

hosts labeled as spam and 4,409 hosts labeled as normal; all 
hosts are within the .uk domain. The dataset contains several 
features, including both content- and link-based features, as 
well as a spamicity value of each host. We further processed 
the dataset as follows (see Fig. 1): 

• For the 1,803 spam hosts, we first sort them by as-
cending order of the spamicity values. Each host will 
be assigned with an identification number beginning 
from 0. We then decompose these spam hosts into 3 
buckets by considering the remainder from dividing 
its identification number with 3. Eventually, we will 
have “bucket1”, “bucket2”, and “bucket3”, in which 
each contains equally 601 spam hosts. 

• Similarly, for the 4,409 normal hosts, we sort them 
by descending order of the spamicity values. We 
equally divide them into 10 portions, and assign an 
identification number beginning from 0 to each host 
in each portion separately. For each portion, the host 
whose identification number divided by 7 leaves a 
remainder of 0, 2, and 5, will then be assigned into 
“bucket1”, “bucket2”, and “bucket3”, respectively. 
Note that the host with prior order of identification 
number—from every portion—will be first assigned. 
To avoid data imbalance of normal and spam hosts 
in training set, we stop this assigning process if each 
bucket contains 601 normal hosts. For the whole re-
maining hosts, we put them into a new “bucket4”. 

 

 
Figure 1.  Dataset preparation. 
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In the LSD-ACO learning model, we used almost all the 
features, except hostID and hostname, to generate rules. 
However, since all features have continuous-range values, 
we therefore used the technique proposed by Fayyad and 
Irani [10] to first discretize them into multiple intervals. 

B. Experimental Results 
Using the dataset described in the previous subsection, 

we designed experimental studies as the following scenarios: 
• scenario1: the bucket1 is used for training, while the 

bucket2, bucket3, and bucket4 are for testing. 
• scenario2: the bucket2 is used for training, while the 

bucket1, bucket3, and bucket4 are for testing. 
• scenario3: the bucket3 is used for training, while the 

bucket1, bucket2, and bucket4 are for testing. 
In each scenario, all 601 normal hosts of the training set 

are used as seeds for ants to train the LSD-ACO model. For 
each seed, we reiterate the learning process 40 times. Each 
run is based on 100 artificial ants that walk away from a seed 
up to 12 hops. 

We compared performance of the LSD-ACO algorithm 
with four well-known rule-based learning models: the deci-
sion tree (C4.5), RIPPER, PART, and RandomTree, respec-
tively, using an accuracy measurement, i.e., the correctness 
of classifying both normal and spam hosts in the testing set. 
We trained these four baselines using the WEKA software 
[22]. For the parameter settings, the rule pruning is enabled; 
however, all remaining ones have been assigned by default. 
We illustrate the performance comparisons in Fig. 2. 

As we can see in the figure, the proposed LSD-ACO 
learning model outperforms the four baselines. It has the 
ability to classify both normal and spam hosts with the most 
accuracy in all experiments. 

C. Parameters Sensitivity Analysis 
In this subsection, we investigated the effect of parame-

ters specified in the LSD-ACO algorithm. First, the effect of 
number of iterations (i.e., nIters) on the efficiency of rules: 
we expect that high quality paths should be repeatedly 
walked through by ants. Second, the effect of number of ants 
(i.e., nAnts) on the number of possible rules: we expect that 
assigning large amount of ants should increase an opportuni-
ty to discover high quality rules. Last, the effect of number 
of hops (i.e., nHops) on the generalization of rules: since 
long path may possibly lead to many non-overlapping fea-
ture values. 

We conducted the experiments based on the previous 
three scenarios. In each scenario, we run the LSD-ACO algo-
rithm at least 8 times and averaged the results. Fig. 3, 4, and 
5 as follows illustrate the average accuracies over all scena-
rios by tuning parameters: the number of iterations, the num-
ber of ants, and the number of hops, respectively. In the fig-
ures, a point on the line is an average value. We also plot 
both the worst (i.e., the lowest) and the best (i.e., the highest) 
values possibly obtained from the experiments. 

 
Figure 2.  Performance comparisons in classifying normal and spam hosts. 

 
Figure 3.  Average accuracies obtained from varying the nIters parameter 

and setting nAnts = 100, nHops = 12. 

 
Figure 4.  Average accuracies obtained from varying the nAnts parameter 

and setting nIters = 40, nHops = 12. 

In Fig. 3, the model produces more accurate results when 
increasing the number of iterations. The reason may be that 
large number of iterations can increase opportunities for ants 
to repeatedly walk through some high quality paths. Howev-
er, the accuracy is unexpectedly dropped after 40 iterations.
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Figure 5.  Average accuracies obtained from varying the nHops parameter 

and setting nIters = 40, nAnts = 100. 

This phenomenon can be occurred since by nature the ACO-
based learning is a randomized algorithm. Thus, ants can 
possibly select a wrong way. Similarly to the results depicted 
in Fig. 4, increasing the number of ants also tends to increase 
accuracy, due to several ants have more opportunities to dis-
cover several high quality paths. 

In contrast to the results depicted in Fig. 5, increasing the 
number of hops tends to slightly decrease performance of the 
model. The reason may be that too long paths produce too 
general rules (i.e., having too many non-overlapped feature 
values) that cannot be used in classification; or, longer paths 
possibly contain more spam hosts that distort quality of rules. 

V. CONCLUSION 
In this paper, we propose LSD-ACO learning algorithm 

that follows the TrustRank assumption in order to generate 
classification rules for detecting spam. The experiments, 
conducting on the WEBSPAM-UK2006 collection, show 
that the LSD-ACO algorithm outperforms the other four 
baselines in all cases. From the sensitivity analysis, we found 
that more repeatedly iterative learning and employing more 
number of ants in the model can produce better results. 
However, walking too long distance may slightly drop the 
performance. In future work, we are looking forward to im-
proving the model by giving a negative clue when discover-
ing a wrong way, and hope to obtain higher quality set of 
classification rules. 
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